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Abstract

Recent Trusted Execution Environments based on Intel SGXv2 en-
able fast and confidential in-memory processing for DBMSs. How-
ever, secure persistence remains a major performance and security
challenge. While native SGX-based storage mechanisms provide
confidentiality and integrity out of the box, they incur high over-
heads for DBMSs. In this paper, we analyze the overheads and
introduce novel techniques for secure and fast DBMS storage. As
we show, these techniques reduce the high storage overheads of
native SGX storage mechanisms to negligible overheads, enabling
practical, high-performance, secure storage for cloud databases.

CCS Concepts

+ Information systems — Transaction logging; « Security and
privacy — Database and storage security.
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1 Introduction

Securing database systems in the cloud. Cloud database systems
increase scalability, elasticity, and cost-efficiency [4, 11, 13]. How-
ever, they raise concerns about data security and privacy [41, 45, 54].
For example, several risks arise from untrusted infrastructure, mali-
cious insiders, or regulatory non-compliance [26]. These challenges
limit the adoption of cloud database systems for use cases that
require strong confidentiality and integrity guarantees, such as
healthcare, finance, and government workloads.

SGXv2 is fast but only protects data in memory, not on disk.
Hardware-based Trusted Execution Environments (TEEs), such
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Figure 1: Insecure baseline vs. secure storage. The standard
library in SGX (PFS) has extremely high overheads. Our opti-
mized, secure storage achieves baseline performance.

as Intel Software Guard Extensions (SGX) [37], have been pro-
posed to mitigate these risks. Intel SGX provides hardware-enforced
isolation: code and data execute inside enclaves that remain pro-
tected even from the cloud operator [17]. Recent work shows that
server-grade SGX (SGXv2) can provide near-native performance
for DBMSs and can support OLTP and OLAP processing with small
overheads [19, 33-35]. However, this only holds if data can be
cached in memory and durability is ignored.

DBMSs require additional action to secure storage. To pro-
vide durability, DBMSs must persist state to storage outside the
enclave. However, while TEEs such as Intel SGX effectively protect
the privacy and integrity of in-memory computations, data outside
the enclave boundaries, such as data on disk, remains unprotected.
DBMSs, therefore, must use cryptographic mechanisms to ensure
the confidentiality and integrity of durable data on disk [24]. For
this, Intel’s SGX Software Development Kit (SDK) provides the Pro-
tected File System (SGX PFS) library as a general-purpose solution
for secure file I/0O [21].

The SGX I/0 library has high overheads. Using SGX PFS for im-
plementing secure DBMS storage comes at a high cost. To illustrate
the overhead, we implemented write-ahead-log-based durability
for an in-memory key-value store. Figure 1 shows the throughput
of two variants: one outside an SGX enclave (left) and a naive in-
enclave implementation (middle) that uses SGX PFS. As we can see,
PFS reduces throughput by a factor of 120x. However, as we show
in this paper, by designing a write-ahead-logging-optimized secure
storage path, we can remove nearly all of the overhead and achieve
very similar performance inside the enclave (right).

Scope and contributions. In this paper, our main contribution
is to study techniques for achieving fast yet secure storage access
for DBMSs using Intel SGX. In particular, we explain why generic
solutions, such as SGX PFS, underperform (Section 4.1) and present
three complementary techniques for fast, secure storage on Intel
SGX: (1) DBMS-aware co-design of security guarantees (Section 4.2),
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(2) low-latency I/O with durability guarantees using kernel-bypass
mechanisms (Section 4.3), (3) asynchronous message passing be-
tween the enclave and the untrusted environment (Section 4.4).
Our results, based on a secure write-ahead log prototype, show
that with these techniques, the performance overhead of secure
storage can be reduced to negligible levels (Section 4.5), enabling
practical trusted storage for cloud databases. Additionally, we dis-
cuss how the results translate to other database use cases and other
Trusted Execution Environments, such as AMD SEV-SNP [29], Intel
TDX [16, 22]), and AWS Nitro Enclaves [7, 35] (Section 5). We focus
on Intel SGX as a widely deployed and well-studied hardware-based
TEE platform.

2 Background on Intel SGX and Storage

This section summarizes basic Intel SGX concepts and the SGX PFS
design to understand the sources of its overheads.

Main Intel SGX guarantees. Intel SGX implements enclaves as
isolated execution environments whose memory is protected by
the CPU [28, 37]. Two key features are isolation and attestation.
Isolation ensures that enclave code and data remain confidential
and are only accessible as plaintext within the CPU caches during
execution. It is achieved by CPU-based memory encryption and
a special CPU enclave mode. Attestation allows a local or remote
party to verify the code within an enclave (i.e., its identity) and
detect unauthorized modifications. It is achieved by hashing the
enclave’s initial state and using a special CPU instruction only
available in enclave mode.

Threat Model. We work within the typical threat model for server-
grade SGX enclaves: we aim to protect against adversaries with full
administrative control over the operating system, the hypervisor,
and all hardware except the CPU and memory subsystem [17, 28].
This includes control over the disk. We do not assume trusted disks,
transparently encrypted drives, or similar technologies. Adversaries
with these capabilities can read and manipulate all inputs and out-
puts of SGX enclaves at runtime and offline. They can, however,
not access the enclave’s memory, forge enclave attestation reports
to create fake enclaves, or break state-of-the-art encryption, such
as AES-GCM. We assume that the adversaries are not authenti-
cated clients of the enclave-protected DBMS. In the face of these
adversaries, we aim to ensure confidentiality and integrity for the
write-ahead log at enclave runtime. During enclave restarts, we
aim to protect against all unauthorized changes to the write-ahead
log except for the removal of blocks at the end of the log. We note
that the methods we propose cannot prevent an adversary from
deleting or altering data written to disk; they only protect confi-
dentiality and enable the enclave to detect changes and respond
accordingly. We believe that detecting data manipulation is suffi-
cient to disincentivize attacks among database and infrastructure
service providers because the detection of such data manipulation
would cause a severe loss of reputation for a service provider. It
also allows tenants to restore their databases from backups when
they detect changes. Like all SGX-based systems, we do not pro-
tect against denial-of-service attacks, which are trivial for service
providers to implement and cannot be prevented with SGX.
Interaction with storage devices. In SGX, the trusted computing
base (TCB) is kept small by design and is thus limited to the CPU,
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its caches, and enclave memory [17, 37]. The operating system,
hypervisor, and peripherals (including storage) are untrusted. Con-
sequently, enclaves cannot directly access hardware devices and
must rely on the OS to, e.g., execute I/O operations. Interactions
with storage devices thus require enclave transitions, which switch
execution between enclave and non-enclave mode. We refer to
transitions into an enclave as ECall and transitions out as OCall.
Overhead of enclave transitions. Enclave transitions are expen-
sive [53] due to context switching and cache/TLB effects. Since I/O
requires system calls executed outside the enclave, frequent reads
and writes can substantially increase latency and reduce through-
put for database workloads [12, 51]. To reduce transition overheads,
prior work proposed switchless designs [12, 40, 49, 50, 53], which
delegate requests to worker threads outside the enclave, thereby
avoiding the cost of enclave transitions. However, most existing
switchless approaches block the requesting enclave thread until
completion [40, 49, 50], limiting concurrency even if the untrusted
side uses asynchronous I/O interfaces such as io_uring [48] or
SPDK [18] for fast I/O.

Overheads of standard library PFS. SGX’s standard approach to
secure storage, the PFS library, introduces significant overhead, as
shown in Figure 1. To better understand its overheads, we review
the anatomy of the write path: SGX PFS uses memory-mapped I/O
to write an encrypted file to disk. It splits and handles the file on
the granularity of 4KiB blocks and executes the following steps to
implement a secure write: First, when sgx_fwrite (equivalent of
fwrite)is called, the input data is copied into a plain-text in-enclave
cache managed by SGX PFS. Second, once the in-enclave cache is
full, or when sgx_fflush is called explicitly, the following sub-
steps are executed: (a) The library writes a recovery file containing
the old content of all disk blocks to be overwritten. This ensures
the integrity of the file in case the enclave is interrupted during
the following steps. (b) The library sets an update-in-progress flag
in the file’s metadata, which is necessary for file recovery. (c) The
library encrypts all updated plaintext data blocks in the cache and
writes them to the memory-mapped file region. The encryption
ensures the confidentiality and internal integrity of the data blocks.
(d) The library updates the Merkle tree used for overall file integrity
protection, encrypts the updated nodes, and also writes them to
the memory-mapped file region. The Merkle tree ensures that no
adversary can reorder, replace, add, or remove blocks in the file
without being detected. (e) Finally, the library updates the metadata
block with the new root hash and resets the update-in-progress flag.
This atomically updates the file version and indicates the update is
complete. After all these steps, however, the updated file contents
are still only written to the memory-mapped I/O region and are not
forced to disk. Thus, SGX PFS provides neither ordering guarantees
nor guarantees that data reaches stable storage, both of which are
needed for DBMSs, particularly for durable WAL writes. To address
this issue, we added a new function sgx_fsync to SGX PFS. This
function uses an additional 0Call to invoke msync to force a write
of all changes to disk.

Summary. The main sources of overhead in secure I/O are: the
costs associated with encryption and integrity protection; I/O access
itself, which requires enclave transitions; and the lack of asynchro-
nous execution in the I/O subsystem. In the following, we quantify
the I/O overheads of PFS when used in a DBMS.
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Figure 2: Secure WAL prototype. Steps starting with sgx_ are
used in SGX PFS. Other steps are equal between implemen-
tations (apply, log) or used in the optimized encryption and
integrity protection scheme.

3 Experimental Setup for Analysis

To quantify the overheads of PFS in DBMSs, we focus on write-
ahead logging (WAL). Write-ahead logging is a challenging work-
load because it is on the critical path in OLTP DBMSs during commit,
thereby imposing strict latency and durability requirements.
Secure WAL prototype. To analyze a database-style WAL access
pattern, we implement an in-memory key-value store with WAL-
based durability. The prototype design is depicted in Figure 2. Our
prototype executes single-statement transactions that read and up-
date records stored in an in-memory B*-tree. Our B*-tree uses opti-
mistic lock coupling [31] to allow for concurrent transactions. After
applying the changes in the B*-tree, each worker thread buffers log
records locally. A dedicated group-flush thread periodically drains
these buffers into a shared buffer [39]. When the shared buffer is
full, the group-flush thread appends its contents to the write-ahead
log using SGX PFS, using the three functions introduced above. We
call the contents of one buffer written to the end of the WAL a
WAL page. After the I/O completes, workers are notified, and the
corresponding transactions are committed. In our experiments, we
use one fixed core for the background group-flush thread and all
other cores of the same CPU for worker threads. To isolate storage
costs, we generate client requests within the enclave (not shown in
Figure 2). This avoids network overhead and additional 0OCalls.
Hardware. We run all experiments on a server with two Intel Xeon
Gold 6326 CPUs (16 cores each) with hyperthreading disabled. We
use only one of the two CPUs to prevent NUMA and additional
I/0O latency. Each socket has 256 GB DDR4-3200 ECC RAM across 8
memory channels. We configure 64 GB as SGX Enclave Page Cache
(EPC). Our experiments write to a Micron 7450 PRO 960GB NVMe
SSD with up to 1.4 GB/s sequential write speed and up to 82000
random write IOPS. The server runs Ubuntu 24.04.3 with kernel
6.14, SGX SDK 2.27, SPDK v24.05, and Boost 1.89. We use GCC 14
for compiling.

4 How to make Secure Storage Fast?

In this section, we analyze the overheads introduced by the standard
SGX Protected File System library (SGX PFS) and then introduce
our main optimizations step by step: optimizing the encryption
and integrity protection for the WAL (Section 4.2), optimizing the
storage access method (Section 4.3), and making the whole I/O
subsystem asynchronous (Section 4.4). Finally, we compare the
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Figure 3: Initial latency distribution of WAL prototype. En-
cryption, integrity protection, durability (sgx_fflush), and
I/0 (sgx_fsync) of SGX PFS dominate the latency. Steps con-
tributing less than 3% summarized as “Others”

performance of the baseline, all intermediate optimizations, and
our final prototype to a non-SGX baseline (Section 4.5).

4.1 Analysis of PFS-based WAL

As described in Sections 2 and 3, writing data using SGX PFS is a
multi-step process. We start by identifying which steps in the WAL
write process introduce the highest latency in our WAL prototype.

Figure 3 shows the median latencies of the steps in the WAL
write process. We measured those at a write rate close to saturation
to minimize the batching overhead visible in WAL buffering. When
looking at the absolute throughput, however, the disk is experi-
encing only very low load, and the latency is dominated by the
steps implemented in SGX PFS. The two main bottlenecks in SGX
PFS are sgx_fflush and sgx_fsync: sgx_fflush is slow because
it contains the integrity and durability protection process, including
the write of the recovery file and the update of multiple Merkle
tree nodes in addition to the written WAL page. sgx_fsync is slow
because it is based on msync, which requires the OS first to identify
all changed memory pages and then write them to disk. Next, we
investigate how the integrity protection can be made cheaper by
leveraging domain knowledge of write-ahead logging.

4.2 Optimizing Encryption and Integrity

The previous experiment raised the question of whether the Merkle
tree, the recovery file, and the write amplification they cause are
necessary for the WAL workload.

Merkle trees are not required for WAL. Merkle trees are a
general-purpose mechanism for file integrity protection. In addi-
tion to protecting the overall file integrity, they have three upsides:
They support integrity verification of random reads and writes with
logarithmic complexity, protect the order of all file contents, and
ensure that all file contents belong to the same file version. How-
ever, none of these three guarantees is required for a write-ahead
log. Fast integrity verification for random reads and writes is not
required because the WAL has an append-only write pattern and a
sequential read pattern during recovery. Enforcing a strict ordering
of WAL pages is not necessary because WAL entries contain times-
tamps or log sequence numbers that enable the DBMS to restore
their order even if they got shuffled in storage, as long as all WAL
pages are available and unchanged. Finally, file versioning is not
required because each encrypted WAL page has only one version,
and the overall WAL version can be determined from the last page
written. Overall, for a secure WAL, we only need to ensure confi-
dentiality and that the DBMS can detect that it is reading the exact
set of WAL pages it wrote, without removed, changed, or added
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pages. Consequently, our optimization of encryption and integrity
protection for WAL aims at removing the Merkle tree.

Optimized encryption and integrity protection. In our scheme,
the group flush thread encrypts WAL pages using AES-GCM, an
authenticated encryption algorithm. Additionally, it adds a header
to each encrypted WAL page. This header contains the encryption
nonce, a WAL page ID, and the AES-GCM message authentication
code (MAC). WAL page IDs are unique, start at 0, and are incre-
mented by one for each encrypted page, so that the series of IDs
has no gaps. We include the WAL page ID in the encryption as
authenticated metadata, ensuring it cannot be changed without
invalidating the MAC. All steps for encryption and integrity pro-
tection happen inside the enclave. No plain-text data leaves the
enclave. We do not use any integrity protection between encrypted
pages, such as a Merkle tree or a hash chain. This provides all
the required confidentiality and integrity guarantees that SGX PFS
provides, but in a simpler solution: Authenticated encryption of
WAL pages ensures confidentiality, protects against changes to
individual encrypted WAL pages on disk, and prevents inclusion
of fake WAL pages. Since each WAL page is written only once, it
is impossible to rollback individual encrypted pages to outdated
versions because there are no outdated versions. Checking the WAL
page IDs for continuity and uniqueness ensures that no pages in
the WAL are omitted or duplicated. A similar scheme has been
used in other works [14, 42, 43, 52]. A more detailed discussion of
possible attacks and how the scheme prevents them is available
in Appendix A. Since our design removes the Merkle tree, each
write of a 4 KiB WAL page requires encrypting only that page and
atomically writing it to the end of the WAL; writing a recovery file
for durability purposes is no longer required.

Thereby, we address the two main issues of SGX PFS: (1) Updat-
ing and encrypting Merkle tree nodes, and writing a recovery file,
as done in sgx_fflush, are no longer required. (2) Since the file
is now append-only, we can easily switch from memory-mapped
files and msync to writing the WAL with fwrite and persisting it
with fflush and fsync, removing the durability issues of memory-
mapped files and the need to find changed pages in memory.
Optimizing the secure WAL. The optimized encryption and in-
tegrity protection scheme simplifies the steps required for making a
change durable in our secure WAL prototype. It processes writes in
the following steps: (1) apply the change to the in-memory B*-tree,
(2) write a log entry into the thread-local WAL buffer, (3) collect
log entries from thread-local buffers, (4) encrypt the collected WAL
page using authenticated encryption, (5) add the page header, in-
cluding the MAC generated by AES-GCM, to the encrypted page
and copy both to shared memory outside the enclave, (6) transition
out of the enclave (0Call) to write the new encrypted page using
fwrite, fflush, and fsync, (7) transition back into the enclave to
confirm the write. The first three and the final step are identical to
the baseline using SGX PFS. The steps are visualized in Figure 2.
Encryption APIs influence performance. Implementing the
optimized WAL encryption and integrity protection raises the ques-
tion of which API to use for page encryption with AES-GCM. The
SGX SDK offers three APIs for authenticated encryption at varying
abstraction levels, which build on each other and provide different
performance and security guarantees: The high-level sgx_seal
API [24] builds on the intermediate Trusted Cryptography library
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(TCrypto) [24], which in turn utilizes the low-level Intel Cryp-
tography Primitives library (ICP) [25]. To identify performance
differences and overheads, we compared the three APIs in a mi-
crobenchmark. The microbenchmark encrypts 4KiB of random
data from an input buffer into an intermediate buffer and then
copies it to one of 16 possible output buffers. This microbenchmark
mimics the behavior of the encryption and enclave transition steps
in the WAL write process. Figure 4 depicts the average latency of
one encryption and copy step using the different APIs. It shows
that encryption using sgx_seal is over 10X slower than using the
AES-GCM function in the Intel Cryptography Primitives library.
Investigation of the SGX SDK source code reveals three main
sources of overhead: (1) The TCrypto library activates a side-chan-
nel protection for a power side channel [32] inside the ICP library.
This increases latency by 5X (+SCM). (2) The TCrypto library ran-
domizes stack pointers, excessively cleans buffers, and re-initial-
izes the AES-GCM state for every encryption (+TCrypto) (3) The
sgx_seal library derives a new random key from the CPU-provided
enclave-specific key for every encryption. This increases the la-
tency by another 3x (+SEAL). Furthermore, the sealing library must
store the metadata required to recover the associated encryption
parameters for each message. This deducts 560 bytes, i.e., 14% of a
4KiB page, without accounting for WAL-specific integrity logic.
Our recommended choice: low-level API. We believe that the
threat of the power side channel can be mitigated by regular key
rotations, as described by Liu et al. [32]. Thus, it is unlikely in the
WAL scenario. We also think that, in practice, DBMSs will not use
the sealing API because it binds the encrypted data to the CPU it
was encrypted on [23]. This is unwanted in a cloud setting where
migration of workloads between different servers is common. Thus,
we think that DBMSs will use user-provided master keys and derive
all required sub-keys from them in a custom manner. As a result,
an optimized, stripped-down encryption implementation based on
the pure ICP library is well-suited to the WAL use case and is 15X
faster than the SGX sealing library. Therefore, in our custom WAL
prototype, we directly use ICP’s AES-GCM functionality without
power side channel mitigation.
Performance improvements. Finally, we compare the perfor-
mance of the baseline WAL prototype using SGX PFS with our
prototype using the optimized encryption and integrity protection
scheme with optimized encryption functions. We first compare the
overall median latency and throughput of both approaches. They
are depicted in a latency-throughput plot in Figure 5. We can see
that latency decreases with increasing throughput, as long as the
1/0 path can keep up with the demand. This is caused by buffering
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Figure 6: Left: Latency with optimized encryption and in-
tegrity protection. Slow file /O dominates the latency. Right:
Latency when using SPDK and polling the response queue.
Notice the 10x difference in y-axis scaling.

latency, which decreases as buffers fill faster. As soon as the I/O path
is throughput-limited, latency spikes due to queuing. Comparing
the maximum throughput and minimum latency between SGX PFS
and our optimized integrity protection scheme with fast encryption
shows an improvement in minimum latency from 500 ps to below
150 ps. The maximum throughput improves by 3.5%, respectively.

Next, we break down the latency into the individual steps of the
write pipeline. Comparing the PFS latency distribution in Figure 3
with the new latency distribution on the left side of Figure 6 re-
veals that encryption and integrity protection, which previously
contributed 38.3% of the overall latency (sgx_fflush) are now less
than 1% of overall latency (subsumed under “Others”). As we ex-
pected, I/O latency is also reduced by approximately 45% because
fewer pages need to be written, and because we replaced msync
with fsync. However, I/O latency still dominates overall latency
and limits throughput.

4.3 Optimizing Storage Access

After replacing SGX PFS with our own, optimized encryption and
integrity protection scheme, I/O remains the dominant source of
latency (second bar in Figure 6 left). This section details our ap-
proach to reducing this overhead by enabling low-latency writes
from SGX enclaves to NVMe SSDs using the Storage Performance
Development Kit (SPDK).

I/0 method comparison. We conducted a microbenchmark to
evaluate the I/O costs of different disk write methods (Figure 7). Our
findings align with prior work [27]: Blocking POSIX APIs introduce
significant overhead compared to kernel-bypass techniques like
SPDK. Consequently, we adopt SPDK’s user-space NVMe driver,
the lowest-latency and lowest-overhead method for modern NVMe
storage, into our WAL prototype. SPDK makes SSD I/O operation
queues available in process memory. Instead of dispatching a write
command and then waiting for the SSD to confirm the write, this
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Figure 7: Cost of writing a 4 KiB buffer to disk using various
I/0 methods. Leveraging SPDK delivers costs orders of mag-
nitude lower, especially when used asynchronously.

enables the process to queue multiple write requests and asyn-
chronously read the SSD’s responses from the response queue at
an opportune time. This has two main upsides: (1) Having mul-
tiple queued writes allows the SSD to parallelize writes, thereby
increasing I/O throughput and further reducing I/O costs per byte,
as shown in the SPDK (Async) setting in Figure 7. (2) The asynchro-
nous nature of queuing writes and dequeuing responses allows the
CPU threads involved to perform other useful work while the SSD
is performing the writes.

WAL prototype with SPDK backend. To assess the impact of
SPDK on WAL write performance in SGX enclaves, we replaced
the fwrite-based I/O, that we introduced with the optimized en-
cryption and integrity protection scheme in Section 4.2, with SPDK.
Now, the enclave’s group-flush thread writes encrypted, integrity-
protected data to an SPDK-configured DMA buffer and issues an
0Call to submit write commands to SPDK’s queues, bypassing
fwrite, fflush, and fsync. We developed two modes of operating
the SPDK queues: synchronous writes, in which the group-flush
thread polls the response queue until it receives the write confir-
mation, and asynchronous writes, where the group-flush thread
checks the response queue once and then transitions back into the
enclave without waiting for specific responses.

An issue with asynchronous SPDK usage in SGX enclaves is
that, in our prototype, the SPDK implementation resides outside
the enclave. This avoids the need to manually extend and partially
rewrite the SPDK library to support SGX, but requires an 0Call
to check the response queue. Compared to checking the SPDK
queue, which requires only a negligible number of CPU cycles in
the absence of new responses, enclave transitions incur a high
overhead of nearly 9000 CPU cycles per direction. Thus, to avoid
additional enclave transitions, we decided to check the response
queue only immediately after the group-flush thread dispatched a
write command. This, however, increases latency between write
dispatch and commit because the response can be received only
after the next page is written, at the earliest.

Performance improvements. Figure 8 compares the previous
file-based WAL prototype with SPDK-optimized versions in terms
of latency and throughput. With synchronous SPDK, maximum
throughput improves by 6x and minimum latency decreases 83%.
The throughput improvement stems directly from reduced I/O la-
tency. With asynchronous SPDK, maximum throughput improves
by another 18% because multiple writes can be queued simulta-
neously. However, latency is worse than in both the baseline and
the synchronous SPDK setting. Overall, the asynchronous version
performs far worse than the microbenchmark in Figure 7 promised,
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Figure 8: Latency and throughput comparison between WAL
writing with fsync for durability and WAL writing with
SPDK. Optimal latency and throughput improve by 6x (syn-
chronous). Asynchronous SPDK achieves 18% higher through-
put at the cost of increased latency.
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Figure 9: Asynchronous message passing design.

and there is still a large gap between the achieved 290 MB/s and
the potential 1.4 GB/s throughput of the SSD.

Figure 6 compares the latency distribution before and after in-
troducing SPDK on the NVMe SSD using the polling approach. It
shows that using SPDK reduces I/O operation latency by 91%. Using
SPDK, the I/O latency is within the same order of magnitude as the
other steps in the pipeline.

4.4 Enabling End-to-end Asynchronous I/0

Given the optimized integrity protection and I/O, the enclave’s syn-
chronous I/O interface now incurs significant performance over-
head. Figure 6 (right) shows that of the total 25 ps of latency, 6.25 ps
are spent transitioning out of and back into the enclave. Since en-
clave transitions do not advance execution, the CPU cycles spent
on them are essentially wasted. Furthermore, the previous experi-
ment showed that the latency of the enclave transitions limits the
performance of dispatching asynchronous writes using SPDK. The
solution to this issue is to eliminate the need for enclave transitions
and make the entire I/O path asynchronous.

Asynchronous message passing. Our architecture for a fully
asynchronous storage access path in SGX enclaves leverages mes-
sage passing via shared queues in host memory. It is depicted in
Figure 9. In our design, a write transitions through the following
steps: After the flush thread inside the enclave encrypts a WAL page
and copies it into an intermediate buffer outside the enclave (Write
Data Buffer, (1)), it writes a message to its flush queue (2), notifying
an I/O worker thread outside the enclave that the encrypted WAL
page has been written to the intermediate buffer. Then, it continues
processing new requests and regularly polls the corresponding con-
firmation queue asynchronously (10). The I/O thread(s) outside the
enclave are responsible for dispatching messages between queues:
they fetch requests from the enclave threads (3), convert them into
write commands for the SSD via SPDK (4), receive completions
from the SSD (8), and convert them into responses for the enclave
threads (9). The design is flexible and supports an arbitrary number
of flush threads within the enclave and I/O worker threads outside
the enclave. In practice, we use one group-flush thread inside the
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enclave and one I/O worker thread outside the enclave. This suf-
fices to fully utilize the NVMe SSD in our system. Introducing an
I/O thread outside the enclave reduces the number of CPU cores
available for worker threads inside the enclave by one. This could,
in theory, reduce throughput. In practice, however, repurposing a
worker thread is advantageous for performance because it reduces
latency and improves throughput of the current system bottleneck.

To the best of our knowledge, we are the first to build such an
asynchronous solution natively into an SGX-based DBMS prototype.
Previous approaches either used synchronous message passing [30,
43, 49] or implemented message passing in a libOS while exposing
only a synchronous interface to the DBMS [6, 12, 14, 40, 46, 52].
Performance improvements. To show the improvements of our
asynchronous design in terms of latency and throughput, we com-
pare the following four settings, each using all CPU cores of one
CPU in our system: (1) 0Call with synchronous I/O (previous):
The group flush thread transitions out of the enclave, sends an
SPDK write command, polls the completion queue, and returns
into the enclave when it received the response. (2) 0Call with
asynchronous I/O (previous): The group flush thread transitions
out of the enclave, sends an SPDK write command, reads the con-
tents of the completion queue once, and returns into the enclave.
(3) Synchronous message passing with asynchronous I/O (similar
to related work, esp. [6]): The group-flush thread sends a write
message to a write queue and polls the response queue inside the
enclave. The I/O thread outside the enclave manages the enclaves’
and SSDs’ queues asynchronously. (4) Asynchronous message pass-
ing with asynchronous I/O (ours): The group flush thread sends
a write message, continues other work, and regularly checks the
response queue for write confirmations. The I/O thread outside the
enclave manages the enclaves’ and SSDs’ queues asynchronously.
The results are depicted in Figure 10.

With synchronous message passing, minimum latency improves
by 40% over the previously best latency achieved by 0Call with
synchronous I/O. Maximum throughput improves by 46% over the
previously best throughput achieved by 0Call with asynchronous
I/0. With asynchronous message passing, minimum latency im-
proves by 18% further. But more importantly, and in line with the
asynchronous SPDK speedup from Figure 7, maximum throughput
increases by 6X. This is because, without the overhead of enclave
transitions, the asynchronous processing pipeline can fully leverage
SSD parallelism, and neither the I/O thread nor the in-enclave flush
thread wastes cycles polling for responses. The remaining 6% gap
to the maximum SSD throughput is caused by the space overhead
of the encrypted WAL page header.
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Figure 12: Overall latency-throughput plot comparing
SGX PFS baseline, insecure baseline, and important (inter-
mediate) optimized solutions presented in this paper.

Figure 11 shows the median latencies of the steps in a write,
including our asynchronous message passing approach. Due to
message passing, the latency of crossing the enclave boundary
(Host- and Enclave Transition) is reduced from 6.3 ps to less than
0.5 ps. Due to the throughput improvement gained with asynchro-
nous writes, the median buffer latency was reduced from 9 to 2 ps.
With the latest optimizations, the main contributor to write latency
is again the SSD write latency.

4.5 Opverall Performance Improvements

Finally, we compare the performance of the WAL prototype, in-
cluding all optimizations introduced in this section, with our base-
line with SGX PFS and important intermediate optimization steps.
The results are depicted in Figure 12. Overall, minimum latency is
reduced by 97.7%, and maximum throughput improved by 114x.
When compared to a baseline outside the enclave using SPDK as
the I/O interface without encryption and integrity protection, mini-
mum latency is only 18% higher, and maximum throughput is only
6% lower due to the encrypted WAL page header.

5 Discussion and Next Steps

In this section, we briefly discuss how our findings generalize be-
yond the WAL-based access pattern, how our findings generalize
to other TEE technologies beyond SGX, and the issue of rollback
protection in our optimized integrity protection scheme.
Building a secure storage engine. Besides the write-ahead log
(WAL), another durability-critical component is the database sys-
tem’s storage engine — typically implemented as a buffer-managed
page store. Many of our WAL optimizations also apply to page I/O:
using a low-latency I/O stack such as SPDK, optimizing integrity
mechanisms on the I/O path, employing optimized cryptographic
primitives, and using an asynchronous enclave interface for I/O.
Compared to WAL I/O, buffer-pool page I/O differs in two ways.
First, it largely uses random access. Hence, the buffer manager
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must provide integrity verification for arbitrary page reads and
writes, for example, by maintaining a Merkle tree over pages. As
discussed above, using a Merkle tree adds logarithmic metadata
overhead compared to encryption alone. Second, unlike the WAL,
page updates do not require immediate durability. This character-
istic enables asynchronous, batched updates of the Merkle-tree
metadata [10, 52]. It also enables the use of a second-level page
cache in untrusted host memory that stores encrypted and integrity-
protected pages, thereby reducing storage access latency [44]. We
leave the full implementation and evaluation of a secure buffer
manager using these optimizations for future work.

LSM-Trees. Many modern DBMS, especially those optimized for
maximum write throughput, use a Log-structured Merge Tree (LSM-
Tree) as their underlying storage data structure. Examples include
LevelDB [20] and RocksDB [38]. To achieve durability, these sys-
tems also require a WAL, to which our design can be applied directly.
Additionally, as with the page I/O of a buffer manager, our general
optimizations also apply to LSM-Trees, namely the use of low-
latency, asynchronous I/O with SPDK, an asynchronous enclave
interface, and developing an optimized encryption and integrity
protection scheme.

With their linear write access patterns, LSM-Trees already op-

timize for high-throughput disk access with low write amplifica-
tion. This also helps when designing the encryption and integrity
protection scheme. It seems to be most practical to extend the ex-
isting metadata stored in memory and in the SSTable file headers
with cryptographic metadata. This naturally extends the LSM-Tree
to an integrity-protected LSM-Tree, where in-memory metadata
stores the integrity protection information needed to verify the
SSTable headers, and the SSTable headers store the integrity pro-
tection information for the data pages they contain. Like the WAL
pages in our prototype, the LSM-Tree’s data pages can be encrypted
with authenticated encryption to detect changes to these files. This
approach was also followed by the SGX-based Key-Value Stores
SPEICHER [14] and P1db [43].
Portability to VM-based TEEs. Although our prototype targets
Intel SGX, similar I/O challenges arise in VM-based TEEs such as
Intel TDX [22], AMD SEV [29], and AWS Nitro Enclaves [7]. These
TEEs protect an entire confidential virtual machine (CVM) against
malicious infrastructure or service providers. However, storage de-
vices (e.g., SSDs) remain outside the trust boundary. Consequently,
CVMs still incur (1) the need to encrypt and integrity-protect data
before writing it to persistent storage, and (2) overhead to traverse
the protected I/O path. Accordingly, related work identified I/O as
a core CVM performance issue [35].

We expect our techniques to translate to CVMs. Since the encryp-
tion and integrity protection mechanism is generic, it also provides
secure WAL storage in the CVM setting. While current CVM de-
ployments generally do not allow direct sharing of protected guest
memory with storage devices, an SPDK-based datapath can still
reduce overhead by running SPDK on the host (e.g., via vhost) [2]
and using a corresponding virtio driver inside the CVM [3]. With
file-system-backed storage, Linux block-layer mechanisms such as
dm-crypt [1] and dm-verity [47] provide encryption and integrity,
but this OS-based approach prevents DBMS-specific optimizations.
Rollback Protection. In this paper, the main contribution is to
provide secure I/O for WAL purposes while removing as much
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overhead as possible. While our prototype provides the most im-
portant security properties for the WAL, we deliberately left out
particular guarantees, such as rollback protection of the enclave
running the workload. When building a full transactional engine,
our prototype could be extended with rollback protection based on
prior work [8, 15, 36].

6 Related Work

Previous research on secure databases using Intel SGX has explored
several directions.

SGX-native DBMS. Early works focused on developing specialized
DBMS for the first, memory-restricted version of Intel SGX [51, 55],
including studies on key-value stores [5, 14, 44] or on securing only
parts of the DBMS within the SGX enclave [9, 42, 44].

Fast I/O for SGX enclaves. Another line of research addresses I/O
performance in SGX enclaves, particularly for storage [12, 14, 46]
and network access [6, 12, 46]. Key contributions include synchro-
nous switchless enclave calls [12, 40, 49, 50, 53], and the integration
of fast I/O primitives outside the enclave with library OSs [6, 14, 46].
However, these works primarily focus on generic applications and
do not optimize DBMS performance by leveraging asynchronous
I/O within enclaves.

DBMS integrity protection in enclaves. Other studies explore
integrity protection for enclave-based DBMS, including for write-
ahead logging. These approaches only simulated SGX [42], used
the memory-restricted first version of SGX [14], or used a 1libOS
[52], limiting their ability to leverage fast I/O primitives like SPDK
to optimize performance.

7 Conclusion

Hardware-based Trusted Execution Environments like Intel SGX of-
fer performance comparable to execution outside the enclave when
data is in memory. However, storage access suffers performance
degradation due to trust boundaries and the need for encryption
and integrity protection. In this paper, we showed how to build
an SGX-optimized write-ahead logging subsystem, targeting the
most latency-sensitive storage operation in OLTP DBMSs. By co-
designing security guarantees, leveraging fast user-space I/O, and
implementing an asynchronous message-passing enclave interface,
our prototype achieves a 114X throughput improvement and 97.7%
reduction in latency compared to a naive implementation using the
Protected File System library from the SGX SDK.
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Assumptions. In line with our threat model, we make the follow-
ing assumptions about the adversary: (1) The adversary controls
the system running the enclave that writes the WAL, but it cannot
compromise SGX security. Thus, the SGX enclave’s memory con-
tents are not accessible to the adversary and cannot be manipulated
by it. (2) The adversary is not a client communicating with the
DBMS running inside the enclave. (3) The encryption key is only
available inside the enclave. The adversary has no access to the
encryption key. (4) Like described in our prototype, only encrypted
data leaves the enclave. (5) The adversary cannot break AES-GCM.
This means it cannot decrypt encrypted data, nor can it forge en-
crypted data that passes the integrity check using the AES-GCM
Message Authentication Code (MAC). (6) The goal of the adversary
is to remain undetected. It will refrain from detectable attacks and
attacks that will be detected with high probability. The goal of the
integrity protection techniques used in our WAL prototype is to
detect changes made by an adversary, not to prevent them. (7) We
are not interested in denial-of-service attacks, such as an adversary
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halting the DBMS’s execution or deleting the entire WAL. These
are trivial to execute for every adversary with control over the OS
or hardware and cannot be prevented with TEEs.

Potential Attacks and Protections. Next, we go over attacks
that an adversary could try and describe how our encryption and
integrity protection scheme prevents them, or at least enables the
DBMS inside the enclave to detect them. Adversary tries to roll
back parts of the WAL. The adversary cannot roll back random
pages inside the WAL because each page with its page ID is only
written exactly once. Thus, there is no old version of the page to
roll back to. The adversary can rollback the entire WAL by trun-
cating the log at the end. Like SGX PFS, we do not protect against
this global rollback attack. A Trusted Monotonic Counter (TMC) to
protect against this could be added in the future [8, 14, 36, 42, 43].
Adversary tries to replace a WAL page with a page created
by a fork. We see the prevention of forking attacks as an orthog-
onal issue. For example, forking attacks can be prevented using
a centralized trusted key management service [42]. Adversary
tries to read WAL data. According to our design, only encrypted
WAL pages leave the enclave. The adversary has no access to the
decryption key and cannot break AES-GCM. Thus, the adversary
cannot decrypt and read the WAL data. Adversary tries to add
entries to WAL. Since the adversary cannot forge WAL pages that
pass the AES-GCM integrity check, all the adversary’s attempts to
add entries to the WAL will be detected and thereby fail.

Lutsch et al.

Adversary tries to change entries in WAL. As introduced above,
the adversary cannot read the WAL to attempt controlled changes.
If it randomly changes parts of the WAL, the message authentica-
tion code of the authenticated encryption will no longer match,
revealing the attack. Adversary tries to reorder WAL entries.
The adversary cannot reorder WAL entries within an encrypted
WAL page, as the AES-GCM integrity check would fail thereafter.
The adversary can reorder encrypted WAL pages on disk, and this
will not be detected by checking the MAC, because all pages were
correctly encrypted with the key inside the enclave. However, the
enclave-based DBMS can restore the order using WAL page IDs
and timestamps within the encrypted WAL entries. The adversary
cannot change the WAL page IDs because it cannot forge WAL
pages that pass the AES-GCM integrity check. Adversary tries to
remove entries from inside the WAL. The adversary can delete
encrypted WAL pages on disk. However, the enclave-based DBMS
can detect missing pages by the absence of WAL page IDs. Thus,
the attack is revealed. The adversary cannot remove individual
entries within WAL pages, just as it cannot change WAL entries,
as described above. Adversary tries to duplicate WAL entries.
The adversary can duplicate whole WAL pages on disk. However,
the enclave-based DBMS can deduplicate WAL pages by their page
IDs, thereby revealing the attack and preventing it. The adversary
cannot duplicate individual WAL entries, just as it cannot change
WAL entries, as described above.
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