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Abstract: Edge-Cloud Systems (ECS) are essential for
realizing the potential of Internet of Things (IoT) data by
integrating software and hardware components along the
Edge-Cloud Continuum and combining the advantages of
both computing paradigms. Given their diverse configura-
tions and viable alternatives such as cloud-only solutions,
ECS must be systematically assessed to demonstrate their
tangible benefits to stakeholders. However, existing evalu-
ation and benchmarking approaches across industry and
academia remain fragmented, and a holistic evaluation
framework is lacking. This article synthesizes the outcomes
of a 2024–2025 task force involving 27 researchers and prac-
titioners from Germany and Austria, consolidating existing
approaches, tools, and metrics toward a comprehensive
framework for ECS evaluation. The framework defines
16 evaluation criteria across three dimensions: technol-
ogy (e.g., reliability, availability, resilience), organization
(e.g., maintenance and administrative effort, interoperabil-
ity, cost), and environment (e.g., regulatory compliance,
data localization, environmental impact). Each criterion is
linked to context-specific metrics and measurement meth-
ods. We illustrate the framework’s practical application
through use cases in networking, edge-enabled Artificial
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Intelligence, and carbon accounting. Finally, drawing on
task force insights, we propose a practice-oriented research
agenda to advance holistic ECS evaluation.
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1 Introduction
As Internet of Things (IoT) devices are expected to dou-
ble from 2025 to 2034 [57], an unprecedented amount of
data from infrastructures, operations, and human behav-
ior is becoming available. To generate business, ecological
and societal benefits from this data, it needs to be col-
lected, aggregated, analyzed and leveraged to improve
business processes, decision making, or product devel-
opment, potentially by using Artificial Intelligence (AI)
technologies [14, 40].

Edge-Cloud Systems (ECS) are crucial to realizing
the potential of IoT data by combining the benefits of
different resources along the continuum from edge to cloud
[63]. By placing compute and storage capacities near the
data sources (at the edge), data preparation and analysis
are performed in a decentralized manner, which ensures
low latency, high availability, efficiency, and data protec-
tion among other critical success factors of data-driven
applications [42, 58]. On the other hand, cloud resources
are leveraged for tasks such as system orchestration, data
aggregation and provisioning, and computing-intensive
tasks [23]. Additionally, network technologies account for
connectivity between the used resources [26].

When developing an ECS for a specific practical con-
text, a thorough evaluation is needed to define the most
suitable configuration of hardware and software resources
able to fulfill the needed tasks[58], to demonstrate tangi-
ble advantages over possible alternative solutions such as
cloud-only approaches[27], and, more generally, to prove
the added value of the developed edge-cloud application to
its stakeholders, e.g., ini terms of environmental sustain-
ability. However, evaluating ECS comes with its complica-
tions. Their inherent heterogeneity and evolving hardware
and software components as well as application-specific
stakeholder interests preclude a universal evaluation ap-
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proach [5]. Instead, evaluators must identify assessment
criteria and select appropriate metrics and measurement
methods tailored to the application context. Additionally,
potential trade-offs between different criteria need to be
considered. Yet, research and practice lack a comprehen-
sive overview of the possible evaluation criteria of ECS as
well as in-depth insights into the evaluation of dedicated
ECS components. For example, current publications on
the evaluation of ECS mainly consider technical criteria
[3, 5, 31] and neglect factors such as data sovereignty or en-
vironmental sustainability, which become more and more
important for the acceptance and success of IT applica-
tions in many domains [38, 47]. However, in practice, such
isolated evaluation approaches may neglect relevant stake-
holder concerns and undermine the success of applications
based on ECS.

This study reports on the collective outcomes of
the task force "Evaluation of Edge-Cloud Systems - Ap-
proaches, tools, and metrics" [1]. The task force brought
together insights from 27 collaborators from industry and
academia, all affiliated with edge computing research
projects in Germany and Austria across domains such
as manufacturing, smart living, energy, telecommunica-
tions, and software services. Four half-day workshops were
conducted between 2024 and 2025. The aim of the task
force was to present and discuss individual approaches to
ECS evaluation and consolidate them into a holistic frame-
work for ECS evaluation that goes beyond the isolated
approaches present in the current literature. It focused
on gaining a structured overview about criteria relevant
for ECS evaluation, gathering greater insights about the
practical application of these criteria in real-world applica-
tions, and deriving currently pressing challenges as well as
possible paths for future research related to the evaluation
of ECS. In detail, we provide a holistic overview of the
criteria relevant for ECS assessment, present its practi-
cal applicability through selected use cases developed by
task force participants and a practice-inspired agenda for
future research in the domain.

The remaining sections of this article present our find-
ings as follows: Sect. 2 introduces the background and
related work, outlining the concept of ECS and elaborating
on existing research in the area of their evaluation. Sect. 3
presents the developed framework of evaluation criteria,
structured into technological, organizational, and environ-
mental dimensions. Subsequently, Sect. 4 illustrates the
evaluation of ECS through selected use cases, focusing
on network performance, AI-based applications, and in-
dustrial scenarios emphasizing sustainability. In Sect. 5,
we present current challenges and our agenda for future

research on ECS evaluation derived from the task force
insights. Finally, Sect. 6 concludes the paper.

2 Background and Related Work
This section presents the background required for this
work. In Sect. 2.1, the concept of ECS and their role
within the Edge-Cloud Continuum (ECC) are introduced.
Subsequently, Sect. 2.2 outlines preceding work regarding
the assessment of ECS in practical contexts and elaborates
on the focused evaluation criteria.

2.1 Edge-Cloud Systems

ECS represent a paradigm shift in distributed computing,
combining the strengths of edge and cloud architectures
to address the growing demands of modern applications.
What Edge Computing specifically entails is however still
contested in the literature. Willner and Gowtham [62] shed
light on the cascading evolution of distributed computing
systems, changing from centralized to local data process-
ing, following the trends driven by the "Vs of big data"
which are (data) volume, variety and velocity. An edge
computing definition provided by LF Edge, a project un-
der the Linux Foundation, highlights the improvements in
performance, operating costs and reliability of applications
and services [29]. As emphasized in recent literature [2, 9],
the surge of interconnected devices and the limitations
of traditional cloud-centric models, such as high latency,
bandwidth constraints, and privacy concerns, have driven
the evolution toward the ECC. This continuum is com-
posed of various resources that process data along the data
value chain [54]. Computational resources are strategically
relocated closer to data sources, enabling real-time pro-
cessing, improved responsiveness, and optimized resource
utilization. In addition, the ECC architecture enhances
data protection, as it allows organizations to process sen-
sitive data locally instead of transmitting it to external
centralized cloud platforms [49]. A key feature of ECS is
their context-specific deployment: resources and services
are distributed across geographically dispersed nodes, tai-
lored to the requirements of each application domain. This
approach improves system reliability and fault tolerance
by minimizing the impact of failures and security breaches.
The literature review reveals that low latency is the most
cited benefit, making ECS essential for time-sensitive and
large-scale real-time applications, such as industrial au-
tomation, IoT analytics, and AI-driven processes.
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Architecturally, ECS are characterized by their dis-
tributed and decentralized nature, often acting as interme-
diaries between end devices and centralized cloud services.
They support resource-constrained devices by offloading
intensive tasks, thereby extending device capabilities and
operational lifespans. For such approaches efficient and
high-performance data transmission is crucial. Further-
more, strict partitioning and data protection mechanisms
are integral, ensuring compliance and security in sensitive
environments.

Despite their advantages, ECS face challenges, includ-
ing hardware limitations at the edge, the need for unified
definitions, and the complexity of optimal node place-
ment. Ongoing research focuses on standardizing terminol-
ogy, refining architectures, and developing context-aware
frameworks to fully realize the potential of edge-cloud
integration in future information technology landscapes.

2.2 Evaluation of Edge-Cloud Systems

Comprehensive evaluation approaches are essential to ad-
dress the challenges inherent in ECS, such as ensuring
Quality of Service (QoS), maintaining secure data pro-
cessing, achieving system reliability, mitigating network
congestion, and managing limited computational resources
at the edge. Evaluation criteria are required to support
the monitoring, analysis and planning of ECS to maintain
consistent performance under dynamic conditions [20].
Furthermore, well-defined evaluation metrics constitute
a fundamental basis for the development of efficient and
adaptive orchestration mechanisms [9]. Beyond perfor-
mance optimization, such metrics contribute to a holistic
understanding of system behavior, enable efficient deploy-
ment strategies, and support the balancing of operational
trade-offs [45]. They also promote reproducible experimen-
tal analyses and facilitate the systematic modeling and
simplification of system architectures [11], enhancing the
transparency and comparability of edge-cloud research
and practice.

Many related studies define evaluation criteria, how-
ever, only about half of them derive metrics or measure-
ments, see Table 1. Further, related works often highlight
a specific topic, for example, on AI or Machine Learn-
ing (ML) [9, 10, 20, 41]. Consequently, these studies over-
look important evaluation aspects. For instance, the em-
phasis of Canpolat Şahin et al. [10] lies on hardware and
AI models. They refer to the ISO/IEC 25010 norm for soft-
ware product quality assessment, which does not account
for factors such as network properties and environmental
aspects. On the other hand, there are studies that explore
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[53] 2018 simulation environment ✓ (✓) (✓) -
[30] 2018 trust (✓) (✓) - ✓
[5] 2020 performance evaluation ✓ (✓) ✓ ✓
[2] 2021 holistic ✓ - (✓) -

[25] 2021 network (✓) - - ✓
[37] 2021 simulation framework ✓ - (✓) -
[39] 2021 resource management (✓) - (✓) -
[59] 2021 holistic ✓ - (✓) ✓
[45] 2022 holistic ✓ - (✓) ✓
[4] 2023 autonomy of IoT (✓) (✓) - -

[11] 2023 system modeling ✓ - - ✓
[15] 2023 security - (✓) - ✓
[20] 2024 AI-based ECS ✓ - (✓) ✓
[19] 2024 QoS of Mobile Edge

Computing (MEC)
(✓) (✓) (✓) ✓

[41] 2025 simulation framework for
AI models

(✓) - (✓) -

[9] 2025 AI / ML ✓ (✓) (✓) -
[10] 2025 hardware & AI models (✓) (✓) - ✓
[64] 2025 trust (✓) (✓) - ✓

Tab. 1: Systematic analysis of related work

the development of a comprehensive efficiency model for
the network component [25], but do not take the entire
edge-cloud infrastructure into account.
Overall, performance criteria represent the primary fo-

cus of most studies. For example, although Iftikhar et al.
[20] adopt a holistic approach, the emphasis on AI-based
fog and edge computing results in limited consideration
of organizational and environmental perspectives. Some
studies propose simulation frameworks like EdgeCloudSim,
PureEdgeSim and EdgeAISim [37, 41, 53]. These frame-
works are well suited for performance evaluation. While
they may address factors such as cost and energy con-
sumption, they are not designed to assess organizational
or environmental aspects. Environmental aspects are often
only partly covered. While many studies include the aspect
of energy consumption [39, 41], which is widely recognized
as a highly important topic, other environmental aspects
remain insufficiently explored. Organizational aspects are
the least frequently addressed in academic literature, and
no study was found that provides a comprehensive anal-
ysis of this dimension. Aslanpour et al. [5] provide one
of the most comprehensive analyses, offering extensive
coverage of technical and environmental criteria, including
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performance evaluation metrics. However, organizational
aspects such as interoperability and user experience are
only partially addressed, and the study has become partly
outdated due to rapid advancements in ECS since 2020.
Therefore, we identified a research gap in this area and ad-
dress it by developing a holistic perspective that integrates
all relevant criteria and metrics for ECS.

3 Evaluation Criteria of
Edge-Cloud Systems

Drawing on the insights from practice and research dur-
ing our task force sessions, we develop a framework of
evaluation criteria for ECS (see Figure 1). The framework
comprises 16 evaluation criteria as well as according met-
rics and measurements structured into the dimensions of
technology (see Sect. 3.1), organization (see Sect. 3.2) and
environment (see Sect. 3.3). The framework presents a
holistic overview about the criteria to be considered when
evaluating ECS. During ECS evaluation, the framework
supports the identification of criteria and metrics pertinent
to a specific ECS configuration in its respective applica-
tion domain. In the following, we discuss the evaluation
criteria, which are depicted within the inner ring, starting
with the technology dimension.

3.1 Technological Criteria

Of all three dimensions, technological criteria for ECS
evaluation have been most widely covered by research in
information technology. The technological criteria com-
prise characteristics essential to the technical functioning
of an ECS for a given application scenario. Such criteria
have dedicated metrics, which can usually be quantified or
estimated through specific measurement methods. Core to
an ECS are the reliability, availability, resilience and speed
with which data processing tasks can be carried out. High
demands in these areas usually go hand-in-hand with shift-
ing workloads towards the edge. ECS integrate hardware
components with varying computing and communication
requirements, interconnected through networks that shape
overall functionality, performance, and resilience. As these
networks are often shared with other systems, their prac-
tical usability may be constrained. Hence, properties such
as latency and bandwidth should be assessed or simulated
to ensure sufficient performance for ECS implementation.
Also computing devices might be shared among different
applications and sufficient computing capacity, particu-

larly at the edge, needs to be ensured. Therefore, it is
crucial to assess resource usage and utilization to dis-
tribute computing demands across resources. More and
more, AI and analytics services are becoming essential
components of ECS. Dedicated criteria such as model ac-
curacy and training efficiency are needed to measure the
performance of AI components. Finally, the scalability of
an ECS refers to its ability to adapt to fluctuating payload
requirements, such as a rising number of end-user devices,
which is crucial for long-term success.

3.2 Organizational Criteria

Organizational evaluation criteria refer to, e.g., the human,
structural, cultural and cost aspects in the establishment
of applications based on ECS. In the absence of robust
technical measurement approaches, these criteria are often
assessed through theoretical constructs such as surveys
and observations, or, in practice, even by intuition. From
a human perspective, two central criteria are the main-
tenance and administrative efforts and skills required by
providers and system integrators of ECS as well as the
user experience that is perceived by the natural persons
interacting with an ECS for a specific task, which might
be highly subjective. As ECS increasingly involve shar-
ing potentially sensitive data across organizational actors,
data providers must be able to trust the functioning of the
technical system and the actors involved, whereas data
users must also trust the data provided. ECS must typi-
cally be integrated with already existing infrastructures
and applications. Consequently, one must ensure a sys-
tem’s interoperability. While we structure interoperability
into the organizational dimension, it also comprises tech-
nical, semantic and legal aspects. Lastly, costs represent a
key organizational decision criterion for ECS, with design
choices often guided by cost–benefit considerations. The
distributed nature of ECS complicates the identification
and evaluation of relevant cost factors. While operating
costs typically dominate in cloud systems, edge deploy-
ments entail higher capital expenditures.

3.3 Environmental Criteria

In our work, environmental criteria mainly target the as-
sessment of political, legal and ecological concerns related
to ECS. From a political and legal perspective, applica-
tions based on ECS are subject to increasing regulatory
requirements. In the European Union, providers, deploy-
ers and users of ECS must ensure they comply with legal
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Fig. 1: Evaluation criteria for Edge-Cloud Systems (ECS)

provisions such as the General Data Protection Regula-
tion, the AI Act, the Data Act and further, potentially
domain-specific obligations. Also other jurisdictions, such
as California, continue to advance regulations related to
data protection and AI. Data localization is a criterion
that partially relates to legal obligations but is also often
required by users of ECS, especially in the public sector
or critical infrastructures. Lastly, ecological effects of ECS
need to be considered in the evaluation process. In the
literature, these comprise first and foremost the energy
efficiency of ECS. Recent advances, however, point to the
need to assess the environmental impact more holistically
by a) considering the cumulative energy demand across
the whole life cycle of an ECS application, and b) con-
sidering the consumption of further abiotic resources like
water and air, which are essential for the functioning of
data centers.

4 Use Cases
This section illustrates the practical application of the
previously described criteria in selected use cases stem-
ming from the authors’ research projects. In Sect. 4.1,
network-related aspects are analyzed as a fundamental
layer of the continuum. Sect. 4.2 focuses on the role of

AI approaches within ECS, while Sect. 4.3 highlights in-
dustrial applications emphasizing sustainability and CO2
assessment.

4.1 Network Parameter Prediction in ECS

The network interconnecting hardware components in an
ECS not only provides communication functionality but
also has a decisive impact on the systems performance,
reliability, and resilience. Depending on the use case, dif-
ferent network types are employed. Sensor networks (such
as Zigbee or Bluetooth Low Energy) gather data from
distributed sensors and forward it to edge gateways. Local
networks (WLAN / LAN) enable short-range communica-
tion between edge devices, while mobile networks (4G/5G)
provide wide-area, high-speed connectivity for mobile or
remote nodes. Selecting the appropriate network technol-
ogy requires balancing application-specific demands such
as latency, bandwidth, reliability, and mobility.
Network performance is commonly characterized by pa-
rameters such as bandwidth and latency. Bandwidth, typ-
ically measured in gigabits per second (Gb/s), indicated
the maximum transmission capacity. Latency refers to
the time required to transmit a data packet or data set
from one network node to another and is usually speci-
fied in milliseconds (ms) or microseconds (µs). Latency
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depends heavily on network utilization, due to this it is
useful to specify, for example, the minimum, average, and
maximum latency for a specific data set and application.
Application domains differ widely in their tolerance for
delay - from real-time requirements to several minutes. In-
dustrial automation systems often impose strict real-time
constraints. According to ISO/IEC 2382:2015 real-time
processing denotes data processing that meets the timing
requirements of an external process [21]. The key aspect
of real-time behavior is deterministic response timing to
external or internal events.
Furthermore several additional functional network pa-
rameters can be measured and evaluated to characterize
communication performance:
– Reliability (packet loss ratio): Reliability describes

the packet delivery rate between two endpoints within
a specified maximum transmission duration [17].

– Throughput: In data transmission, network through-
put refers to the actual amount of data successfully
transmitted between two network nodes within a given
period. Network throughput is usually measured in
bits per second (bps), such as megabits per second
(Mbps) or gigabits per second (Gbps) [5]. In contrast,
nominal bandwidth indicates the theoretical maxi-
mum transmission capacity of the network.

– Network congestion: Network congestion occurs when
the data load exceeds the capacity of a node or link, re-
sulting in reduced quality of service. It can be assessed
by measuring the packet loss ratio.

– Runtime variance (jitter): Runtime variance refers
to the deviation in latency during packet transmis-
sion [65]. In industrial applications with real-time con-
straints, it is crucial for runtime variance to remain
within specified tolerances to ensure deterministic be-
havior.

In general, the network parameters described in the previ-
ous section for assessing communication performance are
measurable; however, obtaining accurate measurements
often requires substantial effort and may itself affect net-
work performance. Additionally, measurement can impose
an extra load on the network, leading to performance
degradation. In some ECS, constant observation of net-
work conditions is necessary to determine how services
are distributed along the ECC as well as to assess the
duration, effort, and reliability of data transmission..
To address these challenges, AI-based estimation of net-
work performance metrics offers an attractive alternative
to direct measurements. An AI model designed for esti-
mating performance parameters can be trained on data
obtained from prior measurements and subsequently used

to infer performance parameters without requiring con-
tinuous monitoring during operation. Since networks in
ECS often exhibit dynamic topologies, so-called Graph
Neural Networks (GNNs) [46] have proven particularly
effective for modeling the problem and estimating per-
formance parameters. GNNs are specifically designed to
process graph-structured data and are invariant to permu-
tations of nodes and edges, allowing them to generalize
across graphs of varying size and structure, i.e., making
accurate predictions for previously unseen graphs. Con-
sequently, they can also adapt to topology changes and
are therefore particularly suitable for use in the context
of data transmission in communication networks [55]. For
training, the GNN is provided with the current network
topology within the ECC along with additional traffic-
related parameters such as packet sizes and inter-packet
intervals. Once trained, the inference model can estimate
the key performance metrics directly from these inputs,
eliminating the need for continous measurement during
operation (see Figure 2).1

4.2 Artificial Intelligence Applications

In the following, AI methods applied within ECS are dis-
cussed. Sect. 4.2.1 introduces Federated Learning (FL) as a
collaborative ML paradigm, Sect. 4.2.2 outlines the use of
AI planning for distributed and adaptive decision-making,
and Sect. 4.2.3 presents Case-Based Reasoning (CBR) as
a knowledge-driven reasoning approach for analytics and
control in the ECC.

4.2.1 Federated Learning

FL [36] is a collaborative ML framework in which a shared
model is trained in a decentralized manner across multiple
clients without exchanging their raw data. Each client,
ranging from edge devices and production lines to entire
organizations, performs local training and periodically
shares model parameters with a central server. The server
aggregates them to a global model and redistributes it to
the clients.

This paradigm is particularly valuable when individual
datasets are limited to train reliable models independently,
and data sharing is restricted by privacy or communica-
tion constraints. Applications that satisfy these conditions
represent natural candidates for FL, as the method allows

1 A detailed description of the GNN-based prediction of perfor-
mance metrics can be found in [32]
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Fig. 2: Graph Neural Network (GNN) topology and used metrics

sharing of learned knowledge without disclosing sensitive
information. As a leading domain, healthcare [12] adopts
FL to allow hospitals and research institutions collab-
oratively train diagnostic or predictive models without
exchanging patient records. Similarly, IoT infrastructures
such as smart grids [44] or vehicular networks [6] ben-
efit from FL, since locally collected sensor data can be
exploited for anomaly detection or demand forecasting
safely and efficiently. From an industrial perspective, FL
is particularly relevant for predictive maintenance, defect
detection, and quality optimization across distributed pro-
duction sites. It enables companies to integrate knowledge
from heterogeneous environments and devices into stronger
global models, thereby improving model performance and
resilience while safeguarding proprietary data.

A major challenge of FL in practical deployments is
heterogeneity inherent in distributed ECC environments,
which manifests at multiple levels. Data heterogeneity is
caused by non-independent and identically distributed
(non-IID) data, unbalanced samples sizes, and varying
label availability across clients, leading to biased models
and slower convergence. System heterogeneity arises from
differences in computational capacity, memory, network
conditions and latency of participating nodes, which create
stragglers and increase communication and energy costs.
Model heterogeneity presents an additional challenge when
clients have different model architectures or optimization
objectives because of their data or computing capacity,
creating tension between global generalization and local
personalization. These various dimensions of heterogeneity
directly affect the performance and efficiency of FL.

To address the mentioned challenges of heterogene-
ity, diverse solution strategies have been developed. Data
heterogeneity can be mitigated through approaches such
as personalized FL, in which the local training becomes
more personalized by adopting methods such as meta
learning, or clustered FL, where clients with similar data
distributions are grouped for training. Data augmentation
and generation provide further means of compensating
for unbalanced or sparse datasets. System heterogeneity
can be addressed by hierarchical FL, where intermediate
aggregations are performed at the edge before the con-

struction of a final global model in the cloud, thus reducing
communication costs and accommodating resource-limited
devices. Asynchronous training and selective client partici-
pation additionally help to reduce the impact of stragglers
and improve efficiency while maintaining inclusiveness.
Model heterogeneity is targeted through approaches such
as knowledge distillation and split learning. Both meth-
ods allow models with different architectures to exchange
knowledge without requiring strict alignment of parame-
ters. These developing methods illustrate how FL can be
adapted to heterogeneous industrial environments while
mitigating the impact of these limitations.

An ECC industrial scenario of applying FL is cross-
factory anomaly detection. Each production line deploys
a local model for time series data collected by its own
sensors, which differ in label availability, preprocessing,
product types and sensor modalities, reflecting strong data
heterogeneity. Edge devices perform local training and
transmit model parameters to the cloud, where they are
aggregated to a shared global model. By redistributing
the improved model to all clients and repeating the loop,
FL enables robust anomaly detection that continuously
adapts to new data while preserving data protection and
reducing transmission costs.

The evaluation of FL in an ECC setting needs to re-
flect both the benefits and trade-offs of the method. Model
quality remains the primary benchmark, typically mea-
sured by accuracy or related performance indicators, but
it must also account for robustness under heterogeneous
and non-IID data distributions. Training efficiency is an-
other key criterion, as convergence speed depends on the
balance between local computation and communication
costs across the continuum. Energy efficiency must be
considered as well, since frequent updates increase trans-
mission costs while prolonged local training raises the
energy footprint of edge devices. Finally, fairness plays
a crucial role, as evaluation must capture whether par-
ticipants with different data volumes and computational
capacities contribute equitably and benefit proportionally
from the collaboratively trained model.
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4.2.2 AI Planning

AI planning addresses state transformation problems in
which a discrete world model has to be transitioned from
an initial state to a desired goal state through a sequence
of actions [13, 16]. The initial state represents a discrete
state of the planning environment, defined by a set of facts,
while the goal state describes the desired changes, such as
newly manufactured products. To enable the transition,
a set of operators is required, each specifying a possi-
ble transformation within the environment, for example
drilling a hole into a workpiece.

The application domain of AI planning in the context
of an ECC lies particularly in autonomously acting systems.
Such systems must be capable of adapting their behavior
dynamically to changing conditions in order to maintain
functionality and efficiency. AI planning provides the mech-
anisms to generate adaptive action sequences and thus to
support both internal and external processes. Internally,
it enables automated resource allocation by distributing
computations and data across network nodes, which is
crucial in large-scale or real-time scenarios with legal or or-
ganizational constraints. Externally, planning techniques
can be applied to manufacturing-related control processes
of industrial partners. In this domain, planning methods
are already well established in the field of business process
management, where they enhance both flexibility and the
degree of automation [35, 51]. The planning problem in
such cases consists of deriving an executable sequence of
manufacturing actions that leads to the desired product.

A major limitation of AI planning lies in its high
computational complexity, which scales unfavorably with
increasing problem size. Edge-cloud infrastructures help
to mitigate these limitations by distributing workloads
across nodes or delegating them to more powerful devices.
Hierarchical planning can further reduce the complexity
by first constructing abstract plans that are iteratively
refined. This allows different layers of the continuum to
address subproblems of corresponding granularity, thereby
reducing the overall computational burden. However, the
distribution of planning tasks also involves important
trade-offs: classical planning problems are not easily de-
composed, and the adaptation effort as well as the inte-
gration of partial results may outweigh the benefits of
reduced computation time or lower plan costs. Thus, the
use of distributed approaches requires a careful assessment
of when the additional overhead is justified.

Another promising strategy is to combine AI planning
with complementary methods such as CBR. In hybrid ap-
proaches, the planning problem can be decomposed into
subproblems, each addressed by different techniques oper-

ating on distinct ECC nodes. This integration exploits the
strengths of multiple AI methods while leveraging the dis-
tributed nature of the continuum. Such combinations can
further improve adaptability and reduce computational
load, especially when case knowledge can be reused to
accelerate the generation of feasible plans.

The evaluation of AI planning in an ECC setting
requires systematic approaches. On the one hand, the
throughput time of the planning phase and the reduction
of energy consumption are central benchmarks, as they
directly affect both responsiveness and sustainability. On
the other hand, the quality of the generated plans must
be considered. Quality can be approximated by the length
of the plan (i.e., number of steps) or by the costs of the
planned actions. Plan costs can thereby serve as a proxy for
planning quality, since more efficient sequences typically
lead to lower operational expenditure. For the evaluation
of the planning process itself, time, energy consumption,
and plan costs are therefore relevant metrics that enable a
differentiated comparison of centralized, distributed, and
hybrid execution strategies.

A practical illustration of these concepts is found in
production planning. An edge device within an ECC may
detect that a process cannot proceed as intended due to
unforeseen conditions identified by data analysis. It then
initiates adaptive replanning. If local resources are insuffi-
cient, it may delegate the generation of a coarse plan to
another edge device using CBR, before refining the result
and passing the executable plan back to the workflow
engine. This example highlights how ECC infrastructures
enable distributed, adaptive, and efficient planning in
complex industrial environments while also allowing per-
formance to be assessed along multiple dimensions such
as speed, energy efficiency, and plan quality.

4.2.3 Case-Based Reasoning

CBR is a knowledge-driven AI method that addresses
problems by reusing solutions from previously encoun-
tered experiences. In contrast to data-driven approaches
of traditional ML, CBR relies on experience-based knowl-
edge stored in the form of a case consisting of a problem
description and its corresponding solution. When a new
problem arises, the system searches for similar cases, evalu-
ates their suitability, and either directly reuses the solution
or adapts it to the current context. Newly created solu-
tions are then stored as cases themselves, resulting in
a continuously evolving knowledge base [7, 8]. Because
of this reliance on experiential knowledge, CBR requires
comparatively little training data, which makes it espe-
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cially valuable in domains where only limited data sets
are available. The application domain of CBR within an
ECC can be broadly divided into analytics, and control
systems. On the analytics side, CBR is used to investi-
gate and interpret data generated in production or within
the continuum itself. A prominent example is predictive
maintenance, where sensor data streams are analyzed to
detect anomalies and forecast failures before they occur,
or the identification of data quality issues [34]. Since IoT
data streams are often complex and extensive, but la-
beled failure cases are scarce [50], CBR is particularly
well suited. By reusing existing knowledge, CBR enables
accurate classification and diagnosis even with limited
amounts of training data [52]. On the control systems side,
CBR can directly support decision-making and control
processes, for instance by guiding resource allocation or
by adapting workflows dynamically to new circumstances.

The evaluation of CBR in distributed ECC environ-
ments requires systematic criteria. Central criteria are the
quality of the solution, the speed of reasoning, and the
energy efficiency of the approach. Quality refers to the ap-
propriateness of the retrieved or adapted solutions and can
be measured against the outcomes in real-world scenarios.
Speed captures the computational duration required to
find and adapt a suitable case, which is particularly rele-
vant for real-time or near-real-time applications. Energy
efficiency is measured by the computational resources re-
quired and can be compared with the energy footprint of
centralized cloud-based analysis. Thus, key metrics for the
evaluation of CBR include solution quality, computation
time, and energy consumption. In an ECC, distributing
CBR computations across multiple nodes provides sig-
nificant advantages. Large case bases can be partitioned
among different edge devices, enabling local similarity
searches and thereby reducing both communication over-
head and latency. Error detection and analysis can take
place directly at the nodes concerned, transforming the
problem into smaller subproblems that can be solved
locally. This reduces not only the complexity of the indi-
vidual reasoning tasks but also the network load, since
only the results or relevant subsets of data need to be
transmitted to other nodes or to the cloud. A further
benefit is increased robustness of edge-cloud distributed
CBR approaches, as case knowledge is stored and applied
close to where it is most relevant.

In process control, CBR can also be applied in combi-
nation with AI planning (see Sect. 4.2.2) for the scheduling
and coordination of processes [33]. By combining planning
with CBR the complexity of planning tasks can be re-
duced. In this approach, cases serve as control knowledge
or as a basis for identifying similar solutions. The efficiency

gain of such a hybrid method can be measured not only
through energy consumption but also by the time required
to generate complete plans. Within an ECC, this synergy
is particularly powerful: different nodes can host different
methods, with CBR providing coarse solutions that are
refined through planning algorithms executed elsewhere
in the continuum. A practical example illustrates these
advantages. In a predictive maintenance scenario [48],
edge devices monitor machine data streams for anomalies.
Using CBR, they compare the current data with known
failure patterns and classify emerging fault progressions.
Each machine executes this reasoning locally, while the
cloud analyzes potential error cases that depend on data
from multiple machines. In this way, the reasoning process
is both distributed and context-specific: case knowledge is
only stored and applied where it is relevant. The reduction
of data transfer, together with the decomposition of com-
plex problems into smaller local tasks, leads to improved
efficiency and enables near real-time analysis. Ultimately,
this demonstrates how CBR in combination with ECC
infrastructures supports adaptive, energy-efficient, and
robust solutions for complex industrial scenarios.

4.3 Industrial Applications

Sustainability is becoming a central concern in indus-
trial and logistics operations, driving the need for precise
and transparent methods to assess energy consumption
and associated CO2e emissions. Edge computing enables
real-time analysis of high-frequency measurements, which
allows for task-specific CO2e assessments, captures short-
term fluctuations that would otherwise be lost in aggre-
gation, and reduces the volume of data transmitted to
central systems. Consequently, edge-enabled monitoring
improves the accuracy of environmental reporting and sup-
ports optimization in production and logistics processes
[18].

Several approaches exist to determine CO2e emis-
sions using edge devices. Evaluations typically focus on
two main aspects: energy efficiency and emissions. Other
relevant criteria include latency, computational resource
requirements, network load, and data availability [43].
Common indicators are energy consumption per process
or task (kWh), product or process-related CO2e footprints
(g CO2e per unit or per km), and the temporal resolution
of measurements [28]. The demands of the network and
storage influence both the feasibility and the operational
costs. Standardization ensures comparability and trace-
ability: production footprints follow ISO 14067 [22], while
logistics applications align with ISO 14083 [24]. Both ap-
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proaches combine measured energy and material flows
with emission factors such as kg CO2e per kWh or per kg
of fuel.

Local, high-frequency processing at the edge pro-
vides clear advantages over cloud-only approaches. Low-
frequency telemetry, often sampled in minutes or hours,
can obscure dynamic events such as acceleration, braking,
production peaks, or sudden leaks. Edge devices capture
these events directly, enabling emissions to be more pre-
cisely assigned to products, orders, or transport segments.
At the same time, the processed results can be aggregated
and transmitted efficiently to central systems, reducing
network load and mobile data costs while maintaining
insight into operational dynamics [61].

A typical edge-based CO2e accounting pipeline com-
prises four stages. First, sensor and controller data are col-
lected locally with timestamps and relevant metadata. Sec-
ond, preprocessing filters noise, compresses data streams,
and computes derived variables such as instantaneous
power or distance. Third, emission calculations apply stan-
dard formulas and emission factors to generate CO2e val-
ues at event or order-level. Finally, summaries, alerts, or
condensed datasets are transmitted instead of raw high-
frequency streams. Figure 3 shows a logistics example,
five-minute aggregated distance data produce stepwise
emission curves that underestimate true CO2e values,
while second-level edge processing captures peaks and
produces accurate order-level footprints. This granular-
ity supports targeted optimization, including smoother
driving and route planning.

Despite these benefits, edge-based accounting faces
technical and operational constraints. High-frequency data
transfer is often limited by bandwidth or telecommuni-
cation costs. Many edge devices have limited processing
power and memory, requiring lightweight algorithms or
hardware acceleration to maintain real-time performance.
Integrating heterogeneous data sources such as OPC-UA,
Modbus TCP, or CAN networks demands consistent meta-
data and careful engineering [60]. In addition, results de-
pend on the local electricity mix and the defined system
boundaries, which means that operational footprints must
be interpreted in context or complemented with life-cycle
data [56].

Evaluating edge-enabled CO2e accounting effectively
requires clearly defined system boundaries, appropriate
sampling rates, and the use of recognized emission fac-
tors with documented sources. Automated preprocessing
and quality checks at the edge reduce the transmission
of low-value data. Reporting uncertainty and perform-
ing sensitivity analyzes,for example, concerning sampling
intervals or emission factors, improve transparency and

support robust decision-making. In summary, edge-based
CO2e monitoring provides a practical, accurate, and effi-
cient solution for capturing tasks-related emissions while
minimizing communication overhead.

5 Challenges and Directions for
Future Research

The preceding sections outlined potential criteria and
exemplary approaches for evaluating ECS. Building on
insights from the task force discussions between practi-
tioners and researchers, the following section highlights
key challenges and proposes a brief agenda for future re-
search on ECS evaluation. We focus on two major areas:
(1) establishing the foundations for ECS evaluation and
(2) planning and conducting evaluation activities. Table 2
summarizes the identified challenges and future research
questions for the evaluation of ECS.

5.1 Foundations for the Evaluation of
Edge-Cloud Systems

Usually, assessment methods and procedures originate in
the research environment, and practical implementations
are missing. As ECS are complex systems that may be-
have differently based on their individual composition and
usage context, some aspects can be simulated very well
under laboratory conditions while others cannot be suffi-
ciently predicted. For example, the extent to which the
network load for data transmission or the energy consump-
tion of certain applications in a real scenario differs from
a scenario under laboratory conditions is often unclear
and difficult to estimate in advance, especially when no
real-world data is available. Researchers should therefore
further analyze which parameters and under what condi-
tions results of laboratory experiments and simulations
can be effectively transferred into practice.

Additional research should be dedicated to removing
barriers to entry for ECS evaluation. As the implementa-
tion and evaluation of ECS continue to pose challenges,
especially for Small and medium enterprises (SME), ac-
cessible ECS evaluation approaches are needed. Research
should develop new ways for ECS evaluation suitable for
SME and other enterprises with limited resources. One
example could be workshop formats to evaluate the po-
tentials of edge-cloud applications previous to investing
large sums into prototypes. Building upon the identified
evaluation areas and criteria in this article, research can
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Fig. 3: Additional insights through granular data in CO2e calculations

build a maturity model for ECS evaluation that helps
organizations assess their status quo and show paths for
further development of evaluation capabilities.

Furthermore, the currently limited availability of sys-
tem and resource descriptions hampers the transparency,
monitoring, and evaluation of ECS. Several factors con-
tribute to this issue. Uniform standards for describing the
performance parameters of ECS components are missing
and relevant data cannot be queried by system compo-
nents at runtime. Additionally, resource utilization and
time-critical parameters such as latencies are not well
documented, which leads to additional efforts for sys-
tem integrators, who must determine these parameters
themselves. Also, adopting AI technologies in combination
with ECS requires trust, and consequently, AI explain-
ability. Yet, AI results are often difficult to understand
and lack transparency of the model’s decision-making pro-
cess. Researchers should therefore pursue the development
of unified and modular approaches suitable for describ-
ing all components of ECS thereby enabling the scalable
and automated monitoring of ECS. Potentially, such ap-
proaches could build upon existing research in the context
of semantic technologies and digital product passports.
As the instantiation of such semantic models is a highly
labor-intensive step, research should investigate methods
for the automation of this task, potentially drawing on
AI technologies. Further research should also improve the
explainability of AI in ECS. Explainable AI should not
only present the correct answer but also how this answer

was created, relying on decisions made locally at the edge
and in the cloud infrastructure.

Finally, there is a general lack of the needed qualifica-
tions among systems engineers and edge computing users
such as plant operators. Such persons, while responsible
for driving edge-cloud projects, have typically little expe-
rience in network technologies or computer science needed
for successful ECS implementation. Therefore, they often
collaborate with external experts. However, barriers such
as stringent firewalls or limited physical access to resources
make such collaborations difficult. Therefore, there is a
need for the dedicated development of skills needed for
ECS deployment and evaluation for practitioners. Future
research should therefore identify the skills needed for
successful ECS deployment and evaluation and can sub-
sequently develop qualification curricula for practitioners
involved with setting up ECS to enable more practitioners
in the future.

5.2 Planning and Execution of Edge-Cloud
Systems Evaluation

While being critical factors in ECS adoption, the assess-
ment of "soft" criteria such as data privacy and data
sovereignty is challenging. Currently, established frame-
works for evaluating these criteria are missing, which
makes it difficult to objectively assess different approaches
to data sovereignty and privacy in practical scenarios, lead-
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Area Current issues Exemplary research questions

Foundations for the evalua-
tion of ECS

Limited applicability of re-
search results in practice

– For which parameters can laboratory results and simulations be effectively
transferred into practice?

High barriers to entry for
ECS evaluation

– What are suitable low-effort methods for ECS evaluation?
– How could a maturity model for ECS look like?

Limited transparency of sys-
tem descriptions

– How could a unified and modular approach for describing components of
ECS look like?

– What are ways to efficiently create semantic models for ECS components?
– How can explainability of distributed AI in ECS be provided?

Limited qualification of sys-
tem integrators and users

– What are the skills needed to perform a holistic evaluation of ECS?
– How could a curriculum for ECS evaluation look like?

Planning and execution of
ECS evaluation

Complicated assessment of
soft criteria like data privacy
and sovereignty

– What are possible metrics and measurement approaches for data privacy
and sovereignty in ECS?

– How can the compliance of ECS to relevant regulatory provisions be
ensured by technical means?

Tensions between ECS eval-
uation complexity, cost, and
performance benefits

– What are cost-efficient methods for ECS evaluation?
– What criteria should be assessed as part of an efficient "minimum viable

assessment"?
Application-specific op-
timization targets and
evaluation factors selection

– How could context-specific approaches for ECS evaluation look like?
– How to design organization-specific frameworks for ECS evaluation?

Tab. 2: Challenges and research agenda for Edge-Cloud Systems (ECS) evaluation

ing to uninformed decisions and non-optimal solutions.
When the conformance to related regulatory provisions
needs to be assessed, organizations further rely on dedi-
cated and costly external legal consulting. Future research
should address these problems by developing usable met-
rics, measurement approaches and design knowledge for
establishing data sovereignty and privacy in ECS. Such
design knowledge may, for example, consider zero-trust ar-
chitectures, which offer the opportunity to reduce security
risks and improve protection against threats, especially in
dynamic and scaling IT landscapes. Novel architectural
approaches should be evaluated in light of emerging reg-
ulatory frameworks, such as the EU AI Act and the EU
Data Act, considering the extent to which they technically
ensure compliance with these legal provisions.

When planning and performing evaluations of ECS
tensions between the possible performance benefits and the
efforts and costs associated with the evaluation procedures
emerge. While additional or more detailed assessments
allow for further optimization of ECS, the additional costs
can at some point be no longer justified. Practitioners are
therefore longing for methods that allow for the most holis-
tic and detailed assessment at the lowest costs. Researchers
should develop cost-effective procedures for ECS evalu-
ation and provide guidance on conducting cost-efficient
assessments. This may include the development of a mini-
mum viable assessment procedure, which comprises the
main criteria to be assessed, potentially including the core

value propositions of edge computing such as low latency
and bandwidth.

Finally, and most importantly, the high heterogene-
ity of ECS and their applications requires optimization
targets and evaluation scenarios for ECS to be tailored to
the specific context. For example, ECS may include spe-
cialized hardware for demanding environments. Similarly,
each application scenario comes with its own business re-
quirements with regards to latency, scalability or security,
among other criteria. This leads to high complexity in
the evaluation process and low transferability of existing
evaluation results. To address these challenges, researchers
should develop context-specific frameworks and guidance
for ECS evaluation. For example, typical ECS use cases
could be clustered and their pertaining criteria, metrics
and measurement approaches could be derived. Moreover,
in large industrial enterprises with numerous branches
and production sites testing various application scenarios,
standardized governance approaches are needed to ensure
consistent metrics, evaluation rules, and the reusability of
assessment outcomes.

6 Conclusion
In this article, we presented the findings of the task force
"Evaluation of Edge-Cloud Systems - Approaches, tools,
and metrics" aiming to provide a holistic picture of contem-
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porary approaches to the evaluation of ECS. We presented
an overview of relevant evaluation criteria and measure-
ments, and offered practical examples of how certain parts
of ECS can be evaluated in practice. Finally, we elabo-
rated on the current challenges and potential paths for
future research in the field of ECS evaluation. We found
that our contribution is valuable for both researchers and
practitioners in the field of planning, implementing and
assessing ECS and their components.

Our research enhances the conversation on perfor-
mance benchmarking of edge and cloud computing archi-
tectures. While comparable previous approaches [5, 59]
mainly draw on the existing body of literature, our ap-
proach directly builds upon the insights of practice and
applied research. Therefore, we are able to extend exist-
ing findings by incorporating more contemporary criteria
such as compliance with novel regulatory provisions, data
sovereignty or environmental impacts along the whole sys-
tem life cycle, providing a more holistic overview about
relevant criteria. Furthermore, our practice-inspired re-
search agenda for ECS evaluation seeks to foster future
studies with strong practical impact.

For the practitioner community, our framework of
evaluation criteria can serve as a valuable foundation
for conducting ECS evaluations in a structured manner.
With our framework, practitioners gain an overview of the
generally relevant criteria. In a second step, they could use
this overview to select the relevant criteria and metrics for
their individual endeavors. Further, practitioners could use
our criteria overview to create organizational guidelines for
the assessment of each criterion, and to structure previous
measurements within a measurements catalog, thereby
enhancing the organizational reusability of assessment
results.

Our study is not without limitations. It primarily
draws on insights from ECS projects in Germany and
Austria, and the task force did not include practitioners
from sectors such as mobility, retail, or consumer electron-
ics. Including participants from additional regions and
industries could have provided further perspectives. More-
over, our study does not assess the relative importance
or interrelationships of the identified criteria. Future re-
search could explore these aspects, particularly regarding
emerging criteria such as data sovereignty, environmental
impacts, and novel regulatory requirements. Finally, our
set of questions for open research is neither exhaustive
nor complete. Further challenges for research will emerge
with the increasing diffusion of ECS and the continuously
changing competitive landscape. We therefore hope that
our work motivates and facilitates future research in the
area of ECS evaluation.
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