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Science: A way of finding things out and then
making them work. There is a lot more Science
than you think.

—From A Scientific Encyclopedia for the Enquiring
Young Nome by Angalo de Haberdasheri.
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Abstract

This thesis presents the formal verification of the compiling specification for a
simple, non-optimizing compiler from the C-like programming language CO to
VAMP assembly code. The main result is a step-by-step simulation theorem
between CO programs and the compiled code (which is specified by the compil-
ing specification). Additionally, a C0 small-step semantics and a verification
methodology for VAMP assembly have been developed.

This work is part of the Verisoft project which aims at the pervasive formal
verification of an entire computer system. The key concept in Verisoft’s method-
ology is to prove properties of computer systems at the relatively abstract C0
layer and to transfer them via several intermediate layers down to the concrete
hardware layer. After successful transfer of a property to the hardware layer,
we can be sure that no oversimplifications have been done in the formalizations
of the more abstract layers.

This context of pervasive system verification imposes several special re-
quirements to our compiler correctness theorem. In particular, the simulation
theorem had to be formulated based on small-step semantics to allow for rea-
soning about non-terminating and interleaving programs. Another important
feature is that our result incorporates resource restrictions at the hardware
layer and allows to discharge them at the C0 layer.

All results presented in this thesis have been formalized in the theorem
prover Isabelle / HOL.

Kurzzusammenfassung

Die vorliegende Arbeit befasst sich mit der formalen Verifikation des Codegene-
rierungsalgorithmus eines nicht optimierenden Compilers von der C-dhnlichen
Sprache C'0 nach VAMP Assembler. Das Hauptergebnis ist ein Schritt-fiir-
Schritt Simulationssatz zwischen C'0 Programmen und dem compilierten Code.
Die Arbeit umfasst zuséitzlich die Entwicklung einer Small-Step Semantik fiir C0O
sowie einer Verifikationsmethodik fiir VAMP Assemblerprogramme.

Diese Arbeit ist Teil des Verisoft Projekts, das auf die durchgéingige formale
Verifikation von Computersystemen abzielt. Die Methodik von Verisoft basiert
auf der Verifikation von Eigenschaften eines Computersystems auf der relativ
abstrakten C'0 Ebene und deren anschlieBendem Transfer auf die konkrete
Hardwareebene. Ein solcher erfolgreicher Eigenschaftstransfer garantiert, dass
auf den abstrakten Ebenen keine zu starken Vereinfachungen vorgenommen
worden sind.

Die Einbettung in die durchgéngige Verifikation von Systemen stellt zahlrei-
che speziellen Anforderungen an den Compilerkorrektheitssatz. Insbesondere
muss der Simulationssatz auf einer Small-Step Semantik basieren, um die Be-
handlung von nebenldufigen und von nicht terminierenden Programmen zu
ermoglichen. Eine weitere Eigenschaft ist, dass unser Resultat Ressourcenbe-
schrankungen auf der Hardwareebene einbezieht und deren Entlastung auf der
C0 Ebene erlaubt.

Alle Resultate dieser Arbeit sind im Theorembeweiser Isabelle / HOL
formalisiert worden.
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Extended Abstract

This thesis presents the formal verification of the compiling specification (or
code generation algorithm) of a simple, non-optimizing compiler from the C-like
programming language CO to the assembly language of the formally verified
VAMP processor. It covers the proof of a step-by-step simulation theorem
between a C0 program and the compiled code as specified by the compiling
specification; that is, it proves the correctness of the code generation algorithm.
This result complements the verification of a C'0 implementation of the code
generation algorithm which has been done by E. Petrova.

As basis for the compiler verification, we have developed a C0 small-step
semantics and proved several important invariants about its computations. On
top of the semantics of the VAMP assembly language (which has been defined by
Tsyban et al.) we have developed a verification methodology for the verification
of VAMP assembly programs. This verification methodology has been used for
the verification of assembly templates of the compiling specification.

The main result of our work is the formal proof of a step-by-step simulation
theorem between execution of programs in the C0 small-step semantics and
the execution of the compiled code in the VAMP assembly machine. This
theorem states for every step of the C0 machine executing a program p that
there exists a corresponding state in the computation of the VAMP assembly
machine executing the compiled code of p. The meaning of correspondence in
this theorem is mainly that the values of reachable variables of the C'0 program
are properly represented in the assembly machine.

This thesis is part of the Verisoft project which aims at the pervasive
formal verification of entire computer systems. The goal of pervasive system
verification is to have a single top-level correctness theorem for the complete
system without abstracting from restrictions or properties of the underlying
hardware or assembly language. The lower the language layer at which we
formulate such an overall theorem is the better and more reliable is the result.
One of the key concepts in Verisoft’s methodology is to prove properties at a
relatively abstract layer (e.g., the C0 layer) and to transfer them using meta
theorems down to more concrete layers (e.g., an assembler language or even
the processor hardware). After successful transfer of a property, we can be
sure that no oversimplifications have been done in the formalization of the
more abstract layers. However, abstractions of higher layers have to be justified
during property transfer. This can sometimes be done once and for all in a
meta theorem. Other justifications depend on the program being compiled.

The compiler correctness theorem presented in this thesis is such a meta
theorem. To enable property transfer from the C0 to the assembly layer, it has to
meet special requirements. In particular, we have verified a complete compilation
chain from the C'0 language down to assembly code instead of focusing on just
a few parts of the compiler (like optimization patterns). Furthermore, the
simulation theorem is formulated based on small-step semantics to allow for
reasoning about non-terminating and interleaving programs. Additionally, the
compiler correctness proof considers resource restrictions at the hardware layer
and allows to discharge them at the CO layer.

All results presented in this thesis have been formalized in the theorem
prover Isabelle / HOL.



Zusammenfassung

Die vorliegende Arbeit befasst sich mit der formalen Verifikation des Code-
generierungsalgorithmus eines einfachen, nicht optimierenden Compilers aus
der C-dhnlichen Programmiersprache C0 in die Assemblersprache des formal
verifizierten VAMP Prozessors. Die Arbeit beinhaltet den Beweis eines Schritt-
fiir-Schritt Simulationssatzes zwischen einem C0 Programm und dessen kompi-
lierten Codes. Dieses Ergebnis vervollstindigt die von E. Petrova durchgefiihrte
Verifikation einer C0 Implementierung des Codegenerierungsalgorithmusses.

Als Basis fiir die Verifikation des Compilers haben wir eine C'0 Small-Step
Semantik entwickelt und mehrere wichtige Invarianten iiber deren Berechnungen
bewiesen. Basierend auf der Semantik der VAMP Assemblersprache, die von
A. Tsyban definiert wurde, haben wir eine Verifikationsmethodik fiir VAMP
Assemblerprogramme entwickelt. Diese haben wir bei der Verifikation von kurzen
Assemblercodestiicken angewendet, die der Compiler als Vorlagen benutzt.

Das Hauptergebnis dieser Arbeit stellt der formale Beweis eines Schritt-fiir-
Schritt Simulationssatzes zwischen der Ausfithrung von Programmen in der
C0 Small-Step Semantik und der Ausfithrung des kompilierten Codes in der
VAMP Assemblermaschine dar. Dieser Simulationssatz zeigt fiir jeden Schritt
wihrend der Ausfithrung eines Programms p in der C0 Maschine, dass es einen
korrespondierenden Zustand in der Berechnung der VAMP Assemblermaschine
gibt, die den kompilierten Code von Programm p ausfiithrt. Korrespondierend
bedeutet hierbei hauptséchlich, dass die Werte von erreichbaren Variablen der
C0 Maschine im Zustand der entsprechenden Assemblermaschine kodiert sind.

Die vorliegende Arbeit ist Teil des Verisoft Projektes, das die durchgéngige
formale Verifikation ganzer Computersystem anstrebt. Das Ziel von durchgingi-
ger Verifikation ist der Beweis eines einzigen Korrektheitssatzes fiir das komplette
System, ohne von Einschrinkungen oder Eigenschaften der zugrunde liegenden
Schichten zu abstrahieren. Je tiefer die Sprachebene ist, auf der solch ein Ge-
samtkorrektheitssatz bewiesen wird, desto vertrauenswiirdiger ist das Ergebnis.
In Verisoft versucht man, Eigenschaften auf einer moglichst abstrakten Ebene
(z.B. auf der C0O Ebene) zu verifizieren und die Ergebnisse danach mittels
Meta-Theoremen auf konkretere Schichten (z.B. Assemblersprache oder sogar
die Prozessorhardware) zu transferieren. Nachdem dies fiir eine Eigenschaft
gelungen ist, kann man sicher sein, dass keine zu starke Vereinfachung in der
Formalisierung der abstrakten Ebene gemacht worden ist. Trotzdem miissen
Abstraktionen der hoheren Ebenen beim Transfer von Eigenschaften gerechtfer-
tigt werden. Fiir einige Abstraktionen kann dies ein fiir alle Mal im Rahmen
des Meta-Theorems gezeigt werden; fiir andere hingt es vom kompilierten
Programm ab.

Der Compilerkorrektheitssatz der vorliegenden Arbeit ist solch ein Meta-
Theorem. Um den Eigenschaftstransfer von der C0 auf die Assemblerebene zu
erlauben, muss der Satz spezielle Anforderungen erfiillen. Insbesondere umfasst
er einen kompletten Ubersetzer von C0 nach Assemblercode und konzentriert
sich nicht blof§ auf einige Teile (wie einzelne Optimierungsstufen). Weiterhin
ist der Simulationssatz auf Basis einer Small-Step Semantik formuliert, um
Aussagen iiber nicht terminierende oder nebenlaufige Programme zu erméglichen.
Der Korrektheitssatz beriicksichtigt ferner auch Ressourcenbeschrinkungen auf
der Hardwareebene und erlaubt deren Entlastung auf der C0 Ebene.

Alle Resultate dieser Arbeit wurden in Isabelle / HOL formalisiert.
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CHAPTER 1

Introduction

Contents
1.1 Outline . . . . .. . .. ... 3
1.2 Notation . . . . . . . . . . ... e

Nowadays, computer systems are used more and more in security and safety
critical applications. They are ubiquitous not only in the obvious places, i.e.,
personal computers which we use for on-line banking or confidential commu-
nication, but also hidden, e.g., in machine controls, automobiles, or aircrafts.
Computer errors in these application areas can cause tremendous costs, both in
money and human life.

Developers and engineers try to reduce the risk of failure in many ways.
They use special development and controlling principles [The99], use redun-
dant systems (both for hardware and software), do extensive and systematic
tests, and — especially in highly critical systems — prove the correctness of
hardware and software both using traditional paper-and-pencil mathematics
and formal methods (where ‘formal methods’ means that computer systems
check or completely conclude correctness proofs).

However, even the formal verification of single parts of a computer system
does not ensure the correctness of the overall system. For example the fail-
ure of the Ariane 5 maiden flight 1996 was caused by the Inertial Reference
System (SRI) which is responsible for the position monitoring system of the
rocket. About 40 seconds after take-off, the SRI software produced an uncaught
exception while trying to convert a 64-bit floating point number to a 16-bit
integer; the software component was reused from Ariane 4 where metered values
have been in a smaller domain. However, “the supplier of the SRI followed the
specifications given to it, which stipulated that in the event of any detected
exception the processor was to be stopped.” [Boa96] The backup system which
was activated automatically after shutting down the first SRI produced the
same error within micro seconds and fate took its course.

The value whose computation generated the exception was for Ariane 5 only
needed during take-off whereas for Ariane 4 it was also needed later; thus, there
was no reason for the component in Ariane 5 to be still active 40 seconds after
take-off. Additionally, because of a different trajectory of Ariane 5 compared
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with Ariane 4, the problem did only occur for the new model. What can we
learn from this disaster?

1. Redundant hardware system are a good idea in general, but they do not
help against software failures or design errors.

2. Even the correctness of all components of a system does not imply the
correctness of the overall system if the specifications do not fit together
or external influences are not considered correctly.

3. We can only trust in the correctness of specifications of a component or
even a complete system if it allows us to prove specific top-level properties
of the system.

In addition to these qualitative arguments, King [KHCPO0O0] stresses the fact
that formal verification does often require less effort than normal testing (given
that good and highly-automated tools are available). Beyer et al. [BBMT07]
come to similar conclusions: they report that normal testing of a given complex
processor has required twice the effort than the formal verification of a similar
design while it did not deliver as high a quality.

The Verisoft project [Ver03] worked on eliminating the above-mentioned
three problems by pervasively verifying the correctness of entire computer
systems, including gate level hardware [BJKT06], system software [GHLPO05],
compiler [LPP05, LP08], and communicating applications [BGHT06], with a
special focus on industrial applications [IK05]. In particular, the seamless
verification of large parts of the academic system has been attempted and was
successfully finished. This system consists of hardware (processor and devices)
on top of which runs a micro kernel, a simple operating system, and applications.
The software of the academic system is implemented in the C-like language C'0
together with few lines of inline assembly code.

In the context of pervasive verification, it is not sufficient to prove application
correctness only at the source level. A faulty compiler may introduce bugs
into the application during translation to machine language. Additionally,
trustworthy execution of programs on a concrete processor with restricted
resources (memory etc.) imposes additional requirements which are often
abstracted in programming language semantics. Thus, the verification of a C0
compiler including treatment of restricted resources is a central part of the
Verisoft project.

This thesis presents a formal small-step semantics of the C'0 language and a
formal correctness proof of the code generation algorithm (also called compiling
specification) of a simple, non-optimizing C'0 compiler. These formalizations
of the C'0 semantics, the compiling specification, and the compiler correctness
proof have been inspired by paper-and-pencil definitions and a compiler proof
sketch which W. J. Paul has given in two internal technical reports of the
Verisoft project [LP04, BKLP04].

To integrate the work presented in this thesis smoothly into the rest of the
Verisoft project we had to meet several special requirements.

e In multitasking systems like the academic system, programs do not run
in isolation: execution of (many) user programs and of the operating
systems is interleaved. In big-step semantics computations cannot be
interleaved in a simple way as it is hard to argue about intermediate
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states. Additionally, non-terminating programs have to be considered;
this is also non-trivial in big-step semantics. Thus, big-step semantics
(and classical Hoare logics built on top of them) alone do not suffice to
conveniently model interleaving programs. Therefore, we model source
language semantics by small-step semantics. Of course this does not
entirely preclude the use of Hoare logics for pervasive verification.

Indeed both a big-step semantics and classical Hoare logics for CO were
formally defined [Sch05, Sch06]. Program analysis in Hoare logics nec-
essarily concerns the execution of terminating portions of programs. In
order to handle interleaving, these results then have to be ‘imported’
into the small-step semantics. This import is based on classical results
relating Hoare logics and small-step semantics in the style of Theorem 6.16
in [NN99]. In a pervasive verification effort these results have to be shown
formally; this has been done in the Verisoft project [ASS08].

The compiler should make it possible to discharge most of the low-level
resource restrictions already on the C0 level. This allows to show the
total correctness of a particular CO program on an abstract level without
arguing about the compiled assembly code.

To solve the bootstrap problem [GH98] it is not sufficient to verify the
code generation algorithm. E. Petrova has verified a C'0 implementation
of the C0 compiler [Pet07] using a CO0 verification environment [Sch06] for
Isabelle / HOL [NPWO02]. Her results are briefly sketched in Chapter 11.
There are several ways to get a trustworthy executable from the compiler
implementation in C0. One of them — using Isabelle’s built-in code
generation feature — is described in more detail in [Tzi07].

A big effort went into the integration of this work into the large project.
Harmonization of the big-step and small-step semantics was surprisingly
hard, but had to be done in order to allow formal equivalence proofs.
The compiler simulation theorem had to be enriched with several special
properties to make it useful for the correctness proofs of the operating
system kernel. Additional properties, e.g. the absence of self-modifying
code, are needed to allow for the transfer of results to the hardware layer.

1.1 Outline

In the last section of this first chapter we introduce some basic notation. A
detailed requirements analysis and related work are discussed in Chapter 2.
The remainder of the thesis is divided into two parts.

Part I defines the syntax and semantics of the source and target language

of the compiler.

e In Chapter 3 we introduce the C-like programming language C'0. In

particular, we introduce a preprocessor tool which translates C0 source
code into different representations (e.g., for the formal small-step semantics
in Isabelle / HOL) and provides a front end for the verified compiler
implementation. Additionally, we sketch the language stack which is used
in the Verisoft project.
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e In Chapter 4 we formally define the C'0 small-step semantics. We start with
a definition of the data types which represent C0O programs in Isabelle and
continue with definitions of the expression evaluation and of the transition
function.

e In Chapter 5 we introduce several properties and invariants of the C0
small-step semantics, which are later needed for compiler correct proof.
In particular, we define the set of valid C0O programs, introduce the notion
of type correctness and show that the CO expression evaluation is type
correct. Finally, we define an invariant about the structure of program
rests and prove that it is preserved by the CO transition function (this
theorem is called ‘folklore theorem’ in [LPP05]).

e In Chapter 6 we describe the instruction set architecture and assembly
language of the verified architecture microprocessor (VAMP) which is
the target architecture of the verified CO compiler. Amongst others, we
list requirements which allow to prove that the VAMP ISA simulates the
VAMP assembly language and introduce a verification methodology for
VAMP assembly programs. This verification methodology is used to prove
the low-level correctness of the generated assembly code.

Part II handles the C'0 compiler itself and presents a correctness proof.

e In Chapter 7 we define the code generation algorithm of the C0O com-
piler. Additionally, we investigate restrictions on input programs which
are caused by restrictions of the target machine and define the set of
translatable C'O programs. We conclude this chapter with a discussion
on how the Isabelle specification of the code generation algorithm can be
executed; this is a possible solution of the bootstrap problem.

e In Chapter 8 we present the simulation theorem which states the cor-
rectness of the compiling specification of the C0 compiler. This includes
defining the simulation relation for the compiler correctness theorem, the
introduction of reachability and allocation functions, and, finally, the for-
malization of the main correctness theorem for the compiling specification
and a sketch of its correctness proof.

e In Chapter 9 we sketch the proof that the code generation algorithm for
expressions produces correct code.

e In Chapter 10 we prove the correct compilation of statements. We start
with a theorem which allows us to separate the correctness of control
flow instructions from the correctness proofs for individual statements.
In the remaining sections of the chapter we prove theorems about the
code generation for the different C'0 statements. This proves the different
induction cases of the proof in Chapter 8.

e In Chapter 11 we briefly sketch Petrova’s top-level correctness theorem
for the CO implementation of our compiler (cf. [Pet07]).

We conclude in Chapter 12 with summary and future work.
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1.2 Notation

In this section we introduce some basic notation which is used in the remainder
of this thesis.

1.2.1 Basics

We denote by S the set of identifiers (e.g., variable or type names), by Z
the set of integers, by IN the set of natural numbers including zero, and by
{a,...,b} the integer interval from a to b (inclusive). By Z,, and N, we
denote the set of integers and natural numbers which fit into w bits; that is,
Uy = {271 ...,2971 —1} and N, = {0,...,2¥ — 1}. For natural numbers
n and d > 0 we use the notation [n]s = [n/d] - d. This is the smallest multiple
m of d such that m is greater or equal than n.

We use a + b to denote integer division. Unfortunately, the semantics
of modulo computation for integers differs between Isabelle / HOL and the
standard gee C-compiler (observe, that the C standard from [ISO99] does not
require a specific behavior). Thus, we define our own version of a signed modulo
operator @ mods b = ((a +b) mod (2 - b)) — b which is used to define the
modulo semantics of binary operators (cf. Section 4.3.3). Unsigned modulo
a mod, b =a mod b is computed using the usual mathematical definition. The
predicate a |b checks whether a divides b.

We use the notation a +35 b = a+ b mod, 2°2 and a —32 b = a — b mod,, 232
to denote bounded addition and subtraction, respectively. Functions are anony-
mously introduced using lambda expressions. For example, A z,y. (z +y) is a
function which adds its two operands.

We use the notation r.c to access record component ¢ of a record r. Update
of records is written as r[c; := 5,¢3 :=6,..., ¢, := 42] where r is the original
record and c¢; to ¢, are its components; record components which are not
mentioned in the update remain unchanged. Records may also be composed on
the fly writing [¢; = 5,¢2 =6,...,¢, = 42].

The ternary operator, ? :, is used for case distinctions in formulas. We
write c?eq : es to denote an expression which evaluates to ey if the condition is
fulfilled, i.e., ¢ = true, and to ez otherwise.

Predicates are functions from a given domain into the set IB of boolean values.
We say that a predicate p holds or is fulfilled for some value z if p(z) = true.
In formulas we often abbreviate p(z) = true with p(x) and p(x) = false with
—p().

We use inference rules of the form

to denote logical implication (a A b) = ¢. Inference rules are often used for
definitions of predicates by case distinction or pattern matching, giving one
inference rule for every case. Observe, that everything which is not covered
explicitly by rules does by default not fulfill the predicate.

Observe also, that we often omit quantifiers like V and 3 for free variables
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in definitions and lemmas to keep formulas concise. For example, the definition

a-1=1b 1€
alb

should be read as: a divides b if there exists an integer i s.t. a-i = b.

We use fst :: (t1,t2) — t1 and snd :: (t1,t2) — to to extract the first and
second element of a pair. The function flip :: (t1,t2) — (t2,t1) exchanges the
elements of a pair: flip(a,b) = (b, a).

In general we model finite sequences of elements from set A as mappings
s$:]0:n—1] — A. For natural numbers a, b with 0 < a < b <n-—1we
denote by s[a : b] the subsequence (s[a], ..., s[b]). Formally, this is the sequence
s :[0:b—a+ 1] — A with §'[i] = s[a + ¢] for all .. We denote by sa,!] the
subsequence s[a : a + 1 — 1] of s of length [ starting at index a. Note that we
will sometimes just write s for the only element of a singleton sequence instead
of s(0). A constant sequence of elements a, b, ¢, and d may be written in the
form [a, b, ¢, d]; correspondingly, [a] denotes a sequence with only one element.
Updating a sequence s starting a position a with [ values from sequence s’ is
denoted by s ([a,l] ;== s) and defined as follows:

/s . )
s(lad] = &) [i] = {s Lz al ifa §2.<a—|—l
s[d] otherwise

We denote intervals of natural numbers as ranges in this thesis. A range
(a : b) is represented by start and end address and contains all numbers ¢
with a < i < b. We define several predicates on ranges. We use the notation
(i € (a,b)) = (a < i < b) to denote that a given number ¢ is inside a range
(a:b). We denote by b C a that range b is completely contained in range a.

Sometimes we denote ranges also by pairs of start address and length. Such
ranges a and b are said to be disjoint iff

a=b=(fst(a) > fst(b) + snd(b) V fst(b) > fst(a) + snd(a));
they overlap iff
a # b= (fst(a) < fst(b) + snd(b) A fst(b) < fst(a) + snd(a)).

1.2.2 Abstract Data Types

In this section we introduce the concept of abstract data types. They are a way
to formalize terms which are built by a set of so-called constructors. The set of
terms which can be built for an abstract data type ¢ is identified with the type
t. Each constructor is a function with an arbitrary number of parameters and
image t. We demonstrate the concept by an abstract data type for lists whose
elements are of type t.

t list = nil
| cons(t,t list)

Thus, lists have constructors nil :: list and cons :: Z X list — list. A list is either
the empty list nil or concatenation of a single element and a list. Recognizers
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are predicates over elements of a given data type which check whether the
element is built by a specific constructor. For example, the recognizer

true if Ih,t : 1 = cons(h,t)
false otherwise

is_cons(l) = {

checks whether [ is built using the cons constructor. Observe, that we often
omit the existential quantifiers in such formulas, when the meaning is clear
from the context.

Isabelle / HOL only supports total functions. Partial functions can be
simulated by using an uninterpreted constant for undefined values. In this
thesis we use ‘undef’ as such a constant.

Another way to simulate partial functions is the so-called option type. The
option type is a polymorphic data type with two constructors. For type ¢ it is
defined by

t option = None
| Some(t).
The constructor None models an undefined value and Some(z) a defined value .

We use the abbreviations ¢, for ¢ option and |x] for Some(z). The function
the :: t option — t converts option types back into the base type.

the(y) = x ify=|z|
v= undef if y = None

1.2.3 Lists

In this section we introduce some basic notation and functions regarding lists.

In addition to the definition of the list data type from above we use the
following pretty printing for the constructors. We denote the empty list nil
by [], and cons(h,t) by h#t. Additionally, we use the abbreviation [a,b, ¢] =
a#tb#c#[] to denote concrete instances of list.

Inductive definitions on data types can be easily done via pattern matching.
As example we define the function map :: (t1 — t2) X t1 list — to list which
maps a function f :: t; — ¢y on a list of type ty list.

map(f,[]) =]
map(f, h#t) = f(h)#map(f,1)
We define the length of lists by the following notation.
[1l=0
|h#t] = [t + 1

Functions hd :: t list — t and tl :: t list — t list compute the head and tail
of lists, respectively.

hd([]) = undef
hd(h#tt) = h

t([]) = undef
H(h#et) =



Introduction

Similarly, last returns the last element of a list and butlast all elements but the
last one. Function [[i,n] returns the n elements of list [ starting at the i-th
element.

Concatenation of two lists I; and [5 is defined by induction on the first list.

[Jola =1y
(htt) o ly = h#(t o y)

We overload the notation [l1,ls,...,1,] to denote concatenation of lists Iy, Is,
up to I,.

We turn lists [ into sets by just writing {I}. With I!n we denote the n-th
element of list n; if n > |I|, the result is undefined. Updating the n-th element
of a list with some value z is denoted by [ [n := z].

We reuse the notation = € [ to denote that x is element of list [ and = ¢ [ to
denote that  is not an element of I.The predicate distinct(l) checks whether the
elements of list [ are pairwise distinct. The function replicate(n, z) generates a
list which consists of n copies of element =x.

Finally, we define two additional functions on lists. The first one is map-of ::
(t1,t2) list x t; — to . This function takes a list [ of pairs and finds the first
element whose first component equals the second parameter z; it returns the
second component of this pair. If no such element exists, the function returns
None. Formally, we define the function by list induction.

map-of ([],z) = None

(D] ifa=x
map-of ((a,b)#t,x) = )
p-of ((a,0)#1,) {map—of(t, x) otherwise
The second function is max :: IN list — IN which finds the maximum element in
a given list of natural numbers.

1.2.4 Bits and Bit Vectors

We use standard notation for bits a, b :: bit and bit vectors (bit lists) z,y :: bv,
of length n. We denote with z; the i-th bit of bit vector z and with z[15 : 8]
bits 15 to 8. The notation b’ produces a bit vector of length I consisting only of
bits b.

Bit vectors can be interpreted as natural numbers by (z) = Z?;ol z; - 20
and as integers by [z] = —2,_1 - 2"~ + (z[n — 2 : 0]). For conversion in the

other direction we define functions bin, (j) and two,(¢) which compute the
n-bit binary and two’s complement representation of j and i, respectively. For
details see also [MPO00].

The highest bit of a two’s complement number is also called sign bit. Sign
extension sext,(z) extends a bit vector x to length n by cloning the sign bit. A
simple computation shows that this does not alter the integer value of the bit
vector.

We use the basic operations on single bits: negation (—,), or (Vp), and
(Ap), and exclusive or (®y,). Observe that these operations are also used for bit
vectors; there, they are applied to each bit.
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We use two kinds of shift operations on bit vectors. Logical left shift <
and logical right shift > pad with zeroes; arithmetic right shifts >, pad with
the sign bit of the original bit vector.

1.2.5 Miscellaneous

In the remainder of this thesis we will sometimes refer to details of the corre-
sponding formalization in Isabelle / HOL. These remarks are denoted by the
keyword ISABELLE. More general remarks are marked by REMARK.






CHAPTER 2

Requirements Analysis and Related Work

Programming language semantics and compiler verification are active fields
of research and a lot of impressive results have been achieved. However, the
context of pervasive system verification imposes many special requirements.
Without meeting all of them, our results would not be suitable to prove the
desired overall correctness theorems for whole computer systems.

We start this chapter in Section 2.1 with a detailed discussion of the special
requirements. Then, we present in Section 2.2 the most relevant related work
and check whether their results meet our needs.

2.1 Requirements Analysis

The goal of pervasive system verification is to have a single top-level correctness
theorem for complete systems without abstracting from restrictions or properties
of the underlying hardware or assembly language. In the following, we will
elaborate on the requirements imposed by this kind of pervasiveness.

2.1.1 Language Layers

The lower the implementation layer at which we formulate an overall correctness
theorem is the better and more reliable is the result. For example, it is better
to prove the correctness of some program by showing that its binary computes
the correct result when executed at the hardware layer than just showing that
the result at the C layer is correct; in particular, the latter does not ensure that
the program has been correctly compiled. There are basically two ways how to
obtain such an overall theorem at lower language layers.

The naive approach is to verify the top-level theorem directly arguing at
the lowest considered language layer, e.g., directly at the level of an instruction
set architecture or assembly language or even directly at the hardware layer.
Obviously, this approach does not scale very well for non-trivial applications
because we have to consider all (possibly irrelevant) details of the architecture in
every single proof step and because assembly implementations of programs tend
to hide or obscure a lot of useful structure which is present in implementations
using high-level languages.

The better approach is to introduce additional and more abstract language
layers. This increases the level of abstraction and by that also productivity.

11
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However, to achieve the ultimate goal of having a correctness theorem at the
lowest layer of abstraction, we have to transfer results from the higher layers to
the lower layers. In Verisoft, this is handled using meta theorems which allow
to transfer individual correctness results all the way down to the lowest layer
and combine them into a single overall system correctness theorem.

The lower the layer at which we argue is the more restrictions and side
conditions have to be considered. The meta theorems justify the abstractions
on the different layers and ensure that no oversimplifications have been done.

Obviously, a high-level programming language which is supposed to be useful
in pervasive verification needs to be expressive enough to handle the bulk of all
implementations while at the same time remaining ‘neat’ to allow for efficient
formal verification of medium sized applications. Simultaneously, in order to
prevent the results of such effort from being academic toys, the stack needs to
be based on some realistic target architecture.

Figure 2.1 depicts the semantics stack used in the Verisoft project. The
lowest layer represents the gate-level hardware of the verified VAMP proces-
sor [BJKT06]. On top of it we have the VAMP instruction set architecture
(ISA) and its assembly language. In the upper half of the figure we have three
different C'0 semantics (cf. below for more details). Observe that the semantics
stack is orthogonal to the stack of system components (hardware with devices,
micro kernel, operating system, ...) in the Verisoft project.

The justification of the C0 language layers on top of the assembly layer is the
compiler correctness theorem presented in this thesis. This meta theorem allows
to transfer properties of concrete C'0 programs down to the assembly layer.
There are also meta theorems which relate all other layers of the semantics
stack. Exemplary, this is detailed in [ASS08]; additional details about the
simulation theorems between the C'0 Hoare logic and big-step semantics are
given in [SchO06].

In order to prove the correctness of programs which invoke — directly or
indirectly — inline assembly code using the C0 Hoare logic or the big-step
semantics we need a way to formalize the effects of the inline assembly parts.
Besides performance optimizations, inline assembly is usually used when the
intended effect of a piece of code is not expressible in the pure CO state but
changes machine components which are not visible in C0. Nevertheless, we
want to use the Hoare logic verification environment also for programs with
inline assembly. Thus, the CO state in the Hoare logic has been extended
by an extended state component for the essential parts of the environment
and so-called XCalls have been introduced which model the inline assembly
parts [ASSO08].

XCalls can arbitrarily change the additional state component and have
limited access to the Hoare logic state. In the C0 semantics, the effect of
XCalls is defined axiomatically. Their implementation, usually containing inline
assembly, can be plugged in at the level of the assembly semantics. Here, the
axiomatic specification which is used in the higher layers has to be justified.

2.1.2 Small-Step Semantics and Step-By-Step Simulation
Theorem

An important decision regarding the pervasive verification of systems is whether
high-level languages should be modeled using big-step or small-step semantics.
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Figure 2.1: Semantics Layers in Verisoft

At first glance, big-step semantics seems to be adequate for the scenario in the
Verisoft project: C0 is a sequential language and the target system consists only
of a single processor, i.e., there is no real parallel execution of several programs
on the hardware. Big-step semantics are more abstract (e.g., they do not need
to model a stack explicitly) and they allow proofs by rule induction on the
depth of the syntax tree of the program being verified. Both properties speed
up verification of concrete programs and make the use of big-step semantics
desirable to achieve optimal verification productivity.

However, the processor is not the only hardware unit present. Devices like
hard disk, timer, network interface, and serial interface execute concurrently
and may interrupt execution of user programs. Additionally, execution of C0
applications may be interrupted when they communicate with an operating
system or a kernel via trap interrupts (these are activated using inline assembly
code). A good example is inter process communication (IPC) which is imple-
mented via special kernel calls. In big-step semantics computations cannot be
interleaved in a simple way as it is hard to argue about intermediate states.

Moreover, big-step semantics do not distinguish between non-terminating
and stuck computations in a natural way. This limits the use of big-step
semantics for the verification of non-terminating programs like operating system
kernels or user applications implementing server processes. In contrast, small-
step semantics easily handle proofs about non-terminating computations.

However, a simulation theorem for small-step semantics also needs to be
formulated in a small-step manner relating every state of the high-level machine
to some state of the target machine (step-by-step simulation). A big-step
style simulation theorem would only argue about the final state of terminating
computations and would render the use of small-step semantics unnecessary.

Thus, big-step semantics (and classical Hoare logics build on top of them)
alone do not suffice to conveniently model interleaving or non-terminating
programs. The use of small-step semantics is appropriate. However, it is still
possible (and reasonable) to use big-step semantics and Hoare logics for the
verification of uninterrupted and terminating parts of programs. These partial
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results can then be transfered to (via the meta theorems) and combined at the
small-step layer.

In the same way, the combination of pure C0 parts and inline assembly can
be handled. The step-by-step simulation theorem allows for switching from
C0 to assembly layer when entering inline assembly parts and switching back
to a consistent C0 small-step state when the inline assembly portion has been
executed (some more details regarding the verification of inline assembly code
in Verisoft are given on page 66 of this thesis and in [ASS08]).

In a similar way as combining the inline assembly portions with the C0
parts of programs, small-step semantics are needed to combine verified parts
of both applications and system software. Execution of these parts starts
and ends in intermediate states. Thus, small-step semantics and a small-step
style compiler correctness theorem are the best choice in handling this kind
of arguments. Examples are the combination of application programs issuing
system calls and the isolated correctness statements about the execution of the
corresponding parts of the operating system kernel [IT08], the integration of
driver correctness into the micro kernel [HIP05, ASS08], and the concatenation
of single executions of the main kernel loop to argue about the correctness of
this kind of non-terminating code [GHLPO05].

2.1.3 Implementation Correctness and Bootstrapping

For pervasive verification, it is not sufficient to have a verified compiling specifi-
cation: we additionally need to have a trustworthy executable version of the
compiler (cf. [Moo88, CM86]). The question how to obtain such an executable
is known as the bootstrap problem and was stressed in [GH9S].

One simple way to solve this problem is to have an executable compiling
specification (as the one presented in Chapter 7). However, as the runtime
system (e.g., the underlying hardware, a ML interpreter, or Isabelle’s code
generation package [Ber03]) is not completely reliable, simply executing the
compiling specification still leaves a certain probability for errors in the generated
code.

Another solution is to generate — once and for all — a trustworthy binary
of the verified compiler and to execute this binary on the pervasively verified
computer system. This requires us to have — in addition to the compiling
specification — an implementation of the compiler in its own source language.
Not only is it more comfortable to have an executable binary instead of having
to apply the runtime system for the executable compiling specification for each
compilation, it also decreases the probability of errors because only a single
program (the compiler) is compiled by the (not completely trusted) execution
of the compiling specification.

2.1.4 Property Transfer

The lower the language layer at which we formulate correctness statements of a
system the more additional side conditions show up. To successfully transfer
correctness statements from the more abstract to the more concrete layers these
conditions need to be discharged. Depending on the kind of conditions, this
can be done in several ways.
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Some conditions can be discharged once and for all as part of the meta
theorem between the layers concerned. For a compiler from C0 to VAMP
assembly code, this set of conditions comprises the correct alignment of data
and instructions, the absence of most kinds of interrupts, the immutability
of special purpose registers and of memory outside the application’s address
range, and the guarantee that no illegal instructions or self modifying code are
generated.

Other conditions require additional proof effort for each individual program.
However, a proper formulation of the meta theorems can greatly simplify the
verification of such side conditions. This set of conditions comprises resource
restrictions on the target machine (e.g., the bounded memory size for heap or
stack) and real-time requirements as in Verisoft’s automotive sub project [KP07,
BGHT06].

Our compiler correctness theorem incorporates resource restrictions and
allows to discharge them at the C0 rather than at the assembly level. This
simplifies arguing that the restrictions are not violated and thereby increases
productivity. The small-step character of our simulation theorem allows to
easily argue about resource restrictions also for intermediate states.

Even more, a properly designed compiler correctness theorem is an inevitable
requisite for discharging some of the conditions at all. An important example
is the question whether the theorem states total or partial correctness of the
compiled programs. A partial correctness statement which shows that after
termination the compiled program has computed the same result as the original
high-level program, does only allow to transfer safety properties, i.e., to show
that the compiled program does nothing bad. Functional correctness statements
could only be transferred assuming the termination of the compiled code. To
completely transfer functional correctness properties we need to know that
every result (also intermediate ones) being computed by the high-level program
is also computed by the compiled code. This includes the fact that termination
of the high-level program implies termination of the compiled code.

Finally, at least in Verisoft, system level software relies on some special
low-level properties of the compiled programs. For example, the operating
system kernel allocates the page tables in the heap memory and depends on
them being allocated at a given (fixed) address and staying there. Without
detailed knowledge about the compiler used, such properties cannot be deduced.

2.2 Related Work

2.2.1 Related Work in the Context of System Verification

There have been different approaches to system verification. In the late 1980s,
the CLI stack project [BHMY®89] developed the idea of building a system of
formally verified and hierarchically stacked components. This project achieved
impressive results including a formal correctness proof for a compiler from
the high-level language Micro-Gypsy to the Piton assembly language [You89,
Moo88]. Micro-Gypsy is a subset of the Gypsy programming language; however,

it does not support the dynamic data types and concurrency features of Gypsy.

As this project was — like Verisoft — aiming at the pervasive verification of
systems, their compiler correctness proof also considers resource restrictions on
time and space. Similar to our result, these restrictions have to be proved at the
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Micro-Gypsy layer for each individual program. In contrast to our work, the
compiler correctness statement in the CLI stack does only argue about the final
state of Micro-Gypsy computations. However, this is not as bad as it would be
in the Verisoft context as the CLI system stack does not contain devices.

More recently, the projects L4.verified [HEK'07] and VFiasco [HTS02]
started working on the verification of micro kernels. L4.verified uses a larger
subset of C than C0, including pointer arithmetic, for the verification of the L4
micro kernel [Lie95]. For code verification they use a special instantiation of
Verisoft’s Hoare environment [Sch06]. VFiasco aims at the verification of the
Fiasco micro kernel implemented in a subset of C4++. They embed the C++
code into the PVS theorem prover [OSR92]. Both projects stop at the source
code level: there is no attempt to map results down to lower system or language
layers. Consequently, the projects do not involve any compiler verification.

In the FLINT project, an assembly code verification framework has been
developed and used for the formal verification of code for context switching on
x86 machines [NYS07]. However, this project does — so far — work on smaller
code examples and does not yet comprise any results regarding high-level
languages. Accordingly, the project does not address formal verification of a
compilation.

2.2.2 Detached Related Work

There exist several formalizations of semantics for large subsets of the C pro-
gramming language [GH93, Pap98, Nor98]; among these, the work of Norrish
is most interesting for us as it is formalized in Isabelle / HOL — the theorem
prover which is being used in Verisoft. None of these works addresses the
integration of inline assembly code. However, semantics of the (almost) full
C language are complex [ISO99] and the use of all features of C leads to an
error-prone programming style [MIR04]. For example, expression evaluation in
C is non-deterministic in the evaluation order; in [ZD03] the author describes a
framework which is able to model this.

As stated in the previous section, when trying to verify properties of non-
toy programs, such complicated languages are not desirable as they make
correctness proofs of larger programs infeasible. It seems worthwhile to restrict
implementation languages to a small set of features as has been done for the
above-mentioned Micro-Gypsy programming language.

In [dRHH'01, OG76] Hoare logics for concurrent programs have been de-
veloped but the languages considered there are not powerful enough for our
purposes, e.g., they do not support function calls. N. Schirmer has devel-
oped a generic Hoare logic environment for imperative programming languages
in [Sch05]. An CO instantiation of this environment is being used in the Verisoft
project to accomplish code verification [Sch06].

Compiler verification is a well established field in computer science and a
lot of remarkable work has been done. Some overview is given in [Dav03]. In
the following we discuss related work with respect to compiler verification. The
discussion is segmented according to the verification approach; recent big efforts
in compiler verification are presented separately. In general, we distinguish
several approaches for the reliable compilation of computer programs. We
briefly sketch these approaches before actually examining the related work.
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e Verification of the Compiling Algorithm and its Implementation

This approach tries to verify the translation algorithm once and for all.
To achieve this, one proves that for any given program p the translated
program c(p) behaves equivalently. As mentioned in the previous section,
there are several ways how to define equivalence between the source
program and the compiled code. In contrast to the work in Verisoft,
most early work following this approach only argues about the compiling
algorithm and ignores the correctness of the implementation.

e Compiler Synthesis
This approach tries to automatically generate compilers for a given source
and target language. One variety of the approach uses formalizations of
the semantics of both languages to generate the compiler. This compiler
is then correct ‘by definition’ although the algorithm which generates
code from the semantical description of the source language is usually not
verified.

Another variety uses domain specific languages to specify the code trans-
formations. However, most work using the latter approach do not formally
verify the correctness of their transformations. And even when verifying
the transformations, they do not show formally that the generation of the
compiler out of the description is being done correctly.

e Certifying Compilers

In addition to the compiled code, a certifying compiler generates an easily
checkable proof that the compiled code and the source program behave
equivalently (this is sometimes also called credible compilation). The
approach of certifying compilers is related to the work on proof-carrying
code [Nec97]. In contrast to the previous approaches, certifying compilers
do not guarantee the correctness of translation once and for all but the
check has to be repeated for each translated program.

A big advantage of certifying compilers (and proof carrying code in
general) is that the user does not have to trust the compiled binary but
can easily check the provided proof prior to execution of the program.
This guarantees that the binary, even if modified by an attacker (before
the check), still fulfills the promised (safety) properties. However, this
advantage is not relevant for the Verisoft scenario where we verify a
complete stack including the applications (which means that we do not
have to trust in the safety of unknown code).

e Translation Validation

Similar to the previous approach, translation validation has to be repeated
for each source program being compiled. However, not the compiler itself
is in charge of generating a proof that source program and compiled code
behave equivalently, but an external tool tries to find this proof. This
external tool, the so-called analyzer, either establishes the equivalence
between inputs or produces a counter-example. Such a counter-example is
produced not only when the compiler introduces a bug during translation
but also when the analyzer cannot decide whether the translation has
been done correctly or not. A big advantage of this approach is that it
can be applied to (industrial) compilers, for which no implementation or
specification details are available.
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Miscellaneous and Early Work. Early work of McCarthy [MPG67] proves
the correct translation of simple arithmetic expressions into a very simple
target language. Some years later, Samet [Sam75, Sam78] used a technique
similar to translation validation to check the correctness of optimizations steps
in compilers. In [GBO03], the authors present correctness proofs for constant
folding; these proofs have been formalized in Isabelle / HOL.

Curzon presents in [Cur92, Cur94] the verification of a compiler from a
significant subset of the structured assembly language Vista to the assembly
language of the VIPER microprocessor. The proof has been verified in the
HOL theorem prover and the compiler specification is reliably executable using
formal proof within HOL. Curzon is very interested in ensuring that properties
proved on the source program also hold for the compiled code. His work allows
to transfer properties from high-level to low-level and he addresses the boot
strap problem in a similar way as we propose in Section 7.7. However, his proofs
are carried out big-step style and are only applicable to terminating programs.

In [ORWO5], the authors describe a verified compiler for PreScheme, the
implementation language for the VLISP run-time system. The compiler as
well as the proof were divided into three parts: a front end which translates
source text into a core language, a syntax-directed compiler which translates
the core language into a combinator-based tree-manipulation language, and a
linearizer which translates combinator code into the target language. The work
has not been formalized in a theorem prover. However, the authors believe
that a simplification-based theorem prover could automatically handle most
cases of the syntax-directed translation while the back end proofs may be
amenable to mechanization by interactive theorem provers. During tests of a
compiler implementation which was manually derived from the specification, the
authors found bugs in the assembly code sequences generated for the so-called
stored-program machine instructions. These errors were below the grain of the
presented proofs (e.g., registers not being saved across routine calls). According
to the authors, extending the proof to reach this level — which is obviously
required in our scenario — would require an extremely detailed model of the
behavior of the machine and operating system.

[BZ07] presents a semantic type soundness result, formalized in the Coq proof
assistant, for a compiler from a simple imperative language with heap-allocated
data into an idealized assembly language.

Chirica and Martin [CM86] address the problem of implementation correct-
ness of compilers. They compare, for each source program, the corresponding
object program produced by the compiler implementation to the object program
dictated by the compiler specification.

Refinement Techniques. In the ProCoS project, refinement techniques have
been used to show compiler correctness. Hoare [HJS93] and Miiller-Olm [MO97]
verify translation to the machine language of an actual processor: the Inmos
Transputer. Borger et al. apply refinement techniques to the translation from
Occam, a non-toy imperative programming language with non-determinism
and parallelism, to Transputer code [BD96]. Later, Stark, Borger et al. used
refinement techniques to prove a compiler from Java to Java byte code cor-
rect [SSBO1]. All this work does not include correctness proofs for the compiler
implementation.
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Translation Validation. Despite the earlier work in [Sam75, Sam78] which
uses a similar technique, the term ‘translation validation’ was only introduced
by Pnueli in [PSS98a, PSS98b]. In this work, the authors examine translation
from finite automata to C. Using a rather general approach, the paper presents
theoretical insights into the constructions of translation validation tools.

In [PSS98c| Pnueli et al. present a first tool which implements their transla-
tion validation approach. This tool, called CVT, validates the translation of
State-Mate / Sildex mixed specifications to C. It was developed in the scope
of the ESPRIT project SACRES which dealt with the formal development
of ‘Safety Critical Real-time Embedded Systems’. Before actually proving
equivalence between the original and the translated program they have been
translated into a common semantic domain: synchronous transition systems.
The tool was successfully evaluated on an industrial-sized program of a few
thousand lines of code.

More recently, in [ZPFG02, ZPF102, ZPFG03] the authors present an
improved translation validation methodology called VOC which has been im-
plemented in the prototype translation validator VOC-64 that automatically
produces verification conditions for the global optimizations (including some
structure modifying optimizations like loop unrolling) of the SGI Pro-64 compiler;
these optimizations are performed on the basis of the compiler’s intermediate
language WHIRL.

As already hinted in [ZPFT02], Barret et al. present in [BGZ03] an approach
to deal with speculative loop optimizations. Speculative loop optimization is an
aggressive form of compiler optimizations which is only correct under certain
conditions which cannot be validated at compile time. The paper suggests
using run-time verification to ensure that the conditions are fulfilled. For each
application of speculative loop optimization a runtime test is automatically
generated using the automatic theorem prover CVC. This run-time test checks
whether the condition is true. If it is not, the optimization is reverted without
destroying the program’s semantics.

In [GZBO05], the authors describe an approach for improving the tool Tvoc
which handles many optimizations of Intel’s ORC compiler but is limited when
dealing with loop reordering transformations. Leviathan applies translation to
loop optimizations and to several compiler back ends [Lev04]; in particular, he
demonstrates his method on a commercial compiler which translates synchronous
C programs to PowerPC binary code.

In [Eme05], the author uses a translation validation approach to show
absence of interrupts for a given assembly program.

Necula [Nec00] presents the tool ‘prototype translation validation infrastruc-
ture’ (TVI) for the GNU C Compiler gecc. TVI compares programs in gee’s
intermediate language and handles most optimizations applied by the compiler.
The tool has been tested on large software systems as gcc itself and the Linux
kernel. However, TVI produced a relatively large number of false alarms.

In general, a great advantage of translation validation techniques is the
high degree of automation and that they are applicable to optimizing industrial
compilers. However, it produces no general, pervasive compiler correctness
theorem (even more, most work in this area focuses only on specific parts of the
translation process) and a bug in the compiler can only be discovered when the
compiler is run on a program which triggers the bug. In contrast, our approach
guarantees correct compilation for each and every legal C0O program.
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Certifying Compilers. Necula introduced in [Nec98, NL9I8] the notion of
certifying compilers whose realization has later been declared a great challenge
by Hoare in [Hoa03]. In his work Necula presents a certifying compiler which
translates a type-safe subset of C to highly optimized DEC Alpha assembly
code. The certifier checks automatically type safety and memory safety of the
generated programs. If certification fails, the system generates a counterexample
pointing to a potential violation of the type system. In [CLN'00], Colby et al.
extend this approach to a certifying compiler which translates a large subset
of Java to x86 code. However, the work of Necula and Colby concentrates
completely on safety properties. They do not address any functional correctness
properties.

Rinard presents in [Rin99] an approach called ‘credible compilation’ for
standard imperative languages which is basically equivalent to the concept of
certifying compilers. However, Rinard does not stop at safety properties. His
approach allows to show that both programs produce the same final result, i.e.,
that they are semantically equivalent. The paper contains several examples
illustrating how standard optimizations (dead assignment elimination, branch
movement, induction variable elimination, loop unrolling, dead code elimination)
could be handled. In [RM99] he extends this approach to programs with pointers.

Blech and Poetzsch-Heffter also extend the approach of certifying compilers
to functional correctness [BPH07]. They study a compiler from a C subset to
MIPS. However, their verification is limited to the compiler back end which
translates a simple intermediate language (no function calls, no dynamic memory
allocation) to MIPS. Their work was formalized in the theorem prover Isabelle /
HOL. A prominent result of their work is that they do not only show that both
programs produce the same result. Instead, they model language via small-step
semantics and prove them equivalent by showing that they produce the same
output traces. Thus, they are not limited to terminating programs. Internally,
they use a simulation relation similar to ours (although much simpler, due
to the simple intermediate language) which finally implies the observational
equivalence. The run-time of their proofs is dependent on the number of
variables in the source program (counting array elements as single variables).
Unfortunately, the performance of their certifier is still very bad for non-trivial
programs. For example, for a program that computes the first two hundred
Fibonacci numbers the correctness proof runs about 1500 seconds. For a
program sorting an array of fifty elements, the run-time is over 6 000 seconds.

In [Tch04], the author uses a so-called phase semantics. Phase semantics
model the semantics of real-life programming languages through a series of
equivalence relations between languages Ly, ..., L, where for each ¢ the lan-
guages L; and L;;; are very similar. Using this concept, the author developed
a self-validating compiler called Vitamin for a subset of C. This compiler trans-
lates from language to language, finally translating Ly (the C subset) to L,, (the
machine language). In addition to the compiled code, the compiler generates
expressions in all intermediate languages which are used as a certificate in the
sense of certifying compilers.

In [Riv04, Riv05], Rival presents a new framework for reasoning about
compilation and of compiled programs. He uses a symbolic representation
of source and assembly for a new approach of invariant translation based on
translation validation. The framework supports pointer aliasing and dynamic
memory allocation. The properties which he was able to prove include the
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absence of runtime errors in the compiled program. He implemented and tested
his approach on real examples of highly critical embedded software (targeting
mainly at safety properties) based on the GNU C compiler generating code for
the PowerPC processor. Rival successfully applied his tools to a large real-world
example (75000 lines of C code) with a run-time of approximately one hour.

Compiler Synthesis. Early work regarding the synthesis of compilers from
semantical descriptions of source and target language has been done by Po-
lak [Pol81]. Paulson describes in [Pau82] a system that accepts definitions of
programming languages given via attribute grammars and denotational seman-
tics and produces an interpreter for the language. These classical systems have
the problem that the performance of the generated code is by several orders of
magnitude slower than the code generated by standard compilers.

Later, Palsberg used the technique to compile a non-trivial subset of ADA
to RISC code [Pal92a, Pal92b]. He reports that the generated code is an
order of magnitude better than that produced by compilers generated by the
classical systems. Although the algorithm was proved correct manually, the
implementation of the generation tool (written in Perl) is not verified and hence
cannot be completely trusted.

Brown et al. developed the ACTRESS compiler generator [BMW92] which
is, as the previous work of Palsberg, based on action semantics. Later, Diehl
further improved performance of code generated via the compiler synthesis
approach [Die96].

The approach to specify code transformations using domain specific lan-
guages goes back to [TH92]. In [LJWF02, LMC03, KSK06], temporal logic is
used for the specification and correctness proofs of optimizations. This restricts
the analysis to properties which are expressible in the used temporal logic.
Of these, only the Cobalt system [LMCO03] allows for completely automatic
verification but it is restricted to structure preserving transformations. The
Rhodium system enhances the Cobalt system by replacing temporal logic by
local propagation rules [LMRCO05]. These allow to formulate more program
properties while still guaranteeing fully automatic correctness proofs for the
transformations.

[BGLO04] reports on the correctness proofs of compiler optimizations based on
data-flow analysis. The optimizations and analyzes are formulated as instances
of a general framework for data-flow analyzes and transformations. Proof
obligations for specific optimizations are generated automatically and are to be
proved in the Coq proof assistant.

pJava. Strecker presents in [Str02] the formal verification of a compiler for a
subset of Java (called pJava) in the theorem prover Isabelle. The semantics of
puJava and of the generated Java byte code are defined using big-step semantics.
The correctness theorem states (via the usual commuting diagram) that (com-
plete) execution of some Java statement and of the generated byte code have
corresponding effect. Due to the big-step nature of the semantic definitions, the
theorem is restricted to terminating programs. The compiler correctness proof
presented in this paper is part of a more comprehensive research effort aiming
at formalizing and verifying key aspects of a substantial subset of the Java
programming language. This includes type system and operational semantics of
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Java with a proof of type soundness [Ohe0Ola], an axiomatic semantics with a
proof of its equivalence to the operational semantics [Ohe01b], and an abstract
data flow analyzer instantiated for Java byte code, with a proof of correctness
of Java byte code verification [KNO3].

Verifix. The goal of the DFG project Verifix (1995-2003) was to develop
methods for the construction of correct compilers for realistic source and target
languages [GZ99]. The correctness property (preservation of observable behavior
up to resource restrictions [DV01, Section 4]) allows support of all common
optimizations; however, no optimizations have been verified within Verifix. The
project partitioned compiler correctness into three sub tasks: correctness of
the compiling specification, correct high-level implementation of the compiling
specification, and a correct binary for the compiler (cf. Section 7.7 of this thesis).

In [GGZ99, Gle03] an approach similar to translation validation was used
to prove correctness of the compiler implementation. The latter combines this
with ideas from certifying compilers. Program checking was also applied to
compiler front ends [HGG99].

The correctness of the compiling specification was shown using simulation
theorems based on small-step semantics [DVO01]. However, only partial correct-
ness of the compiled programs is proved. That is, a compiled program behaves
equivalently to the source program only if the compiled code terminates. As
stated before, partial correctness of the compiled code it not sufficient for our
needs regarding pervasive verification.

In [ZG97] and [GZ00], the authors present an elegant theory using abstract
state machines for the translation across the various intermediate languages
used in compilers; the work was partially formalized in the PVS theorem prover.
The results on the correctness of the transformations in compiler back ends
have been summarized in [Zim06]. This work sums up earlier work and presents
results for the translation from intermediate language to DEC-Alpha binary
code. However, no integration of these results has been done in Verifix.

Nevertheless, a non-optimizing compiler from ComLisp (a Lisp subset) to
binary machine code of the Inmos Transputer has been pervasively verified in
the scope of Verifix. The verification has been done at the binary layer in the
theorem prover PVS [GLO01, DVO01]. In [GH98], the authors discuss the problem
of how to get an initial correct binary for this compiler. They use manual code
inspection to close the last remaining gaps in the argumentation.

Clight. Recently, Leroy et al. have developed and verified a lightly optimizing
compiler which translates the C subset Clight via the intermediate language
Cminor to PowerPC assembly code [BDL06, Ler06]. The results of this effort
are for several reasons very impressive. Clight [BDLO06] supports more features
of C than CO0; in particular, pointer arithmetic is supported. However, similar
to CO pointers to local variables are not supported. Additionally, the back-end
of the compiler is lightly-optimizing and very well structured using four inter-
mediate languages. There exist optimization modules for constant propagation
and common sub expression elimination, although, according to [Ler06], only
constant propagation has been integrated in the certified compiler so far. The
most prominent feature of Leroy’s work for the purpose of pervasive verification
is that he has verified a complete optimizing compilation chain from a structured
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imperative language down to assembly code instead of focusing on just a few
parts of the compiler (like optimization patterns) like recent other work tends
to do.

The Clight compiler has been specified and verified in the Coq proof assistant.
An executable version has been obtained by automatic translation from Coq
specifications to Caml code (cf. Section 2.1.3).

Similar to us, Leroy targets the translation of critical embedded software.
However, Clight and Cminor semantics as well as the compiler correctness
theorem are currently formulated in big-step style. That is, he shows that
source program and compiled code behave observationally equivalent only if the
source program terminates. In [Ler06], he points out the need for small-step
simulations theorems to allow reasoning over non-terminating executions.

Another drawback of his work in the context of pervasive verification is
that his memory model assumes an infinite memory: allocation requests always
succeed. This prevents from transferring properties from the abstract layer (in
our case C0) to the machine layer without an expensive proof at the machine
layer that the compiled code respects memory resources. Although Leroy states
that it is hopeless to prove a stack memory bound on the source program
and expect this resource certification to carry out to compiled code, we have
integrated exactly this property in our compiler correctness theorem. However,
to transfer such a property into his much more complex translation scheme may
actually turn out to be infeasible.

2.2.3 Integration of Solutions

As pointed out in Section 2.1, there are many challenges for compiler verification
in the context of pervasive verification. Some of them have been solved (in
isolation) in a similar or even more general way in other work. Most recent
work with respect to compiler verification has concentrated on just a few parts
of compilers, mostly optimization patterns. However, an essential part of
the verification effort has to be invested in the combination of the individual
solutions into a single framework to gain a completely verified compilation
chain from a high-level source language to machine code.! In addition to
the impressive work of the CLI stack project [BHMY®89, Moo03], early work
from Joyce discusses problems imposed by the formal combination of a verified
compiler with verified hardware [Joy89]. Leroy [Ler06] also stresses these special
requirements (although his work presently does not address an important one:
non-terminating computations).

To deal with these requirements, the C'0 language has been designed to
be powerful enough to implement system software while remaining ‘neat’ to
allow for efficient formal verification of medium sized applications. Additionally,
both the C0 semantics and the compiler correctness proof have been done in
a small-step manner, allowing for the application of the compiler correctness
theorem also for non-terminating and interleaving programs [ASS08].

Furthermore, our compiler correctness theorem shows total correctness of
the compiled code. That is, for every state of the source program’s computation,
the target machine will eventually reach a corresponding state, in which the

L Confer the work of Beyer et al. in [BJKT06] for an example of the efforts needed to
combine several formal results.
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values of all reachable C0 variables are properly represented. Without a total
correctness theorem, it would not be possible to transfer functional correctness
properties of source program’s down to the compiled code without proving the
termination of the compiled code. The correctness theorem also includes lifting
resource restrictions from the target layer to the CO layer. If these resource
restrictions have been discharged at the CO0 layer, we can be sure that they also
hold for the compiled code.

To the best of our knowledge, our work is the first compiler correctness
result which simultaneously

1. proves a small-step simulation theorem between source programs in a non-
toy input language and compiled code for a realistic target architecture,

2. considers resource restrictions and other special requirements of pervasive
verification, and

3. argues about the complete compilation chain from source to target lan-
guage (both represented by abstract data types in the theorem prover)
instead of focusing on just a few parts of the compiler (like optimization
patterns).

Our results have been heavily used in other parts of the Verisoft project.
Most prominently, the compiler correctness theorem has been used to transfer
correctness properties from the C0 layer to the lower layers according to the
Verisoft approach to system verification. The formal pervasive verification
of a paging mechanism gives a concrete example of this approach [ASS08].
This result provides strong confidence that our notion of compiler correctness
is indeed appropriate for the targeted field of application. Furthermore, the
small-step compiler correctness theorem has been used for the integration of
(verified) inline assembly code into (verified) CO applications. Without such
a ‘semantics’ for inline assembly code, the system layer software in Verisoft
(and the libraries which allow invocation of operating system services from user
applications) could not have been implemented in a high-level programming
language as C0 [STO08].
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In this chapter we introduce the C-like programming language C0. Most
applications and the system layer software of the Verisoft project are imple-
mented in CO with only small parts being written using inline assembly. C0
is the source language of the compiler which has been formally verified in this
thesis.

In Section 3.1 we describe the main features of C0 in an informal way
and highlight some design choices. In Section 3.2 we present the concrete
syntax of C'0 programs. In Section 3.3 we describe a tool that does some basic
syntax and type correctness checks on C'0 programs, acts as front end for the
implementation of the formally verified CO compiler, and allows to translate
concrete CO programs into different representations (e.g., for the formal C0
semantics in Isabelle / HOL and a translation validation tool). We conclude this
chapter with an introduction of a stack of three different C0 semantics: (i) a
deep embedded small-step semantics, (ii) a deep embedded big-step semantics,
and (iii) a shallow embedded big-step semantic together with a Hoare logic and
a C0 verification environment.

3.1 Informal Description

One of the goals of the Verisoft project is the formal verification of implemen-
tations of an operating system micro kernel, a simple operating system, and
several user programs [GHLPO05]. Operating systems and especially operating
system kernels, are usually not written in functional languages or Java (for an
exception see [HJLTO05]). Most operating system kernel are implemented in
C while some hardware dependent parts have to be implemented with inline
assembly code. Even the kernel of the JavaOS operating system [Jav96] is
written in C with inline assembly.

Semantics of the full C language are complex [GH93, Pap98, Nor98] and
the use of all features of C leads to an error prone programming style [MIR04].
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In contrast, formal verification of programs is easier and more efficient for
programming languages with concise and well-defined semantics.

In this thesis we introduce the C-like imperative programming language C0
which meets both requirements: (i) it has sufficient features to implement all
system and application software in the Verisoft project and (ii) has a concise
semantics which allows for efficient verification of C'0 programs with several
thousand lines of code.

Compared with standard C [ISO99] the language CO has several limitations.
We list the most important differences. Side effects in expressions are not
allowed; this forbids in particular function calls a sub expressions and requires
a special function call statement in CO (cf. below). C0 Pointers are typed and
must not point to local variables or to functions; void pointers and pointer
arithmetic are not supported. There is a separate type for arrays in C'0 and
the size of arrays has to be statically fixed at compile time. Unions or bit fields
are not supported. Switch and goto statements as well as long jumps are also
not allowed in CO.

In contrast to normal C, C0 does not support manual deallocation of
memory via some kind of ‘free’ statement. Instead, a garbage collector is
planned to be used to free unreachable parts of the heap automatically. So far,
no garbage collector has been integrated into the C'0 compiler. However, the C'O
implementation of a copying garbage collector has been verified recently by E.
Petrova. Its integration into our results remains as future work (cf. Chapter 12).

One of the main reasons to use a garbage collector instead of explicit
deallocation and to forbid pointers to local variables is to avoid the problem
of dangling pointers. A pointer is called dangling if it is different from the
null pointer but does not point to a valid memory object. To make sure that
C0 expressions always refer to valid memory object, we have to make sure
that no dangling pointers are dereferenced. This would be an additional proof
obligation for languages which do not preclude dangling pointers by design.

A dangling pointer can occur by ‘deallocating’ a memory object while there
still exist references to that object; observe, that this includes the case that
we have a pointer to some local variable and return from the stack frame to
which that variable belongs. In C0, both causes are impossible; thus, dangling
pointers cannot occur in this language.

3.1.1 Types
C0 supports four basic types:
e Boolean: bool, {true, false}
e 32-bit signed integers: int, {—23!,... 231 — 1}
e 32-bit natural numbers: unsigned int, {0,...,23% — 1}
e 8-bit signed integers: char, {—27,...,27 — 1}

We call int and unsigned int arithmetic types. Arithmetic operations with 8-bit
signed integers are not supported.

If t, t1, ..., ts are types, n is a number, and nq, ..., ns are names, then
pointers *t, arrays of fixed size t[n], and structures struct{ni:t1, ..., ns:ts}
are aggregate types. Thus, pointers are typed in CO0; there exists a special type
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Table 3.1: Unary C0 Operators

Operator Meaning Supported Operand Types  Result Type
~ bit-wise nega- t € {int, unsigned int} t'=t
tion
! logical negation ¢ € {bool} =t
- unary minus t € {int} =t
int cast to int t € {char, unsigned int,int} ¢ = int
unsigned  cast to t € {char, unsigned int, int} t =
unsigned int unsigned int
char cast to char t € {char, unsigned int, int} t' = char

t is the type of the operand, ' is the type of the result

for null pointer constants. Void pointers, function pointers, or pointers to local
variables are not allowed. Unions or bit fields are not supported.
We combine the basic types and pointer into elementary types.

3.1.2 Expressions

Variable names and literals of a basic type are expressions.

If e and i are expressions, and n is a name, then array access e[i], access
to structure components e.n, dereferencing of pointers *e, and the ‘address-of’
operator &e are also expressions given that some preconditions on the types
of e and i are fulfilled. We permit the setting of pointers to sub variables of
aggregate variables;! pointer arithmetic however is forbidden. Expressions in
C0 do not have side effects; thus, we do not permit function calls as part of
expressions.

If oy is one of the unary operators from Table 3.1 and if oy is one of the
binary operators from Table 3.2 then o1e; and e og e5 are also expressions.

The evaluation of the logical and and or operators is done using short
circuit evaluation.? Thus, for the logical and operator the evaluation of the
right operand is skipped in case that the left operand evaluates to false. In this
case the result of the logical and is false. Similarly for the logical or operator
the evaluation of the second operand is skipped if the first one evaluates to
true. In this case the result of the logical or is true. The lazy operators of C0
are listed in Table 3.3.

Finally, if e is an expression then (e) is also an expression.

For a detailed definition of the additional requirements regarding the ex-
pressions see Section 5.5.

3.1.3 Statements

If s; and so are statements, e and e; are expressions, t is a type specifier, and
f is the name of a function, C0O supports the following standard statements:

1This is only allowed for the CO small-step semantics and will be forbidden when we
integrate the garbage collector.
2This is sometimes also called lazy evaluation.
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Table 3.2: Binary C'0 Operators

Operator Meaning Supported Operand Types Result Type
+ addition t1 = to € {int, unsigned int} t =1t
- subtraction t1 = to € {int, unsigned int} =t
* multiplication ¢ = t5 € {int, unsigned int} =t
/ division t1 =ty € {unsigned int} =t
% modulo t1 =ty € {unsigned int} t =1
| bit-wise or t1 =ty € {int, unsigned int} t =1t
bit-wise and t1 = to € {int, unsigned int} t =1t
- bit-wise exclu- ¢ =t € {int, unsigned int} =t
sive or
<< logical left t; € {int, unsigned int}, =t
shift to € {char, int, unsigned int}
>> logical right ty € {int, unsigned int}, =1t
shift to € {char, int, unsigned int}
< less th = to € t' = bool
{char, int, unsigned int}
<= less or equal ti1, = to € t' = bool
{char, int, unsigned int}
> greater th = to € t' = bool
{char, int, unsigned int}
>= greater or t1 = ty € t' = bool
equal {char, int, unsigned int}
== equal Ceq t’ = bool
1= not equal Ceq t’ = bool

t; and to are the types of the operands, ¢’ is the type of the result, the type
condition c.q for equality tests is fulfilled if both types are equal or if one of
them is a pointer and the other the special null pointer type

Table 3.3: Lazy C0 Operators

Operator Meaning Supported Operand Types Result Type

&& logical and  ¢; = to € {bool} bool
[l logical or  t; =ty € {bool} bool

t; and ty are the types of the operands, ¢’ is the type of the result
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e assignments: e; = eo
Observe that in C'0 not only assignments of elementary types or structures
are allowed, but also assignments of array values, which is not possible in

C.

e dynamic heap memory allocation: e; = new(t)
There is no statement for deallocation of memory. Instead, a garbage
collector will be used to free unreachable parts of the heap. The correctness
of the garbage collector is not part of this thesis, but is currently being
verified in the Verisoft project.

e function calls: e = f(e1,...,ey)
In order to guarantee that CO expressions do not have side effects, there
is a separate statement for function calls. Function calls may be recursive.
Similar to assignments, the arguments and return value of the function
call may be of arbitrary type.

e return from a function: return e
Each function contains a single return statement at the end of the function
body.

e while loops: while (e) s1
o for loops: for (e = eg; e3; e4 = e5) 81
e if statements: if e sy or if e s else so

Statements can be concatenated by ; or grouped by braces. Switch or goto
statements and long jumps are not allowed in CO.

Aggregate Literals

In addition to these standard statements C0 supports assignments of so-called
aggregate literals. 1f e is an CO expression and c¢ is an aggregate literal of
matching type then e = ¢ is a C0 statement.

In addition to normal literals, aggregate literals comprise literals of structure
and array types. They are used for the initialization of non-elementary local
variables which, in the C0 Hoare logic [Sch06], has to be done in one atomic
step and cannot be split into several assignments of normal literals. Observe
that aggregate literals must not be used inside expressions.

Normal literals of an elementary type are the base case of aggregate literals.
If ¢; are aggregate literals of type ¢ then {cp,c1,...,c,} is an aggregate literal
of array type t[n].3 If ¢; are aggregate literals of types t; and n; are component
names then {.ng = ¢g, .n1 =c1,...,.n, = ¢, } is an aggregate literal of structure
type struct{nog:to,...,nn:ty}.

3 Do not confuse this notation with mathematical sets. This informal section uses the
concrete CO syntax (cf. Appendix A) to give the programmer a consistent introduction. In
the (formal) remainder of the thesis, we will use unambiguous data type notation to represent
C0 language elements.
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3.1.4 Initialization of Variables

Global variables and dynamically allocated heap memory are automatically
zero initialized in C'0. However, local variables of a function — except for the
function parameters — are not initialized automatically. The programmer has
to ensure to initialize them before the first read access.

3.1.5 Inline Assembly

Some low-level parts of system software cannot be implemented in CO alone.
For these parts we extend C'O with inline assembly statements and call the
resulting language C04. If u is a list of assembly instructions then the inline
assembly statement has the form asm {u}.

In C0x the use of inline assembly code is restricted.

e Only a certain subset of DLX instructions is allowed (e.g., no load or store
of bytes or half words, only relative jumps).

e The target address of store word instructions must be outside the code
and data regions of the C0p program or it must be equal to the allocated
base address of a sub variable of the C05 program with type int or
unsigned int. This implies that inline assembly code cannot change the
stack layout of the C05 program.

e Certain registers (e.g., the stack pointer) must not be updated.

e The last assembly instruction in 4 must not be a jump or branch instruction
and the target of jump and branch instructions must not be outside the
code of u.

e The execution of u must terminate and must not generate misalignment
or illegal instruction interrupts.

3.2 Concrete Syntax

The concrete CO syntax resembles the corresponding parts of the standard C
syntax (cf. [ISO99]). Its grammar in Backus-Naur form [NBB197] is given in
appendix A.

3.3 Front End Tool

The formal work described in this thesis starts from syntax trees of C'O programs.
These syntax trees are represented by an instance of an abstract data type in
Isabelle / HOL (cf. Section 4.1). Of course, C0O programs are not written in
this form. Instead, they have to be translated from CO0 text files into different
intermediate formats, one of them being the abstract data types as they are
used by the formal C'0 small-step semantics in Chapter 4 and by the compiler
specification from Chapter 7. This translation is done by a preprocessor tool
called cO_check.

The structure of cO_check is depicted in Figure 3.1. The tool has several
responsibilities. First, it checks CO text files for syntactical errors and type
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C0 source code

Front End

syntax tree

Syntax and
Type Check
Back Ends
S e Compiler Translation
crnantics Implementation Validation
Isabelle theory assembly file transition system

Figure 3.1: Structure of cO_check

checks them.? If these tests have been successful, several back ends are available
to translate the programs into different forms. The first back end translates
into representations suitable for the different formal CO semantics; its output
are Isabelle / HOL theory files. A second back end generates transition systems
which are suitable for the Verisoft translation validation tool. The third back
end is the formally verified C'O compiler implementation (cf. Chapter 11) which
translates a given C0 program to VAMP assembly code.

4During these tests the tool also does some simple transformations. Constant arithmetic
expressions like 4x1024 are being evaluated. Additionally, ‘for’ loops — which are not directly
supported by CO — are transformed into equivalent ‘while’ loops.
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We start this chapter in Section 4.1 with a description of how we formally
represent C0 programs for the small-step semantics in Isabelle / HOL. In
Section 4.2 we extend this to the representation of entire C'0 configurations
including memory and program rest. We introduce expression evaluation in
Section 4.3 and conclude the Chapter in Section 4.4 with a definition of the C0
transition function.

4.1 Representation of CO Programs

A C0 program is identified by the functions of the program, including information
about the list of parameters and local variables of the functions, by the list of
global variables, and by a type name environment which maps type names to
types. In this Section we show how we formally represent C'O programs, i.e.,
their function table and the symbol table for the global variables, in the C0
small-step semantics.

4.1.1 Types and Type Name Environment

There are four basic types in C0: Boolt for booleans, Intt for signed 32-bit
integers, Chary for signed 8-bit integers, and Unsigned for 32-bit naturals. If
t; are types and n; are component names then Strr([(no, o), ..., (n,t)]) is a
structure type with I components. If ¢ is a type then Arrr(l,t) is an array with
[ elements of type t. We call a type t elementary if it is neither a structure nor
an array type:

elem?(t) =t € {Boolr, Intt, Unsigned, Charr, Ptrr, Nullt}.

35
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struct list_element{

int data;

struct list_element *xnext;
H

Listing 4.1: Example of a Fully Recursive Type in C0

In CO0 pointers can be used inside the definition of the type to which they
point (cf. Listing 4.1). Such loops in the type structure cannot be modeled
directly by an abstract data type. Thus, we introduce an additional level of
indirection for pointer types. They do not directly contain the type of the target
but a name for the type. Using a so-called type name environment these type
names can be mapped to a type. A pointer to a type name tn is represented by
Ptrr(tn).

Null pointer literals may be assigned to or compared with pointers of
arbitrary type. Thus, we introduce a special representation Null of the type of
null pointer literals to simplify the formalization of type correctness conditions.

We represent C0 types formally in Isabelle by the abstract data type ty.

ty = Boolt | Intt | Chart | Unsignedy
| Stro(S X ty list)
| Arrp(N, ty)
| Ptro(S) | Nully

Type name environments are represented in Isabelle / HOL by the type
tenv : (S, ty) list, i.e., they map type names to types.

Definition 4.1 (Abstract size of types) We define the abstract size sizes
of C0 types by induction. The size of elementary types is set to 1; the size of

aggregate types is the sum of the size of their components.

sizey :: ty — N

1 if elem?¢(t)
i
sizeq(t) = 0 » / 1 t_ SW’T(H) /
n - sizeg(t') if t = Arrp(n, t)

sizey(t) + sizey(Stro(zs)) if t = Stro((en,t)#xs)

4.1.2 Expressions

The most basic element of C0 expressions are literals. They are modeled by
the abstract data type lit with one constructor for each of the four basic types
and for null pointer literals. Except for null pointers they all have a single
parameter of the corresponding type which stores their value.

lit = Bool(B) | Int(7Z) | Unsigned(N) | Char(Z) | Null

In addition to these literals of elementary types, aggregate literals allow to
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Table 4.1: Unary Operators

Operator Meaning

minus unary minus
neg bitwise negation
not logical not
toint conversion to Intr
t0unsgnd  conversion to Unsignedr
t0 char conversion to Char

build literal values for structures and arrays.

lit, = ALPrim(lit)
| ALStruct(S x lit, list)
| ALArr(lit, list)

Expressions are defined inductively by the data type expr.

expr = Lit(lit)
| Var(S)
| Arr(expr, expr)
| Str(expr,S)
| UnOp(unop, expr)
| BinOp(binop, expr, expr)
| LazyBinOp(lazyop, expr, expr)
| AddrOf (expr)
| Deref (expr)

The basic cases are literal expressions Lit(l) with a literal [ and variable access
Var(n) to a local or global variable of name n.

Let n be a name and e, ey, e, and 4 expressions. Then, array access Arr(e, )
to the i-th element of an array expression e, access to structure components
Str(e, n), addr-of computation AddrOf (e) and dereferencing of pointers Deref (e)
are also expressions.

Arithmetic and logical computations can be done by unary, binary, and lazy
operators. The operators which are supported by CO are listed in Tables 4.1,
4.2, 4.3, and 4.4.

4.1.3 Statements

Statements of the C'O small-step semantics are tagged with unique statement
identifiers of type sid. Theses identifiers are used to determine during the
execution of a program where a certain statement in the program rest was
originally placed in the program and to examine the relationship between
statements. This is mainly used in the compiler correctness proof. For simplicity
we omit the statement identifiers in the text when they are not explicitely used.
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Table 4.2: Binary Operators

Operator Meaning
add addition

sub subtraction

mult multiplication

div division

mod modulo

ory bitwise or

andy, bitwise and

TOTY, bitwise exclusive or

shift, arithmetic left shift
shift, arithmetic right shift

Table 4.3: Comparison Operators

Operator ~ Meaning

COMPless  less?

comp, less or equal?
COMP grenter ~ STEALETT

COMP 4o greater or equal?

COMP g equal?

comp,e,  different?

Table 4.4: Lazy Binary Operators

Operator Meaning

and) logical and
or logical or

In the CO small-step semantics statements are modeled by the following
data type.

stmt = Skip
| Comp(stmt, stmt)
| Ass(expr, expr, sid)
| Assar,(expr, lit,, sid)
| PAlloc(expr, S, sid)
| SCall(S, S, expr list, sid)
| Return(expr, sid)
| Ifte(expr, stmt, stmt, sid)
| Loop(expr, stmt, sid)
| Asm(asm list, sid)
| XCall(S, expr list, expr list, sid)
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Skip represents the empty statement and Comp(sy, s2) the sequential com-
position of two statements s; and so. These two statements are not tagged with
a statement identifier and also called structural statements in the rest of this
thesis. We use the predicate stmigsiructural =@ stmt — B to distinguish structural
from non-structural statements: stmtsgructural(s) = (1s_Skip(s) V is_Comp(s)).

Assignments come in two flavors. We have normal assignments of an
expression e, to an expression e;, which is modeled by Ass(e;, e,.). Additionally,
we allow assignments of aggregate literals. Allocation of dynamic memory for a
type with name t,, is done by the statement PAlloc(e,t,). The pointer to the
newly allocated memory will be assigned to expression e.

Function calls to a function of name f with parameters e; to e, are repre-
sented by SCall(vn, f,[e1,...,ep]). After termination, the return value of the
function will be stored in variable vn. Return statements with return expression
e are modeled by Return(e).

Conditional execution is supported via Ifte(e, 1, $2) which executes one of
the statements s; and so depending on condition e. ‘While’ loops with condition
e and body [b are represented by Loop(e,lb). There is no special statement for
‘for’ loops; however, they are supported in the concrete syntax and converted
to equivalent ‘while’ loops by the preprocessor (cf. Section 3.3).

In C0p a sequence a of VAMP assembly instructions can be inlined by the
statement Asm(a). However, inline assembly is not covered by the compiler
which is considered in this thesis. The semantics of C'0 programs with inline
assembly are defined by alternating execution of the C'0 small-step semantics
and of the VAMP assembly semantics (cf. on page 66). For the transitions from
the CO to the assembly layer, the compiler simulation relation from Section 8.2
is used. The big-step semantics and Hoare logic do not support inline assembly
code.

XCalls are represented by the statement XCall(f,[e1,...,en], [P1,---,Pm]),
where f is the name of the XCall, e; are left-expressions denoting the parts of
the C0 state that can be changed by the XCall, and p; are right-expressions
which are used as input parameters for the XCall. In addition to the parts of the
normal CO state (defined by the left-expressions e;), the XCall may arbitrary
change the extended state component.

ISABELLE For better readability, we have two separate constructors for normal
assignments and assignments of aggregate literals in this thesis. In Isabelle,
both cases are covered by the same constructor.

Miscellaneous Functions on Statements

We define several functions on statements.

Definition 4.2 (Sub statements) First we define the set of sub statements
of a given statement.

subg :: stmt — stmt set

subs(Comp(s1,82)) = {Comp(sy, s2)} U subs(s1) U subs(s2)
subs(Ifte(e, s1,52)) = {Ifte(e, s1,52)} U subs(s1) U subs(s2)
subs(Loop(e, b)) = {Loop(e, 1b)} U subs(Ib)

For all other statements s we simply define subs(s) = {s}.
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Definition 4.3 (Number of returns) We define a function #ret :: stmt —
N which computes the number of return statements in the statement tree
spanned by a given statement. For compound statements and returns we set

#ret(Comp(s1,s2)) = #ret(s1) + #ret(sz)
#ret(Return(e)) = 1.

For all other statements s we define #ret(s) = 0.

Definition 4.4 (Number of top-level returns) We also define the number
of top-level return statements in a given statement list.

#Hretiop i stmt list — N

#retiop([]) = 0

#retiop(t) + 1  if is_Return(h)

top (h#t) =
#retiop (h#1) {#?"ettop(t) otherwise

Compound statements can be regarded as a special encoding of lists of
top-level statements (cf. Fig. 5.1). To convert a statement tree to such a list of
top-level statements we introduce the two functions s2! and 2.

Definition 4.5 (List of top-level statements) To convert a list of state-
ments encoded by compound statements into a real list of statements we
introduce the function s2I :: stmt — stmt list." For compound statements we
define

s21(Comp(s1,s2)) = s2l(s1) o s2l(s2).

For all other statements s we set s2l(s) = [s].

Definition 4.6 (Top-level statements no skips) We introduce the func-
tion s2l,s :: stmt — stmt list which is similar to s2l except that it removes Skip
statements from the statement list. We set

$2lns (Skip) = []
§20,s(Comp(s1,82)) = $2lhs(51) © 82ls(82)

For all other statements s we define: s2l,s(s) = [s].

Definition 4.7 (Code behind first return) We define a function drop, ::
stmt list — stmt list which removes the prefix of a given statement list up to
the first return statement.

drope([1) =[]

dropret (h#t) = {

LObserve that this function only converts the top-level of a statement tree. For example,
the body of loop statements will stay unchanged.

t if is_Return(h)

drop,..(t) otherwise
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Definition 4.8 (Successor of the i-th return) We introduce the function
SUCCithret :: Stmt list x N +— stmt | which returns the statement behind the i-th
return statement of a statement list. Observe that we count the returns starting
from 0, s.t. for ¢ = 0 we return the statement behind the first return. Formally,
we define the function by a double induction on % and the statement list

LA if drop,o(sl) = htt

enret (1, 0) =
sucCitret (1, 0) {None if drop,e(sl) = []

SuCCithret (81,1 + 1) = sucCithret (drop e (8l), 1)

Definition 4.9 (Remove last statement) To define later the initial pro-
gram rest of a C0O program (cf. Section 4.4.1) we will need to remove the last
statement from the body of the main function (this is the return statement).
Thus, we define the function remlast :: stmt — stmt which replaces the last
statement in a statement tree by Skip, i.e., which effectively removes the last
statement. For compound statements its definition is recursive.

remlast(Comp(s1, s2)) = Comp(s1,remlast(ss))

For all other statements s we simply set remlast(s) = Skip.

4.1.4 Function Table

The function table stores information about the functions of a C0O program.
Information for a single function is stored in the record funcT. Elements p of
this type have four components.

e p.body :: stmt: The body of the function.

e p.params :: (Sxty) list: A list of function parameters. For every parameter
we store its name and its type.

e p.rtype :: ty: The return type of the function.

e p.lvars :: (S x ty) list: The list of local variables of the function. This
list has the same format as the list of function parameters but does not
include those.

The complete function table is a list of pairs of the functions name and a
funcT record which contains the information about the function. Formally, it
is represented by the type functableT = (S X funcT) list.

4.2 Configuration of the C0 Small-Step Semantics

A configuration of the C'0 small-step semantics stores the run-time information
about the execution of a program in the small-step semantics. The configuration
has two components.

e The memory configuration stores information about the variables of a C0
program and their values. This includes the values of the dynamically
allocated variables on the heap.

e The program rest keeps track of the statements which still have to be
executed.
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guarge, (g’UllT’an Int
(guar g, (x),4),d1) ’ . — /‘ e
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Figure 4.1: Hierarchy of G-Variables

4.2.1 Memory Configuration

The memory configuration of the C'0 small-step semantics stores information
about the variables of a C0 program and their values. It consists of three parts:
a memory frame for the global variables, a memory frame for the heap variables,
and a list of memory frames and return destinations for the local variables.

Generalized Variables

We represent pointers in the small-step semantics in a structural way using
so-called generalized variables or short g-variables. G-variables are defined
inductively and structurally similar to left-expressions.

There are three base cases for g-variables. Global variables of name x are
represented by gvargm(x), local variables x in the i-th local memory frame by
gvaryy, (4, ), and nameless heap variables by gvary,, (7). Variables in the global
memory or in one of the local memories are referenced by their name; heap
variables are nameless, so they are referenced by an index 1.

The inductive case defines g-variables for structure and array access. If g
is a g-variable of structure type then a component gvary,(g,n) of name n is
also a g-variable. If ¢ is a g-variable of array type then the i-th array element
guar,,.(g,1) is also a g-variable.

Formally, we represent g-variables by the following data type.

gvar = guar,(S)
| gvar,,(N,S)
| gvaryy, (N)
| gvar . (gvar, N)
| gvarg, (gvar,S)

We define several functions which allow to reason about the hierarchy of
g-variables (cf. Figure 4.1). The figure illustrates the structure of a g-variable
in the global symbol table. In every level we look deeper into global variable
x; the structure of the corresponding g-variable is denoted to the left of the
figure. Observe that while the structure of the g-variables gets more complex
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the structure of the corresponding type (denoted to the right of the figure) gets
simpler.

Definition 4.10 (Parent g-variable) For g-variables ¢ = gvar,,.(h,n) or
g = guarg, (h,c) we call h the parent g-variable of g. We formalize this by the
function parenty : gvar — guar | .

parent,(guar g, (x None

parent,(gvary, (i, None

parent,(gvar h

arr(

) =

) =
parent,(guary,, (i)) = None

i) = Lh]

c)) = h]
Definition 4.11 (Root g-variable) If we would apply the function parent
multiple times to a g-variable g we would finally reach the last (or highest)

ancestor r of g. We call r the root of g-variable g. Formally, we define the
function rootg : gvar — gvar which computes the root of a given g-variable.

gm (%)
rlm( :C)

gua

gua

gu a’rhm(z)
T00

T00

I
l_l_

parent,(gvarg, (h,

rootg(guar g, (z

roote(guary, (i, z

)
)
T00t 4 (guar,, (1))
)
)

rootg(guar,..(g, 1

te(g)
te(9)

Definition 4.12 (Sub variables of a g-variable) We define by induction
the set subg :: gvar — gvar set of sub variables of a given g-variable. Initally,
this set contains the g-variable itself.

rootg(guary, (g, c

g € subg(g)

For the inductive cases we define

h € subg(g)
gvararr(hvi) € SUbg(g)

h € subg(g)
gvarstr(hﬂ C) € SU’bg(g)

Memory Frames

We use a relatively explicit, flat memory model in the style of [Nor98], which
stores the memory content as a mapping from addresses (natural numbers) to
memory cells.

A single memory cell can store the value of a variable of an elementary type.
Values of aggregate types are stored as a consecutive sequence of memory cells.
Memory cells are modeled by an abstract data type with one constructor for
each elementary type. Thus, the memory model of the C'0 small-step semantics



44

Formal CO Small-Step Semantics

is typed. Pointers are represented by a generalized variable or by a special null
pointer value 1.

meellcy = Int(7Z) | Nat(N) | Char(7Z) | Bool(B) | Ptr(gvar U {L})

In addition to the content of the memory, a memory frame contains a list of
variables of the memory frame together with their types and keeps track of the
set of variables which are already initialized. Formally, we represent memory
frames m by the record mframe which has three components.

e m.ct :: N — mecellsp: The content of the memory frame. Althoguh
technically infinite, we use this mapping only for addresses smaller than
the size of the memory (which changes dynamically for the heap memory);
the values for other addresses are not defined.

o m.st :: (S x ty) list: A list of all variables of the memory frame together
with their types. We call this list a symbol table.

o m.init :: S set: The set of variables which are already initialized.

Definition 4.13 (Base address of variables) We define the base address of
variables z in a symbol table by induction on the symbol table. For non-empty
symbol tables the base address is zero if x is the first variable in the symbol
table. Otherwise, it is defined inductively as the sum of the size of the first
variable and the base address of x in the tail of the symbol table. If the variable
is not present in the symbol table we return None.

bay :: (S X ty) list x S+— N

bay([],2) = None

10] ifn==z
bay((n, t)#xs,x) = { |sizeg(t) +b] if n#x A bay(zs,z) = |b]
None if n # A bay(zs,2) = None

Definition 4.14 (Type of variables) We define the type of variable z in a
given symbol table st by

type, : (S x ty) list X S — ty |
type, (st, x) = map-of (st, x).
Memory Configuration

Based on single memory frames we can now give a formal definition of the
memory configuration of the C0O small-step semantics. A memory configuration
mc is formalized by the record memconf which has three components.

e mc.gm :: mframe: The memory frame for the global variables.

e me.lm :: (mframe x gvar) list: A list of memory frames and g-variables
which model the stack of local memories. The memory frames store the
values of the local variables whereas the g-variables store the so-called
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return destination of a stack frame. During the execution of a return
statement, the value of its return expression is stored at the memory
location specified by the return destination of the currently topmost stack
frame.

G-variables refer to local memories by their index. To keep the (list)
index of stack frames — and thus also the names of g-variables which
refer to them — constant during their lifetime, we store the current stack
frame at the end of the list of local memories. Thus, the top most (or
current) local memory frame has index |mec.Im| — 1. We abbreviate it
with Imep(me) = me.dm!(|me.lm| — 1).

o mc.hm :: mframe: The memory frame for the dynamically allocated heap
variables. Observe that the variable names of heap variables in mc.hm.st
are not used because heap variables are nameless.

ISABELLE Observe that in Isabelle the local memories are stored in reverse order.
This simplifies the definitions for adding and removing new local memory frames
because it corresponds to the direction in which lists grow due to the datatype
constructors. However, indices of stack frames are still constant because we
index in Isabelle starting from the end of the local memory list.

We introduce abbreviations for the symbol tables of the global memory, of
the current local memory frame, and of the heap memory.

Istiop :: memconf — (S x ty) list
gst :: memconf — (S X ty) list
hst :: memconf — (S x ty) list

Istiop(Mmc) = Imyop(me).st
gst(me) = me.gm.st

hst(mc) = mc.hm.st

We name memories in the obvious way. A memory name is either gm for

the global memory, Im(i) for the i-th local memory, or Am for the heap memory.

Formally, we define memory names by the data type memname.
memname = gm | Im(N) | hm

Symbol Configuration

Frequently in this thesis we are not interested in the memory content and do not
need the complete memory configuration. It suffices to have only the symbol
tables of all memory frames available. For these situations we introduce similar

to the type for memory configurations a record type for symbol configurations.

Symbol configurations sc of the C0 small-step semantics are formalized by the
record symbolconf which has three components.

e sc.gst i (S x ty) list: The symbol table of the global memory frame.

o sc.lst (S x ty) list list: A list of symbol tables for the stack of local
memories.
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e sc.hst :: (S x ty) list: The symbol table of the heap memory frame.

We will use the notation sc(me) to refer to the symbol configuration of a given
memory configuration me.

4.2.2 Program Rest

The program rest keeps track of the statements which still have to be executed.?
It is initialized with the body of the main function and grows or shrinks
depending on the execution of the program. Formally, the program rest is
represented by a CO statement of type stmit.

4.2.3 Configuration

Now, we can introduce configurations of the C0O small-step semantics. A
configuration ¢ of the C0 small-step semantics is formalized by the record
conf oo consisting of two components:

e the memory configuration c.mem :: memconf and

e the program rest c.prog :: stmt.

4.3 Expression Evaluation

In this section we will define the evaluation of expressions in the C'0 small-step
semantics. This definition will slightly differ from the formal definition of
expression evaluation in Isabelle / HOL.

ISABELLE In Isabelle, we have defined a single function eval for the evaluation
of expressions. This function takes a type name environment, a memory
configuration, and an expression and returns a (option of a) record ds of type
data_slice which has five components: (i) the left value of the expression,
(ii) its type, (iii) a flag which determines whether the expression represents
a memory object or if it is a literal or a unary or binary operator,® (iv) a
flag which indicates if the expression is initialized, and (v) the value of the
expression. Additionally, we have defined two functions which compute the
same result as the components ii and iii of the ewval function. The main
advantage of these additional functions is that they do not take a complete
memory configuration as parameter but just the symbol configuration; this
allows to conclude automatically that their result is independent of the current
memory content whereas this would be a proof obligation for the corresponding
components of the eval function.

In this thesis, we define five separate functions, each computing one compo-
nent of the eval function, instead of one monolithic function. The definitions
of these functions are mutually recursive, which is easy to handle on paper
but makes induction proofs in Isabelle much harder. The formalization of

2In [NN99] the program rest is called code component of the configuration.

31In Isabelle, this component is called intermediate and is set to false if the expression is
a memory object and to true otherwise. In this thesis, we represent it by a predicate mobj
which checks whether the expression represents a memory object or not. The value of mobj
corresponds to the inverted value of the component intermediate.
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expression evaluation via the monolithic eval function, however, is possible
without mutual recursion.

4.3.1 Address of G-Variables

In this section we define several functions and predicates which compute among
others type and address of g-variables. Let te be a type name environment and
sc a symbol configuration in the remainder of this section.

REMARK For simplicity we will often omit constant parameters like te and sc
in the following formulas when the meaning is clear from the context.

Definition 4.15 (Type of g-variables) We define the type of a g-variable
by the inductive function ty, : symbolconf x gvarT — ty. For the base cases
we get the type directly from the corresponding symbol table.

tyg(sc, gvargm(:r)) = type,(sc.gst, )
tyg(sc, guary, (i, z)) = type, (sc.lstli, x)
tyg(sc, guary,, (i) = snd(sc.hstli)

For array and structure accesses we use underspecified definitions.

t if ty,(g) = Arro(t, 5)
undef otherwise

the(map-of (c,x)) if ty,(g) = Strr(c)
undef otherwise

tyy(sc, guara,(9,7)) = {

tyg(schqvarstr(g?x)) = {

Definition 4.16 (Memory name of a g-variable) We define the memory
name of a g-variable by the function mem, : gvar — memname.

memg(gvargm(x)) = gm
memg(guaryy, (i, z)) = im(3)

memg(guary, (1)) = hm
memg(guar ., (g,4)) = memg(g)
memyg(guar, (g, x)) = memg(g)

Definition 4.17 (Named g-variables) We define the predicate namedg, :
gvar — B to refer to g-variables which are not located in the heap memory.

namedg(g) = (memg(g) = gm V Ji : memg(g) = Im(7))

Definition 4.18 (Base address of g-variables) We define the base address
of a g-variable by the function bag : symbolconf x gvarl — N.

bag(sc, gvar g, (r)) = bay(sc.gst, )

bag(sc, gvary, (4,x)) = bay(sc.lstli, x)
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Heap variables are not named, so we cannot use the function ba, to compute
their base address. Instead, we add the size of all preceding heap variables.

i—1
bag(sc, gvary,, (i) = Z sizey(snd(sc.hstlj))

=0

For array and structure access we have again incomplete definitions.

bag(g) +i - sizeg(t) if ty,(g9) = Arrr(t, j)

b ’ arr 7. =
ag(sc, guary.(g,i)) {undef otherwise

For structure access, we exploit that the list of structure components looks
exactly like a symbol table. Thus, we can use the function ba,, which computes
the base address of a variable in a symbol table, also for the offset of a component
inside a structure.

bag(g) + the(bay(scl,x)) if ty,(g9) = Strr(scl)

b ) 9, =
ag(SC guarg, (g, z)) {undef otherwise

Definition 4.19 (Overlapping g-variables) We say that two g-variables g
and ¢’ overlap if the following formula is fulfilled.

overlapg(sc,g,9") =memg(g) = memg(g')

A (bag(sc, g), sizey(tyg(sc, g))) #
(bag(sc7 91)7 SiZ€t<tyg(SC, g/))>

Definition 4.20 (Initialized g-variables) We call a g-variable initialized if
its root g-variable is in the set of initialized variables of the corresponding
memory frame; g-variables in the heap are initialized by definition. We define
inductively the predicate initialized, : memconf x gvar — B.

initializedg(me, guar g, (v € mc.gm.init

x
indtialized s (me, guary, (i, z)) = & € me.lmli.init

= initializeds(me, g)

)
)
initializedg(mc, gvary,, (1)) = true
initialized s (mc, gvar,,.(g,1))

)

initializedg(mc, gvary, (g, x)) = initializedg(mc, g)

4.3.2 Reading from the Memory

To denote reading of memory cells from the memory of the C0 configuration
we use the following abbreviation.

Definition 4.21 (Reading memory cells) Let mc be a memory configura-
tion, n a memory name, and a and b natural numbers. We define the content
of the memory n in the range from a to b by case distinction on the memories
name:

me.gm.ctla :b]  if n=gm
mey [a bl = < medmli.ctla: b  if n = Im(i)

me.hm.ctla:b] if n=hm
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For convenience, we also define the following syntax for the content of the
memory n in the range from a to a + I:

mep [a,l] =mep [a:a+1—1]

Definition 4.22 (Value of a g-variable) Let mc a memory configuration,

and g a g-variable. We define the value of g-variable g by
valueg(me, g) = MCmem, (g) [bag(sc(mc),g), sizet(tyg(sc(mc),g))]

4.3.3 Semantics of Operators

In this section we will define the semantics of the unary and binary operators
of C0. For operators, only the value and type of the result are of interest, so
we will not define the left value, the memory object flag, or the initialized flag
in this section.

For unary operators we will define

valueo, : unop X mcellco | — meellco |
type,, : unop X ty — ty
and for binary operators
valueo, : binop X meellcg, X meellog, — meellc
type,, : binop X ty x ty — ty.

The functions which compute the values of operator application use option
types to support operators like division or modulo which compute partial
functions. If one of the inputs of the functions is None the result will also
be None by default (the only exception are the lazy binary operators from
Section 4.3.3). In the following we only define the remaining cases.

Arithmetic Operators

CO0 supports arithmetic operators for integer and unsigned integer operands.

Arithmetic operations on character operands are not supported.
Unary minus is only supported for integer operands and defined by
Int if @ = —231
valueo, (minus, | Int(a)]) = Lint(a)] it a .
|Int(—a)] otherwise

type,, (minus, Intt) = Intr

Addition, subtraction, and multiplication for integer and unsigned integer
operands are defined by

value,, (add, | Int(a
value,, (add, | Nat(a)
valueo, (sub, | Int(a
value,, (sub, | Nat(a)
valueo, (mult, | Int(a

valueo, (mult, | Nat(a)

= |Int(a + b mod, 2*") |

| Nat(a + b mod, 2°%)]
= |Int(a — b mod, 2*") |

| Nat(a — b mod, 2°%)]

| Int(a - b mod, 2°") |

I

Nat(a - b mod, 2°?)]
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Division and modulo are only defined for unsigned operands. If the divisor is
zero we define the result of division and modulo to be None.

None ifb=0

valueo, (div, | Nat(a)], [ Nat(b)]) = { | Nat(a div b mod, 2%?)| otherwise

None ifb=0
lue, d, | Nat , | Nat(b)]) =
value 2(m0 \_ a (G)J |_ a ( )J) {LN&t(a mod b mod,, 232” otherwise
For all binary arithmetic operators b the type of the result equals the type of
the first operand: type., (b, t1,t2) = t1.

Comparison Operators

We support the usual comparison operators (cf. Table 4.3) for operands of
basic types. Additionally, we support tests for equality and inequality for
pointers. The tests have the usual semantics; thus, we omit formal definitions
here. For all comparision operators ¢ we define the type of the result by
type,, (¢, t1,t2) = Boolr.

Bitwise Operators

For the formalization of the C'0 semantics, we had the choice to model the
basic types Intt, Unsigned, and Chart as bit vectors, which is close to the
definitions in the VAMP processor [BJKT03, BJKT06] and thus would simplify
the compiler verification, or as numbers, which is closer to the usual usage of such
types in high-level languages as C and thus would simplify the verification of C0
programs. Obviously, if enough C0 programs have to be verified the additional
one-time effort for compiler correctness proof pays off. Verification of non-trivial
C0 programs plays a major role in the Verisoft project thus we decided to
represent the basic types as numbers. This decision makes the definition of
bitwise operations more complicated: we have to convert the numbers to bit
vectors before applying the bitwise operations and back to numbers afterwards.

For bitwise negation and for all bitwise binary operators o we define the
result type as the type of the first operand. We set type, (not,t) = t and
type,, (0, t1,t2) = t1. We define the value of bitwise negation by

[Int ([ (twosz(a))]) ]
| Char ([ (twos(a))])]
[ Nat((=n (binsz(a)))))

valueo, (not, | Int(a)])
valueo, (not, | Char(a)|)
valueo, (not, | Nat(a)])

The values of applying the binary operators bitwise and, bitwise or, and bitwise
exclusive or are defined by

a)l, [Int(b)]) = | Int([twosa(a) Vi, twosa(b)])]
|, [Char(b)]) = | Char([twog(a) Vi, twog(b)])]
|_N(lt(<bin32<a) Vi blngg(b)>>J

valueo, (ory, | Int

~—

valueo, (ory, | Char(a)],
valueo, (ory, | Nat(a)] , | Nat(b)])



4.3. Expression Evaluation 51

valueo, (andy, [ Int(a) |, [Int(b)]) = | Int([twosz(a) Ay twosz(D)])]
valueo, (andy, | Char(a) |, | Char(b)]) = | Char([twos(a) Ay, twog(b)])]
valueo, (andyp, | Nat(a) |, | Nat(b)]) = | Nat((bingz(a) Ay bins2(b)))]

valueo, (zory,, [ Int(a)] , [Int(b)])
valueo, (zory, | Char(a)|, | Char(b)])
valueo, (zory, [ Nat(a)] , | Nat(b)])

| Int([twozz(a) @y, twoza(b)])]
| Char([twog(a) @y, twog(b)]) ]
| Nat({binsa(a) ®yp binga()))]

Logical Shift Operators

C0 does not support arithmetic shifts; only logical shifts are possible. For shift
operators we do not require the types for left and right operands to be equal.
Thus, let © € {Int(b), Char(b), Nat(b)} be the shift distance. We define the
semantics of the logical shift operators in CO by

valueo, (shifty, | Int(a)] , |z]) = | Int([twoss(a) < (b mod, 2°)))]
valueo, (shift,, | Char(a)] , |z]) = | Char([twos(a) < (b mod, 2°)])]
valueo, (shifty, | Nat(a)] , |z]) = | Nat({binsz(a) < (b mod, 2°)))]

valueo, (shift,, | Int(a)] , |z]) = | Int([twoss(a) > (b mod, 2°)))]
valueo, (shift,, | Char(a)| , |z]) = | Char([twos(a) > (b mod, 2°)])|
valueo, (shift,, | Nat(a)] , |z]) = | Nat({binzz(a) > (b mod, 2°)))]

The type of the result is determined by the type of the left operand. We define
for logical shift operators [ the result type by type,, (I, t1,t2) = t1.

Logical Operators

CO0 supports logical operators only for operands of boolean type. The result
type of logical negation and binary logical operators o is always boolean:
type,, (neg, Boolt) = Boolt and type,, (o, Boolt, Boolt) = Boolr. We define
the value of logical negation by

valueo, (neg, | Bool(a)|) = | Bool(—a)]

The binary logical operators are defined using lazy evaluation. Thus, if the
result is already determined by the first operand the second operand will not
be evaluated; in this case the second operand cannot generate run time errors.*
We define

Bool(false)| if a = false

valueo, (andy, | Bool(a)] , | Bool(b)]) {tBoolEb)J £ 0= frue
[ Bool(
[ Bool(

valueo, (ory, | Bool(a) |, | Bool(b)|) { Bool(true)| if a = true

Bool(b)] if a = false

4This is often useful to simplify conditions, as in the following code snippet where the
value of p is only read if p is not the null pointer: ‘if ((p != NULL) && (p—>value==5))’
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Type Conversion

We define three function for conversion between C0 types

valueo, (L0ins, [ Int(a)])
valueo, (t0int, LC}W”(C‘)J)

valueo, (toint, | Nat(a)]

la]
la]
]

a modg 231J

La mod,, 232J
La mod, 232J
la]

'Ualueol (tounsynda I_Int( )J)
'Ualueol (tounsgnd7 LChGT(a)J)
'U(llueol (tounsgndv LNat(a)J)

a

valueo, (tochar, | Int(a)]) = L mody 27J
valueo, (tochar, LChar(a)J) = |a]
valueo, (tochar, | Nat(a)]) = La mody 2 J

For type conversion the definition of the result type is obvious

type,, (toint, t) = Intr
typeol (tounsgnd; t) = UnszgnedT
typeol (tocharu t) = CharT

4.3.4 Evaluation Functions for Expressions

In this section we define the evaluation functions for expressions in the C0
small-step semantics using the definitions from the previous sections. We define
five functions for expression evaluation:

The function type computes the type of an expression. If the memory of the
C0 configuration fulfills certain type correctness requirements (cf. Section 5.3)
this function corresponds to the field ds.type for a data slice in Isabelle.

The function leval computes the address of an expression. It corresponds to
the field ds.1lval for a data slice in Isabelle. If the expression has no address,
e.g., for literals, leval is undefined.

The function reval computes the value of an expression. It corresponds to the
field ds.data for a data slice in Isabelle. If reval is applied to an uninitialized
expression it returns None.

The function mobj tests whether an expression represents a memory object
(mobj = true) or not (mobj = false). It corresponds to the (negated) field
ds.intermediate for a data slice in Isabelle.

The function initialized tests whether an expression is initialized. It corre-
sponds to the field ds.initialized for a data slice in Isabelle.

The signature of these functions is as follows. Observe that instead of the
complete memory configuration the functions type and mobj take only two
symbol tables — for the global and the local variables — as parameters. These
symbol tables are usually the global and topmost local symbol table of the
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current memory configuration.

leval : tenv X memconf x expr — gvar |

type : tenv x (S X ty) list x (S x ty) list X expr — ty |

mobj : tenv X (S X ty) list x (S x ty) list x expr — B
initialized : tenv X memconf X expr — B

reval : tenv X memconf X expr — (IN — mcellco) |

REMARK For the first memory cell of a value v :: N — mcellcg we will some-
times just write v instead of v(0) when the context is clear, i.e., when it is
obvious that we just refer to a single memory cell.

For the remainder of this section we denote by te a type name environment,
mc a memory configuration, and by gst and Ist global and local symbol tables,
respectively.

Literals

We start with the evaluation of literals which also includes aggregate literals
(cf. Section 3.1.3). The definition of memory object and initialized flags and of
the left value is simple for expressions of primitive literals [.

mobj(te, gst, Ist, Lit(l)) = false
initialized (te, me, Lit(l)) = true
leval(te, me, Lit(l)) = undef

We will not define these three functions for aggregate literals because they
are only used in the special statement for assignments of aggregate literals (cf.
Section 3.1.3). There, these functions are not needed.

The type of literal expressions and of aggregate literals is defined in two
steps.

Definition 4.23 (Type of literals) First we define the function typey, ::
lit — ty which computes the type of primitive literals.

typey; (Bool(b)) = Boolr
typey, (Int(i)) = Intt
typey, (Unsigned(u)) = Unsignedp
typey, (Char(c)) = Chary
typey (Null) = Nullr

Definition 4.24 (Type of aggregate literals) The type of aggregate liter-
als is defined by the recursive function type;, :: lity — ty.
type i (ALPrim(1)) = typey; (1)
type i (ALStruct(zs)) = Stro(map(type ., map(snd, zs)))
type i (ALArr (x#tas)) = Arro(|z#tas|, type i (x))

The definitions of the value of literal expressions and aggregate literals follow
the same structure.
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Definition 4.25 (Value of literal expressions) To compute the value of
primitive literals we define the function revalyy :: lit — mcellcg.

revalyi; (Bool(b)) = Bool(b)

revalyg (Int (7)) = Int (i)
revaly (Unsigned(u)) = Nat(u)
revaly, (Char(c)) = Char(c)
revaly, (Null) = Ptr(L)

Definition 4.26 (Value of aggregate literals) We define the value of ag-
gregate literals by the recursive function revalay :: lit, — mcellcg list.

reval it (ALPrim(l
reval gyt (A LStruct ([ ]

)) = [revalys (1))
)
reval it (A LStruct (x#£xs))
)
)

]

reval it (snd(x)) o reval iy (ALStruct(zs))

]

= reval it () o reval g (ALArr(zs))

reval gy (ALArr([]
reval s (ALATr (x#as

The definition of type and reval for literal expressions is now trivial:

type(te, gst, Ist, Lit (1)) = [ typey;(1)]
reval(te, me, Lit(1)) = | revalys(1)]

Variable Access

The mobj flag for access to a variable v is obviously defined as
mObj(te’ gSta lSta VG/T(U)) = true.

In CO0, local variables shadow / hide global variables of the same name.
Thus, for an access to variable v we first have to test whether a local variable
of this name exists. If it does we access the local variable. Otherwise, we access
the corresponding global variable. If the variable is defined neither in the local
nor in the global memory, evaluation fails and we set

initialized (te, me, Var(v)) = false
type(te, gst, lst, Var(v)) = None
leval(te, me, Var(v)) = None
reval(te, me, Var(v)) = None

Otherwise, we define type and left evaluation by

type, (Ist,v) if v € map(fst, lst)

type(te, gst, lst, Var(v)) =
ype(te, g (v)) {typev(gstw) otherwise

Lgvaryy, (Ime.dm| —1,v)]  if v € map(fst, lstiop(mc))

leval(te, me, Vi =
cval(te, me, Var(v)) {Lgvargm(v)J otherwise
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For the remaining evaluation functions we abbreviate with m the memory
which is used for the variable access

) Imiop(me) if v € map(fst, Istiop(mc))
| me. gm otherwise

and define
initialized(te, me, Var(v)) = v € m.init
reval(te, me, Var(v)) = |m.ct[bay(m.st,v), sizey (type, (m.st,v))] |
Pointer Dereferencing

Now, we define the evaluation of pointer dereferencing Deref(e). By definition,
pointers refer to memory object; thus, we set

mobj(te, gst, Ist, Deref (e)) = true.
For the remaing definitions we require
e initialized(te, mc, e), i.e., that e is initialized,
o type(te, gst(mc), Istiop(me), e) = | Ptrr(tn)], i.e., that e is of pointer type,

e map-of (te,tn) = |t], i.e., that the type name tn is present in the type
name environment,

o reval(te,me,e) = | Ptr(p)| Ap # L, i.e., that the value of e is a non-null
pointer, and finally,

o memg(p) € {gm, hm}, i.e., that the pointer points to the global memory
or to the heap.

If one of these conditions is violated evaluation fails and we set initialized to
false and type, leval, and reval to None. Otherwise, we define:

initialized(te, me, Deref (e)) = initializedg(me, p)

map-of (te, tn)

lp]

= |valueg(me,p)]

(e)
type(te, gst, lst, Deref (e)
leval(te, me, Deref (€)
(e)

reval(te, me, Deref (e

— — — —

Address-Of Operator
Now, we define the evaluation of the address-of operator AddrOf(e). The

address of an object is not a memory object itself but it is always initialized.

Thus, we define

mobj(te, gst, Ist, AddrOf (e)) = false
initialized (te, mc, AddrOf (e)) = true

As for pointer derefering we have some requirements for the successful
evaluation of an address-of operator. We require

o map-of (map(flip, te), type(te, gst(mc), lstyop(mc),e)) = |tn], ie., that
there exists a type name for the type of expression e,
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e mobj(te, gst, lst,e) = true, i.e., that e is a memory object, and

e leval(te,mec,e) = |g], i.e., that left evaluation of e gives some g-variable
g.

If one of these requirements is violated we set type, leval, and reval to None.
Otherwise, we define

type(te, gst, lst, AddrOf (e)) = | Ptro(tn)|
leval(te, me, AddrOf (e)) = undef
reval(te, me, AddrOf (e)) = |[Ptr(g)]]

Access to Structure Components

In this section we define the evaluation of an access to a structure component.
The memory object and initialized flags of a structure access Str(e, cn) equal
the corresponding flags for e.

mobj(te, gst, Ist, Str(e, cn)) = mobj(te, gst, lst, )
initialized(te, me, Str(e, cn)) = initialized (te, mc, €)
For the remaining evaluation functions we require
e that e is a structure, i.e., type(te, gst, Ist,e) = | Strr(cl)]

e that the component name cn occurs in the compont list ¢l of this structure,
i.e., map-of (cl,cn) = |t], and

e that e can be evaluated, i.e., leval(te, mc,e) = |g| and reval(te,me,e) =

lv].

If one of these requirements is violated we set type, leval, and reval to None.
Otherwise, the relative base address of component ¢n in the structure is defined,
i.e., bay(cl,cn) = |b], and we define

type(te, gst(me), lstyop(me), Str(e, cn)) = |t
leval(te, me, Str(e,cn)) = | gvary, (g, cn)|
reval(te, me, Str(e, cn)) = |v[b, size4(t)] ]

Access to Array Elements

For array access we have instead of a component name cn a second sub expression
e; which specifies the index of the requested array element. The definition of
the memory object and initialized flags is similar to structure access.

mobj(te, gst, Ist, Arr(ea, e;)) = mobj(te, gst, lst, e,)

initialized (te, me, Arr(ea, €;)) = initialized (te, me, e,) A initialized(te, me, €;)
For the remaining evaluation functions we require

e that the array expression e, can be evaluated, i.e., leval(te,mc, e,) = |ga]
and reval(te,me,e,) = |val,
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e that the index expression e; can be evaluated to some numerical value

LI ()
V reval(te, mc, e;) = | Nat(i)|
V reval(te, me, e;) = | Char(i)]

reval(te, me, e;)

o that type(te, gst(mc), lstiop(mc),ea) = |Arrr(l,t)], ie., that e, is an
array with [ elements of type t,

e and that the index is in range, i.e., i <.

If one of these requirements is violated we set type, leval, and reval to None.

Otherwise, we define:

]
leval(te, me, Arr(ea, ei)) = [gvar,,.(ga, 1) ]
|vali - sizes(t), sizes(t)]]

type(te, gst, lst, Arr(ea, e;))

reval(te,me, Arr(e,, €;))

Unary Operators

For the definition of expression evaluation for unary operators we use the
definitions from Section 4.3.3. For an expression UnOp(o1,e) which applies a
unary operator o; to an expression e we define

mobj(te, gst, Ist, UnOp(o1,€)) = false

initialized (te, me, UnOp(o1,€)) = initialized(te, mc, e)
For the definition of the remaining evaluation functions we require
e reval(te, mc,e) = |ve], i.e., that e can be evaluated and

e value,, (01,v,) = |v], i.e., that applying the unary operator to this value
returns a meaningful result.

If one of these requirements is violated we set type, leval, and reval to None.

Otherwise we define

type(te, gst, Ist, UnOp(o1,e)) = Ltypeol(ol, the(type(te, gst, lst, e)))J
leval(te, mec, UnOp(o1,€)) = undef
reval(te, me, UnOp(oy,€)) = |[v]]

Binary and Lazy Binary Operators

The definition of the evaluation functions for binary and lazy operators follows
the scheme from the unary operators. Let e be a binary or a lazy binary
expression, i.e., e = BinOp(og, e1,e2) or e = LazyBinOp(oz, e1,e2). We define
the memory object and initialized flags by

mobj(te, gst, lst, e) = false

initialized (te, mc, €) = initialized(te, mc, e1) A initialized(te, mc, ez)

For the definition of the remaining evaluation functions we require that
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e ¢; and ez can be evaluated to values, i.e., reval(te,mc,e;) = |v1] and
reval(te, me, ea) = |va],

e that applying the binary operator to these values returns a meaningful
result, i.e., valueo, (02, v1,v2) = |v],

e and that for both sub expressions we can compute a type

I
—
~

A
[

type(te, gst(me), Istyop(me), e1)
type(te, gst(me), Istyop(me), e2)

I
—
o~

V)
—

If one of these requirements is violated we set type, leval, and reval to None.
Otherwise we define

type(te, gst, Ist, e) = |type,, (o2, t1,t2)]
leval(te, mc, e) = undef

reval(te,me, e) = | [v]]

4.4 Execution of CO Programs

In this section we define the execution of C'0 programs. We start in Section 4.4.1
with the definition of the initial configuration for a given CO program. In
Section 4.4.2 we formalize a function for memory updates which is used in
Section 4.4.3 to define the transition function of the C0 small-step semantics.

4.4.1 Initial Configuration

In CO the values of global and heap variables are initialized with default values.
In this section we define these default values (sometimes also called initial
values) for all CO types. Then, we use the initial values to define the initial
configuration for a given C0 program. This initial configuration depends only
on the function table and the global symbol table.

Definition 4.27 (Initial memory frame) Before its initialization with de-
fault values, the initial content of a memory frame for a given symbol table st
is defined as follows.

ct = undef
iNitmem(st) = | st =st
init =0

Definition 4.28 (Initial values) We introduce the function inity, :: ty —
mecellco list which defines default values for all C0 types by structural induction.

initya) (Boolt) = [Bool(false)]
initval (Intt) = [Int(0)]
indtya (Chart) = [Char(0)]
indtya1(Unsignedy) = [Nat(0)]
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initya) (Ptro(tn))
initya (NullT)
indtyal (Arro(n,t))
)
)

[Ptr(L)]
[Ptr(L)]
replicate(n, inity, (t))

i

initval(StTT ( [ ])
indtval (Stro((cn, t)#xs)

Nityal (t) 0 initya (Stro(zs))

Definition 4.29 (Initial symbol tables) We introduce the function initg; ::
(S x ty) list — mcellcg list. The function computes the initialized content for a
given symbol table by concatenation of the initial values of all its variables.

inits ([1) = []

initsy ((vn, t)#xs))) = indtya (t) o initg ()

Definition 4.30 (Initializing variables) We define the function inityas ::
mframe — mframe which initializes all variables of a given memory frame. The
function initializes the content of a memory and additionally adds all variables
of the memory to the set of initialized variables.

" ct := X . initg (m.st)li
inibvars(m) = init := {map(f;t,m.gt)}

Next, we define the initial memory configuration of a C'0 machine. The
initial memory depends on the function table and the symbol table for the
global variables. The global variables are zero-initialized using the function
Milyars, the local memory stack is initialized with a single frame for the main
function, and the heap memory is initially empty.

Definition 4.31 (Initial memory configuration) The initial memory con-
figuration of a C'0 program is defined by the function inity, :: functableT x
(S x ty) list — memconf |. Let ft be a function table and gst a symbol ta-
ble with the global variables. Further, let mf be the main function of the
program, i.e., map-of (ft,”main”) = |mf]. If there is no main function, i.e.,
map-of (ft,”main”) = None, we set initm(ft, gst) = None. Otherwise, we
define

gm = iNityars (iNitmem (gst))
initme(ft, gst) = Im = [(initmem (mf .params o mf lvars), undef))
hm = [initmem([])]

Now, we can define the initial configuration of a C0 machine.

Definition 4.32 (Initial configuration) Let ft be a function table and gst
the symbol table of the global variables. We define the function initeons ::
functableT x (S x ty) list — confy, which generates the initial configuration
of a C0 machine. If there is no main function, i.e., map-of (ft,” main”) =
None, we set initeont(ft, gst) = None. Otherwise, we abbreviate with mf =
the(map-of (ft,”main”)) the main function of the given function table and
initialize the program rest of the C'0 machine with the body of the main
function without the final return statement.

mem = the(initme(ft, gst)) H

initcont(ft, gst) = L{ prog = remlast(mf.body)
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4.4.2 Updating Memory

Before we start defining the C'0 transition function we introduce a function
which updates the memory of a C0O configuration. This function will be used
in Section 4.4.3 to model the semantics of assignments, function calls, returns,
and memory allocation.

Let mc a memory configuration, g a g-variable, and v :: N +— mecelleg a
value. We define the function memupd :: memconf x gvar x (N — mcellcy) —
memconf | which updates g-variable g with value v.

In CO, partial updates of uninitialized variables are not allowed; thus, we
require that g is initialized or it is a root g-variable: initializeds(mc, g) V
rootg(g) = g. If this requirement is violated, we set memupd(mec, g,v) = None.

Otherwise, we define the memory update by case distinction on g¢’s root
g-variable. For this, abbreviate the base address of g by b = bag(sc(mc), g) and
its size by s = sizey(ty,(sc(me), g)).

e 100tg(g) = guary,(z):

d( )= gm.init == gm.init U x
TMEMUPALME, §,0) == | ME\ - o et := gm.ct ([b, 5] := v][0, s])

e 100ts(g) = guary, (i,x):

Imli.init .= Imliinit U x H

memupd(me, g,v) := \‘mc [ Imli.ct .= Imli.ct ([b, s] :== v[0, s])

* 100lg(g) = guaryy, (j):

memupd(mc, g,v) := |mc| hm.ct := hm.ct ([b, s] := v[0, s]) |]

Observe that we do not update the set of initialized variables for heap variables,
because all heap variables are initialized by definition. Thus, the set of initialized
variables for the heap memory frame is never used.

ISABELLE Observe that for the formal counterpart mem_update of this function
in Isabelle the value is represented by a data slice. The data slice contains a
flag which specifies whether the value of the data slice is initialized and this flag
is checked by mem_update: if the data slice is not initialized it returns None. In
this thesis the function memupd cannot check if the value is initialized; rather,
this test is done explicitely for each use of memupd.

4.4.3 Transition Function

Now, we define the transition function d¢g of the C'0 small-step semantics which
models the execution of C'0 programs. Given a type name environment te and
a function table ft, the transition function maps the current C0O configuration ¢
to its successor configuration dcg(te, ft, c) or, in case of an error, to None.

dco 2 tenv X functableT x confqg — confeog
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Comp Comp

dco
Comp 52 — Comp 52

Ass(er,er) 81 Skip 51

Figure 4.2: Execution of Compound Statements: Real Statement

We define the transition function by induction on the program rest. If the
program rest is a compound statement Comp(s1, s2), we apply the transition
function recursively to s;. Otherwise, it consists of a single statement and we
execute it without recursive execution of d¢g.

Skip

If c.prog = Skip the C0O program has terminated. We model termination by a
fix point and define dco(te, ft,c) = |c].

Statement Composition

For c.prog = Comp(s1,s2) we define the execution of the CO program by
recursion on the left sub statement s;. We consider two cases.

If s; = Skip the execution of the left sub tree has finished and we set
dco(te, ft,c) = |c[prog := sa]], i.e., we execute the skip statement. Otherwise,
we define

dco(te, ft,c) =
{LC”[p'rog := Comp(C'.prog, s2)|| if dco(c[prog := s1]) = |C’]

None otherwise

The effect of this recursive definition is that the transition function executes the
first real (i.e., different from Comp) statement in the program rest and replaces
it by a skip statement. The structure of the program rest changes only locally
at the executed statement. This is illustrated in Figures 4.2 and 4.3.

Conditional

If the program rest is built by some conditional statement, i.e., c.prog =
Ifte(e, s1, 82), the new program rest will either be s; or sy depending on the
condition e. We require type(te, gst(c.mem), Istyop(c.mem), e) = | Boolt | and
initialized(te, c.mem, e), i.e., that the condition expression is of boolean type
and initialized, and that in can be evaluated, i.e., reval(te,c.mem,e) = |v.|. If
one of these requirements is violated we set dco(te, ft,c) = None. Otherwise
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Comp Comp
dco
Comp 52 _— 51 52
Skip S1

Figure 4.3: Execution of Compound Statements: Skip Statement

we define

= if e — Bool(t
Scolte, ft,c) = Lc[prog = s1]] ifw . ool(true)
|c[prog := s3]| otherwise

While Loop

If c.prog = Loop(e,lb) the new program rest will either be Skip, if the loop
condition evaluates to false, or Comp(lb, Loop(e,1b)), if the condition is true.
In the latter case, the loop body Ib will be executed once before testing the loop
condition again. For loops we require as for conditionals initialized(te, c.mem, e)
and type(te, gst(c.mem), Istyop(c.mem), e) = | Boolt |, i.e., that the loop condi-
tion is initialized and of boolean type, and that it can be evaluated to some
value, i.e., reval(te,c.mem,e) = |v.|. If one of these requirements is violated
we set dcolte, ft, ) = None. Otherwise we define

|c[prog := Comp(lb, Loop(e,1b))]] if ve = Bool(true)
|c[prog := Skip] | otherwise

5C0(tevﬁvc) = {

Assignment

As described in Section 4.1.3, the C'0 small-step semantics distinguishes two
kinds of assignments: normal assignments and assignments of aggregate literals.
The latter form is used for the initialization of non-elementary variables in
a single step which is necessary for the equivalence proof between the C0
small-step semantics and the Hoare logic from [Sch06].

Normal Assignment. Let the program rest consist of a normal assignment
statement: c.prog = Ass(e;,e,). We require that the left expression e; can
be evaluated to some g-variable g, i.e., leval(te,c.mem,e;) = |g|, that the
right expression e, can be evaluated to some value v and is initialized, i.e.,
reval(te,c.mem, e,.) = |v| and initialized(te, c.mem, e,.), and that updating the
memory succeeds, i.e., memupd(c.mem, g,v) = |mc'|.

If one of these conditions is violated we set dco(te, ft,c) = None. Otherwise

we define '
Sco(te, ft.c) — LC { prog := Skip H

mem = mc’
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Assignment of Aggregate Literals. The semantics of aggregate literal
assignments are similar to normal assignments. Let the program rest be
c.prog = Asspy(er, ). We require that the left expression e; can be evaluated
to some g-variable g, i.e., leval(te,c.mem,e;) = | g], that the aggregate literal !
can be evaluated to some value v, i.e., revaly;t(I) = |v], and that updating the
memory succeeds, i.e., memupd(c.mem, g,v) = [mdc].

If one of these requirements is violated we set dco(te, ft,c) = None. Other-
wise we define as before for normal assignments

Sco(te, ft, ¢) = LC{ prog := Skip H

mem = mc’

Memory Allocation

Let the program rest consist of a statement for allocation of new heap memory,
i.e., c.prog = PAlloc(ey, tn).

We introduce the predicate availheap :: memconf x ty — B which specifies
if there is enough heap memory available to allocate a new object of a given
type. For the C'0 semantics, this predicate remains an uninterpreted parameter.
This keeps the C0 semantics independent of the amount of available memory in
a concrete machine. However, in Section 8.3 we will give a concrete instance
of this predicate which decides based on the available memory on the target
machine and the set of already allocated objects. It is possible to replace that
simple instance with a more involved version which supports garbage collection
without changing the C'0 semantics.

If there is enough free heap memory left the execution of the allocation
statement can be divided into two steps.

1. In a first step, we extend the heap memory by a new (unnamed) variable
of correct type and initialize it.

2. In a second step, we create a pointer to the newly allocated variable and
assign it to the left expression e;.

If there is not enough heap memory left we skip the first step and assign a null
pointer in the second.

For both cases we require that the left expression e; can be evaluated to
some g-variable g, i.e., leval(te,c.mem,e;) = | g|, and that the type name tn is
defined in the type name environment, i.e., map-of (te,tn) = |¢t].

Definition 4.33 (Heap extension) We introduce the function extendpeap ::
(memconf x ty x B) x memconf x ty — memconf which handles step 1 of the
above list, i.e., it adds a new initialized variable to the heap. Let m the old
memory configuration, and ¢ the type of the new heap variable. Then the new
memory configuration m’ = extendneap(availheap, M, t) is defined as follows.

We abbreviate the base address of the new heap variable (which equals the
abstract size of the old heap memory) by b = Z‘jh:sé(m)‘*l sizey(snd(hst(m)!j)).
If there is enough heap memory available, i.e., availheap(m,t) = true, the new
heap memory is defined by

st := hst(m) o [(undef,t)]

r_
fom? = m.hm ct := m.hm.ct ([b, sizet (t)] := initya1(t)[0, sizet(t)])
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Otherwise, if availyeap(m,t) = false, we set hm' = m.hm.

For the second step, let p be a pointer which is either the null pointer, if
there is not enough heap memory, or points to the newly allocated heap variable.

) Ptr(gvary,, (|hst(c.mem)])) if availyeap(c.mem,t)
| Prr(L) otherwise

If one of the requirements is violated we set dco(te, ft,c) = None. Otherwise,
updating g with p succeeds (because p is by definition properly initialized) and
gives a new memory configuration mc’, i.e.,

memupd ( extendyeap (availyeap, c.mem, t), g, [p]) = |mc’] .

Then, we define the new configuration by

Scolte, ft, c) = H prog := Skip H

mem = mc’

Function Call

Let the program rest consist of a function call to a function with name fn and
parameters pl, i.e., c.prog = SCall(vn, fn, pl). The return value of this function
call with later be stored in variable vn. Such a function call to is executed in
several steps.

1. First, we extend the local memory stack by a new stack frame. The
symbol table of this new stack frame consists of the parameters and local
variables of the called function.

2. Then, we evaluate the parameters of the function call and copy their
values into the new stack frame.

3. As a last step, we set the new program rest to the body of the called
function.

We start with the definition of a function which copies the parameters.

Definition 4.34 (Parameter passing) We define the semantics of parameter
passing via the function copy,,,, :: memconf x (N — mcellco) list x S list
memconf | . An application copy,,,.(mc,vl,pnl) of this function copies the
values from the value list vl to variables in the current local memory frame of
memory configuration mec. Which variables are updated is specified by the list
pnl of parameter names. The function copy,,,,, is defined by recursion on the
list of values. We define the base case by

COPY para (M, [], prl) = [me] .

For the recursive case, i.e., copypam(mc7 v#vl, pnl), assume that copying the
first parameter value to the local variable hd(pnl) in the current local mem-
ory frame succeeds. If this is not the case we set copypara(mc,v#vl,pnl) =
None. If it succeeds there exists a new memory configuration mc’ such that
memupd (me, gvar,, (lme.lm| — 1, hd(pnl)),v) = |mc'| and we define

copypara(mc,v#vl,pnl) = copypara(mc',vl, tl(pnl)).
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Now, we start with the definition of the transition function for function calls.

We combine steps 1 and 2 in the function extendgiack. First, we introduce the
notation stgu, (f) = f.params o f.lvars to refer to the symbol table of a function
f it funcT. This symbol table is composed of the parameters f.params and of
the local variables f.lvars.

Definition 4.35 (Stack extension) We introduce the function exrtendsiack ::
tenv X memconf x S x funcT X expr list — memconf . An application
extendgpack (te, me,vn, f,pl) of this function adds a new memory frame for
function f to the local memory stack of configuration mc and copies parameters
pl to it. The return destination of the new memory frame — the address /
g-variable where the result of the function will be written — is obtained from
variable vn.

Let m’ be the new local memory frame and mc’ an intermediate extended
memory configuration:

ct = undef
m = | st = stan(f)
mit =10

mc’ = me[lm := mc.lm o [(m/, leval(te, me, Var(vn)))]]

Observe that the local variables of the function are not automatically initialized
(m/.init = (). Only the function’s parameters are being initialized during the
function call. For all other local variables, the programmer is in charge of proper
initialization before usage. Given that all parameters can be evaluated and
are initialized, we obtain the final extended memory configuration from mc’ by
copying the values of the parameters

extendgiack (te, me,on, f,pl) =
COPY para (M, map(the(reval (te, mc)), pl), map(fst, f.params)).

Otherwise, i.e., if not all parameters can be evaluated, stack extension fails, and
we set extendsiack(te, me,vn, f,pl) = None.

Now, it is easy to define step 3 and by that the new configuration of the
C0 machine after executing the statement SCall(vn, fn,pl). Abbreviating with
f = the(map-of (ft, fn)) the function which is being called we define

doo(te, ft,c) = {c [ prog := f.body }J

mem = the(extendstack (te, me, vn, f,pl))

Return

Let the program rest consist of a return statement with return expression re,
i.e., c.prog = Return(re). The execution of this statement can be divided into
two steps.

1. Evaluate the return expression and store its value at the return destination
specified by the current local memory frame.

2. Remove the current local memory frame from the stack.
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e S — citl -
synthesize
ds(ifl) > ds(z) > ds(i)+t >
execution
of inline
assembly

Figure 4.4: Modeling the Semantics of Inline Assembly Code

We require that the return expression re can be evaluated to some value v
and is initialized, i.e., reval(te,c.mem,re) = |v| and initialized(te, c.mem, re),
and that updating the return destination with the value of the return expression
succeeds, i.e., memupd(c.mem, snd(hd(c.mem.lm)),v) = |mc’].

If one of the requirements is violated we set dco(te, ft, c) = None. Otherwise,
we define the new configuration by

Scolte, ft, ¢) = LC[ prog := Skip H

mem.lm := butlast(mc’.lm)

Inline Assembly

Originally, we planned to introduce a separate computational model to define
the semantics of C0 with inline assembly (cf. [GHLPO05]). However, during the
verification of Verisoft’s academic system, it turned out to be more effective
to verify chunks of C0 code and chunks of assembly code separately [ST08]
and to combine the results later using the compiler correctness theorem from
Chapter 8. This method heavily depends on the fact that the correctness
theorem is formulated as a small-step simulation theorem which relates every
state of a C'0 computation to some consistent assembly state. The simulation
theorem provides a ‘double’ computation consisting of a sequence of CO states
and a sequence of corresponding assembly states.

This allows to switch at the start of inline assembly code from the CO layer
in configuration ¢* to some configuration d*® at the assembly layer. Starting
from d*(¥), we completely execute the inline assembly part (we do not support
non-terminating inline assembly code). After its execution, we derive a new
(consistent) CO configuration ¢! from that part of the final assembly state
d*(D+t which resembles the variables of the C0O program.®

This method of integrating inline assembly into the execution of C'0 programs
is illustrated in Figure 4.4. Observe that the dotted arrow in the assembly layer
corresponds to several steps of the assembly machine.

5 Observe that this method for the integration of assembly code into C'0 computations is
not a part of this thesis except for the development of the simulation theorem which it depends
on. A. Tsyban has developed and successfully applied the method during the verification of
low-level parts of Verisoft’s academic system.
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XCalls

As mentioned in Section 2.1.1, the meaning of each individual XCall is defined
axiomatically. Confer [ASS08] for a detailed example where the authors use
XCalls for the pervasive verification of a paging mechanism which is used in
Verisoft’s academic sub project.

4.4.4 Computations

In this section we combine the initial configuration of a C'0 program and the
C0 transition function in order to define computations of a C0 program. We
start with the definition of a function which executes the C0 transition function
several times.

Definition 4.36 (Multiple CO transitions) We define the function &g ::
tenv X functableT x confcy + confcy, which executes the CO transition
function n times starting from a given configuration. The definition is done by
induction on n.

6%0(t67ft7 C) = I_CJ

5+ (te, ft, ¢) = dcolte, ft, ) if 560(te,ft,c) = ||
o None if 0g(te, ft,c) = None

C0 programs consist of a type name environment te, a function table ft,
and a symbol table gst for the global variables.

Definition 4.37 (C0 computation) We introduce the function nthstepd, ::
tenv x functableT x (S x ty) list — conf o, which computes the n-th configu-
ration of a C0 program starting from its initial configuration.

(580(t€7ft7 CO) if Z.77‘ilifconf<ft> gSt) = LCOJ

nthstepcy(te, ft, gst) =
pco(te, ft, gst) { None otherwise
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In this chapter, we will introduce several properties and invariants of the C'0
small-step semantics which we will need in Part II for the compiler correctness
proof.

We start with some basic properties of the C'0 transition function in Sec-
tion 5.1. Then, we introduce in Section 5.2 the set of valid C0O programs which
requires expressions, statements, and other components of C0 programs to be
consistent and well-formed. In Section 5.3, we introduce the notion of type
correctness and show that the C'O expression evaluation is type correct. In
Section 5.4, we define an invariant about the structure of program rests and
prove that it is preserved by the C0 transition function. Finally, we define in
Section 5.5 the set of valid C0O configurations. This definition includes among
others static type correctness properties and well-formedness conditions on the
program structure.

5.1 Basic Properties

The following lemma relates the execution of one step for a given program rest
with the execution of one step when the program rest is replaced by its first
non-compound statement, i.e., by hd(s2l(c.prog)). This lemma allow to prove
properties about the next step of the C'0 machine without doing induction on
the structure of the program rest.

Lemma 5.1 (Execution of the first statement) Let te be a type name en-
vironment, ft a function table, and ¢ a CO configuration and assume that the
CO0 transition function does not produce an error in the next step.

Then, if we execute the CO transition on a fictive configuration which equals
c, except for the program rest which is replaced by the first non-compound
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statement in the program rest of ¢, we get the same memory configuration as if
we would have executed the transition function on the original configuration c.

dco(te, ft,c) = ]
= .mem = the(dco(te, ft, c[prog := hd(s2l(c.prog))])).mem

PrRoOOF This lemma is proved by a simple induction on the program rest. The
different induction steps are trivial and omitted here.

5.2 The Set of Valid CO Programs

Only a small fraction of the C0O configurations which could theoretically be
build according to the definitions from Section 4.2 are reasonable. For example,
we could build a configuration where one of the statements in a function is
‘5=true;’. This particular statement is invalid for two reasons:

1. ‘5’ is a constant, i.e., it should not be used as a left expression, and
2. the types of left and right expression do not match.

In this section we define a predicate which separates the ‘good’ from the ‘bad’
C0 configurations. We start with the definition of valid expressions, extend this
to valid statement, introduce valid type name environments, and define finally
the set of valid function tables.

All these properties are static and the formal definitions are executable via
Isabelle’s code generation feature [BN02, Ber03]. Thus, the properties can be
checked once and for all for a given C'0 program which is in fact nothing else
than a (huge) constant in Isabelle / HOL. For details how this approach can be
used inside proofs see [Tzi07].

5.2.1 Valid Expressions

In this section we define the set of valid C'0 expressions. We start with the
definition of three predicates which specify which types are valid for the unary,
binary, and lazy operators of C0. In particular, arithmetic operations for
expressions of type Chare are not supported.

Definition 5.1 (Valid unary operations) We define inductively the set of
valid unary operations.

validynop = unop X ty set

t= IntT

(minus, t) € validunop

t € {IntT, Unsigned}
(neg,t) € validunop

t = Boolr
(not,t) € validunop
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o € {toint, tounsgnd; 10 char } t € {Intr, Unsigned, Charr}
(0,t) € validynop

Definition 5.2 (Valid binary operations) We define the set of valid binary
operations.

validpinep 2 binop x ty X ty set
For arithmetic and bitwise operators we require both operands to have the same

type. Observe that division and modulo computation are only supported for
unsigned operands.

o € {add, sub, mult, ory,, andy,, zory } th =t t1 € {Intr, Unsignedy}

(O7 t1, tg) S validbinop

o € {div, mod} t1 =t t1 = Unsignedy
(07 t17 t2) € validbinop

The type of the shift distance can be an arbitrary numeric type.

o € {shift,, shift,}
t1 € {Inty, Unsigned} to € {Intt, Unsigned, Charr}
(O7 tl, tg) € ’L}alidbinop

SRS {Compless7 COMPe, Compgreater’ Compge}
t1 =ty t; € {Intr, Unsignedp, Charr}

(O, tl, tQ) S ?]Cblidbinop

We allow equality tests if both types are equal and elementary. Additionally, we
support one of them being a pointer and the other the special type NullT which
represents null pointer constants. This allows to compare arbitrary pointers
with Null.

o € {compey, compyeq}
elem?t(tl) t1 =1tV (tl = Ptro Nty = N’LLHT) \Y (tl = Nullt ANty = PtTT)

(binop, t1,t2) € validyinop

Definition 5.3 (Valid lazy operations) We define the set of valid lazy op-
erations.

validiazyop 2 lazyop X ty X ty set

tl = BOOlT t2 = BOOlT

(andi, t1,t2) € validiazyop

tl = BOOlT t2 = BOOlT
(07”1, t1, tg) S validlazyop
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Next, we define the sets of valid primitive and aggregate literals. We restrict
the range of values to come up with the bounded register size of computers.

Definition 5.4 (Valid literals) We define the set of valid literals.

validyy 2 lit set

_231 S i< 231
Int (i) € validy

0<n< 2%
Unsigned(n) € validy

—2T<i< 2
Char (i) € validy

Bool(b) € validy

Null € valid;

Definition 5.5 (Valid aggregate literals) We define the set of valid aggre-
gate literals.

validayg @2 lit, set

ALPrim(p) € valid

For array literals we require that all elements have the same type and are
themselves valid aggregate literals.

vl # ] Yo € vl 1 v € validyit Yo € vl @ type (V) = type s (hd(vl))
ALArr(vl) € validay

For structure literals we also require that the components are themselves valid
aggregate literals and additionally that the component names are pairwise
distinct.

cvl # [] distinct(map(fst, cvl)) Vev € evl = snd(cv) € validant
ALStruct(cvl) € validat

ISABELLE Observe that for technical reasons the definition of valid aggregate
literals in Isabelle / HOL has been done slightly different using three mutual
recursive functions instead of an inductive set. Nevertheless, the semantics of
both definitions are equivalent.

For the definition of valid expressions we need a predicate which checks
whether a given expression refers to an object in the local memory. Of course
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we could simply left evaluate the expression and check the memory name of
the obtained g-variable. But this would require to have a complete memory
configuration which conflicts with our intention to define a static property.

Definition 5.6 We define the predicate Imexpr :: tenv x (S x ty) list x (S x
ty) list x expr — B which tests whether a given expression belongs to a local
memory. In CO, pointers to local variables are forbidden. Thus, in valid C0
programs, the address-of operator and pointer dereferencing cannot generate
expressions which reference a local memory frame.

Imexpr(te, gst, lst, Var(vn)) = vn € map(fst, lst)
Imexpr(te, gst, lst, Arr(eq, e;)) = Imexpr(te, gst, Ist, e,)
Imexpr(te, gst, lst, Str(e, cn)) = lmexpr(te, gst, Ist, e)

For all other expressions e we set the predicate to false.
Imexpr(te, gst, Ist, e) = false
Definition 5.7 (Valid expressions) We define the set of valid expressions.
It depends on the type name environment te and on the symbol tables lst and
gst for local and global variables.
validexpr : tenv X (S x ty) list x (S x ty) list — expr set

We require literals to be valid according to the definition on the facing page.

I € validyy,
Lit(l) € validexpr(te, gst, lst)

Variables must be defined in the local or in the global memory.

vn € map(fst, lst) V vn € map(fst, gst)
Var(vn) € validexp:(te, gst, Ist)

An access to an array element is valid if all sub expressions are valid and have
proper types. Observe that array indices have to be unsigned expressions.

type(te, gst, lst,e,) = | Arron,t] type(te, gst, lst, e;) = | Unsigned |
eq € validexpr(te, gst, lst) e; € validexp: (te, gst, lst)
Arr(eq, e;) € validexp (te, gst, lst)

For access to structure components we require that the sub expression is valid
and has a proper type and that the component name is present in the structure

type.

type(te, gst, lst, e) = | Strr(scl) ]
en € map(fst, scl) e € validexp: (e, gst, Ist)
Str(e, cn) € validexpr(te, gst, Ist)
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Operator application is a valid expression if all sub expressions are valid and
their types go with the operator.

type(te, gst, lst,e) = |t] (0,t) € validunop e € validexpr (e, gst, lst)
UnOp(o,e) € validexp: (te, gst, lst)

e1 € validexp: (te, gst, lst)
e € validexp: (te, gst, lst) type(te, gst, lst,e1) = |t1]
type(te, gst, Ist, es) = |ta] (0,t1,t2) € validyinop
BinOp(o, e1, e2) € validexp:(te, gst, lst)

e1 € validexp: (te, gst, lst)
e € validexp (te, gst, lst) type(te, gst, lst,e1) = |t1]
type(te, gst, lst, ea) = |ta] (0,t1,t2) € validiazyop

LazyBinOp(o, e1, e2) € validexpr(te, gst, lst)

Application of the address-of operator is a valid expression if the sub expression
is valid, there exists a type name for its type, and it represents a memory object
which does not refer to a local variable.

e € validexp, (te, gst, Ist) type(te, gst, lst,e) = [t]
t € map(snd, te) mobj(te, gst, lst, e) —lmexpr(te, gst, lst, e)

AddrOf (e) € validexp:(te, gst, Ist)

Dereferencing of an expression e is valid if e is a valid expression and the type
of e is a pointer to some type name which exists in the type name environment.

e € validexp, (te, gst, Ist)
type(te, gst, lst,e) = | Ptrr(tn)] tn € map(fst, te)

Deref (e) € validexp: (te, gst, Ist)

5.2.2 Valid Statements

In this section we define the set of valid C0 statements. We start with two
predicates which test whether two types are suitable for assignments and whether
the types of function call parameters go with the signature of the called function.

Definition 5.8 (Suitable types for assignments) We define the function
tmatch,ss :: ty X ty — B which tests for two types ¢; and ¢, if a value of type ¢,
can be assigned to a g-variable of type ;. Such an assignment is possible if ¢; and
t, are equal or differ only for sub variables where the right type has the special
null pointer type, i.e., corresponds to a null pointer literal (cf. Definition 4.23
on page 53). Null pointer constants may be assigned to arbitrary pointer types,
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even when they occur inside some aggregate literals.

tmatchass(t, t)

tmatchass(Ptrr(tn), Nullt)

|scl| = |scl'| Vi < |scl| : tmatchagss(sclli, scl'li)
tmatchass(Strr(scl), Strr(scl’))

tmatchags(t, )
tmatchass(Arrr(n, t), Arrp(n, t'))

Definition 5.9 (Suitable parameter types) Based on tmatch,ss we define
the function tmatchpara :: (ty ) list X ty list — B which tests if the types of
a given list of function call parameters match the parameter types from the
function’s signature.

Let stl be the list of types from the function’s signature. We define the
function by induction on the list of (options of) parameter types. If one of the
elements of this list is None we return false.

tmatchpara([], stl) = (stl = [])

tmatchass(hd(stl), t)
tmatchpara (pt#xs, stl) = ¢ Atmatchpara(zs, t(stl))
false otherwise

if pt = |¢t|

Now, we can define the set of valid C0 statements.

Definition 5.10 (Valid statements) We define the set of valid statements.

Let te be a type name environment, ft a function table, and gst and Ist the
symbol tables for the global and local variables.

validsgmt 2 tenv X functableT x (S x ty) list x (S x ty) list — stmt set

Skip statements are always valid.

Skip € validgmt (te, ft, gst, lst)
For compound statements both sub statements have to be valid.

s1 € validgme (te, ft, gst, lst) s2 € validgme(te, ft, gst, lst)
Comp(s1, $2) € validsims (te, ft, gst, lst)

For normal assignments we require that both expressions are valid, that their
types match, and that the left expression refers to a memory object.

e € validexp: (te, gst, Ist)
er € validexp (te, gst, lst) type(te, gst, lst,e;) = [t]
type(te, gst, lst,e,) = |t,] tmatchass (tr, tr) mobj(te, gst, Ist, e;)
Ass(er, er) € validsyms (te, ft, gst, lst)
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The rule for assignments of aggregate literals is similar to the rule for normal
assignments. It only differs in the requirements for the right expression.

e € validexp, (e, gst, Ist) l. € valida;s type(te, gst, lst,e;) = [t]
type i (le) = tr tmatchass(ty, t,) mobj(te, gst, Ist, e;)
Assay(er,le) € validseme (te, ft, gst, lst)

For allocation of heap memory we require that the left expression is valid, of
the correct pointer type, and represents a memory object.

e € validexp, (te, gst, Ist)
type(te, gst, lst,e) = | Ptrr(tn)] mobj(te, gst, Ist, e)

PAlloc(e,tn) € validsims (te, ft, gst, Ist)

For function calls we require that the function name exists, that the number and
types of parameters match the definition of the function, that all parameters are
valid expressions, and that the variable which is supposed to store the return
value is defined and has a matching type.

map-of (ft)(fn) = Lf]  |pl| = |f.params|
tmatchpas(map (X e. type(te, gst, lst, ), pl), map(snd, f.params))
Ve € pl : e € validexp (te, gst, lst)
Var(vn) € validexp:(te, gst, lst) type(te, gst, Ist, Var(vn)) = | f.rtype]

SCall(vn, fn, pl) € validsyms (te, ft, gst, lst)

For return statements we just require that the return expression is valid. Observe
that here we do not require that the type of the return expression matches the
return type of the function which the return statements belongs to. The reason
is simply that we do not know which function that is. The requirement that the
type of the return statement matches the return type of the function will be
part of the definition of valid functions on page 78 where we have the necessary
context information.

e € validexpr (te, gst, Ist)
Return(e) € validssms (te, ft, gst, Ist)

For conditional statements we require that the condition is a valid boolean
expression and that both sub statements are valid and contain no return
statements.

e € validexp, (te, gst, lst)
s1 € validsims (te, ft, gst, lst) 82 € validsmt (te, ft, gst, lst)
type(te, gst, lst,e) = | Boolr | #ret(s1) =0 #ret(se) =0
Ifte(e, s1, 82) € validgms (te, ft, gst, Ist)

For loop statements we require that the condition is a valid boolean expression
and that the loop body is a valid, non-empty statement without returns.

e € validexp: (e, gst, lst) Ib € validsemy (te, ft, gst, lst)
type(te, gst, lst,e) = | Bool | #ret(lb) =0 $2lns(10) # []
Loop(e, 1b) € validsims(te, ft, gst, lst)
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REMARK Observe that we do not give a definition of the validg,t predicate for
inline assembly or XCalls. For the latter, A. Tsyban has defined corresponding
requirements. For the former, N. Schirmer and E. Alkassar have formulated the
conditions.

5.2.3 Valid Type Name Environments

In this section we characterize valid type name environment. We start with a
definition of valid types.

Definition 5.11 (Valid type) Let te be a type name environment. We call
a type valid if it fulfills the following predicate:

validgy 2 tenv X ty — B
Basic types are valid.

t € {Boolr, Intt, Charr, Unsignedr, Nullt}
validy (te, t)

Pointer types are valid if the type name is defined in the type name environment.

tn € map(fst, te)
validyy (te, Ptro(tn)

Structure types are valid if the list of components is not empty and all component
names are pairwise distinct and themselves valid types.

scl # (] distinct(map(fst, scl)) Vsc € scl : validyy (te, snd(sc))
validey (te, Stro(scl)

Array types are valid if they are not empty and the element type itself is a valid
type.

0<n validyy (te, t)
validy (te, Arrr(n,t)

Definition 5.12 (Valid type name environment) Based on the definition
of valid types we define the set of valid type name environments. We say that a
type name environment is valid if the type names are pairwise distinct and all
types are valid.

validieny 2 tenv set

distinct(map(fst, te)) Y(tn,t) € te : validyy(te,t)

te € validieny
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5.2.4 Valid Function Tables

In this section we characterize valid function tables. Roughly speaking, a
function table is valid if all its functions are valid. This requires among others
that the variable types in the function’s symbol tables are valid and that the
function body consists of valid statements. Additionally, we require that all
statements in the function table have distinct identifiers. We start by defining
the set of valid symbol tables.

Definition 5.13 (Valid symbol table) We call a symbol table valid if the
variable names are pairwise distinct and the types of all variables are valid

types.

validy, :: tenv — ty set

distinct(map(fst, st)) V(vn,t) € st : validey(te,t)
st € validg (te)

Definition 5.14 (Valid function) We define the set of valid functions. A
function f is valid if its body is a valid statement, the last statement in the
body of f (and only the last one) is a return statement, the type of the return
expression matches the return type of the function, and the symbol table
consisting of parameters and local variables of f is a valid symbol table.

validgy, 2 tenv X functableT x (S x ty) list — funcT set

f-body € validsim (te, ft, gst, steun(f)) last(s2l(f.body)) = Return(re)
Vs € butlast(s2l(f.body)) : —is_Return(s) type(te, gst, steun (f), 7€) = |1t]
trmatchass(f.rtype, rt) Stean(f) € validg (te)

f S Ualidfun(tevﬁ7 gSt)

To be able to refer uniquely to statements of a C'O program we require all
non-structural statements in valid function tables to be distinct. For statements
which are otherwise identical, this can be achieved by adapting the statement
identifier. Because this identifier is part of the constructor we can distinguish
statements — except structural statements like Skip and Comp — by simple
comparison which implicitly also compares the statement identifier.

Definition 5.15 (Distinct statements) We define the predicate dstncts ::
stmt — B which tests whether all sub statements of a given statement — except
for structural statements — are distinct.

dstncts(s) = Va,y € subs(s) : — (stmtstructural () V stmistructural(Y))
— T FY

ISABELLE In Isabelle, the definition of distinct statements has been formalized
slightly different. However, the definition given above is more concise and has
the same semantics as the original definition.
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Definition 5.16 (Globally distinct statemens) We extend the predicate
from the previous definition to complete function tables.

dstnet! = functableT — B

dstnet ([])

dstncts(snd(h).body) dstnet? (1)
Vs € subs(snd(h).body) : —stmtsgructural (s) — Vf € t: s & subs(snd(f).body)

dstnet! (h#t)

Now, we can start with the definition of valid function tables.

Definition 5.17 (Valid function table) We define the set of valid function
tables. We call a function table ft valid if all functions in ft are valid, the
function names are pairwise distinct, all statements of all function bodies are
distinct, and the function table is not empty.

validp :: tenv X (S X ty) list — functableT set

Y(fn, f) € ft : [ € validen(te, ft, gst)
distinct(map(fst, ft)) dstnet! (ft) ft #1[]
ft € validg/(te, gst)

Observe that we do not require the presence of a ‘main’ function in valid function
tables. The presence of a ‘main’ function is only needed when arguing about
the initial state of C0O computations. In such cases we will state the requirement
explicitly.

The non-emptiness requirement for the function table is — besides the
fact the empty programs do not make much sense — only needed for rather
technical arguments in the compiler correctness proof. However, we include
the requirement here, to keep the list of assumptions in lemmas as concise as
possible.

REMARK Observe that, from now on, we often omit certain parameters of
functions (e.g., the type name environment te or the symbol configuration
sc(me)) during proofs given that this does not introduce ambiguities.

Lemma 5.2 (Left and right evaluation are compatible) Ewvaluating the
right value of an expression via reval gives the same result as first evaluating
the left value g of the expression via leval and then reading the corresponding
part of the memory via value,.

Formally, let te be a type name environment, mc a memory configuration,
and e an expression which represents a memory object. Then, the following
formula is true.

reval(te, me, e) # None

A mobj(te, gst(me), lstiop(mc), e)

Ameldm # ]

= value (mec, the(leval(te, mc, e))) = the(reval(te, mc, e))
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PROOF This lemma is proved by structural induction on e. Because e represents
a memory object, we only have to consider the following cases.

Case 1: e = Var(vn)
This case follows directly from the definitions of expression evaluation for
variables and of the base address of g-variables from definition 4.18.

Case 2: e = Arr(ea, €;)
Let type(e,) = |Arrr(n,t)] and reval(e;) = |m], where m is a numerical
memory cell with value . Then we have

valueg (the(leval(Arr(ea,€i))))
=valueg(guar,,.(leval(e,), 1)) (definition of leval)
=valueg(leval(e,))[i - sizeg(t), sizey(t)] (definition of valueg)
=the(reval(te,me, e,))[i - size(t), sizey(t)]  (induction hypothesis)
)

=reval(Arr(ea, €i)) (definition of reval

Case 3: e = Str(es, cn)
The proof for this case follows the same structure as the proof for array
access.

Case 4: e = Deref(e')
This case follows directly from the definition of reval. q.e.d.

5.3 Type Correctness

In this section we introduce the notion of type correctness. In short, type
correctness means that a value or a sequence of values matches a given type.
This means both that the memory cell is of the right kind, i.e., the constructor
matches the type, and that the value is in the range of the type, e.g., unsigned
naturals should be smaller than 232,

We start in Section 5.3.1 with the formal definition of type correctness. We
continue in Section 5.3.2 with basic lemmas and conclude in Sections 5.3.3
and 5.3.4 with the proof that expression evaluation produces type correct results.

5.3.1 Definitions

In this section we formally define type correctness. We start with defining
valid memory cells. This includes the definition of valid g-variables and valid
pointers.

Definition 5.18 (Valid memory cells) We define predicates for each basic
type which specify if a given memory cell m is valid with respect to that type.
The predicates can be false mainly for two reasons.

e If the memory cell has the wrong type (e.g., a memory cell Int for type
unsigned int) or

e if the value of the memory cell is not in the domain of the type.
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Formally we define
_931l < < 931
meelly/ . (Int(i))

0<i<2®
meelly/ . (Nat(i))

—2" <i<2f
meelly/ cpar (Char(i))

meelly/ g, (Bool (b))

Before we can give the definition of valid memory cells for pointers, we need
to introduce some auxiliary definitions. We start with the definition of valid
g-variables.

Definition 5.19 (Valid g-variables) We define the set gvarsy/ of valid g-
variables which contains all g-variables with a well-formed structure for a given
symbol configuration sc.

guarsy/ i symbolconf — guvar set

For the base cases, the definition of valid g-variables is simple: we just require
that the referenced variable exists.

vn € map(fst, sc.gst)
guarg,, (vn) € gvars./(sc)

vn € map(fst, sc.lstli) i < |sc.lst]
guary, (i, vn) € guarsy/(sc)

i < |sc.hst|
guary, (i) € guars+/(sc)

For array g-variables we require that their parent g-variable is of array type,
that the index is smaller than the number of array elements, and that the parent
g-variable itself is a valid g-variable.

tys(sc,g) = Arrr(n,t) i<n g € guars\/(sc)
guar . (9,1) € guarsy/(sc)

For structure access g-variables we require that their parent g-variable is of
structure type, that the component name is defined in that structure, and that
the parent g-variable itself is a valid g-variable.

tyg(sc, g) = Strr(scl) en € map(fst, scl) g € guars+/(sc)
guary, (g, cn) € guarsy/(sc)
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Based on this definition we define now the set of valid pointers.

Definition 5.20 (Valid pointers) We define the predicate ptr./ which spec-
ifies if a given pointer is valid. Null pointers are always valid pointers whereas
pointers to g-variables g are valid if they are valid g-variables and refer to the
global memory or to the heap.

ptry/ 2 symbolconf x (gvar U{L}) — B

ptry/(se, L)

memg(g) = gm V memg(g) = hm g € guarsy/(sc)
ptry/(sc, g)

ISABELLE Observe that in Isabelle / HOL the preceding definition is split into
several predicates. For example, the requirement that the pointer is a valid
g-variable is formulated in an extra definition valid_ptr. Also the following
definitions are split in Isabelle into two groups of predicates: one for non-pointer
types and a second with additional requirements for pointers (see the theories
ptr_valid.thy and ptr_valid lemmas.thy). For simplicity, we merge these
two groups of definitions here with the definitions regarding type correctness.

Definition 5.21 (Valid pointer memory cells) Similar to the definition of
valid memory cells we define valid pointer memory cells. For a pointer memory
cell which is not null we require that the g-variable which represents the pointer
destination has the type specified by parameter tn.

meelly/ p,,. 2 tenv X symbolconf x S x mcellco — B

ptry/(sc,p)  p# L = map-of (te,tn) = |ty,(sc,p)]
meelly/ p,,(te, sc,tn, Ptr(p))

Now, we can formally define the notion of type correctness.

Definition 5.22 (Type correctness) We define the predicate ty+/ :: tenv x
symbolconf x (N — mcellcg) x ty x N +— B which check whether a given value
(or a sequence of values) matches a given type. In addition to the obvious
parameters (type name environment te, symbol configuration sc, value v, and
type) the predicate has a parameter b € N which specifies the base address
inside the sequence of values where we start the comparison. For example, if
b = 0 we start at the beginning of the sequence, if b = 10 we ignore the first ten
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values. We define the predicate by induction on the type.

ty+/(te, sc,v, Boolt,b) = mcell\/p,,,(v[b])
ty+/(te, sc,v, Intr,b) = mcell\/,,,(v[b])
ty+/(te, sc,v, Charr,b) = mcell\/ o,,,. (v[b])
ty+/(te, sc,v, Unsignedp, b) = meell/ ., (v[b])
ty+/(te, sc,v, Ptrr(tn),b) = meell\/p,, (te, sc,tn, v[b])
ty+/(te, sc,v, Nullp,b) = (v[b] = Ptr(L))
ty+/(te, sc,v, Strr([]),b) = true
ty+/(te, sc,v, Strr(h#t),b) = ty/(te, sc,v, snd(h),b)
A ty/(te, sc,v, Stro(t), b+ sizey(snd(h)))

ty/(te, sc,v, Arrp(n,t),b) = Vi < n: ty/(te, sc,v,t, b+ i * sizey(t))

IsABELLE In Isabelle / HOL the preceding definition does not require that
pointer destinations are valid g-variables. However, to simplify presentation
we include this requirement here into ptry/ and thus it is also part of ty./. In
Isabelle the validity of pointer targets is formulated in the additional definition
content_valid_ptrs.

Now we extend the definition of type correctness from values to complete
memory frames. We call a memory type correct if all its initialized variables
are type correct. Because normal memory frames with named variables and
the heap memory frame differ slightly we introduce a separate definition for the
heap memory.

Definition 5.23 (Type correct memory) For normal memory frames we
introduce the predicate ty+/ .., :: tenv x symbolconf x mframe — B which
checks whether a given memory is type correct.

Y\ mem (t€; 5¢,m) = Yon € (map(fst, m.st) N m.init) :
ty+/(te, sc, m.ct, the(type, (m.st,vn)), the(bay(m.st,vn)))

For the heap memory we need a slightly different definition of type correctness
because the heap differs in two points from the other memory frames. The heap
variables haves no names and they are automatically initialized, i.e., there is no
set of initialized variables for the heap memory.

Definition 5.24 (Type correct heap) We define the predicate ty\/heap i
tenv x symbolconf x mframe — B which checks whether a given memory frame
is a type correct heap memory frame.

ty\/heap(tev chm) =Vi < |mst| :
i—1
ty+/(te, sc, m.ct, snd(m.stli), Z sizeg(snd(m.stlj)))
j=0

5.3.2 Basic Lemmas

In this section we present some basic lemmas about type correctness. We only
show the non-trivial basic lemmas; the most basic ones from the formal theories
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in Isabelle / HOL are not given here because they are quite trivial and would
distract the reader from the interesting facts.

Lemma 5.3 (Type correctness: base transformation) In this lemma we
prove that base parameter in the type correctness predicate can be removed if we
appropriately trim the sequence of memory cells.

ty+/(te, sc,v,t,b) = ty/(te, sc,v[b, size+(t)], t,0)
PrOOF The proof is done by induction on the type t. We omit the details here.

Lemma 5.4 Type correctness is independent of the symbol tables of the local
memory stack and of additional heap variables:

/(e se.v.1.b)
A sc’.gst = sc.gst A |sc’.hst| > |sc.hst| A sc’.hst|0, |sc.hst|] = sc.hst
= ty,/(te, sc’,v,t,b)

PrOOF This lemma is proved by a simple induction on the type ¢. The
correctness follows from the fact that the symbol configuration sc is only used
to test the validity of pointers which can only point to the global or heap
memory. Thus, changes in the local memory stack do not alter their validity.
Additional heap variables in sc’ also have no effect, because all relevant pointers
in v must have been valid before and can only refer to variables which have
already been present in the old symbol configuration. But those variables have
not been changed. q.e.d.

Lemma 5.4 can easily be extended from ty./ to tyv/,,.,, and ty\/heap. The
proofs are trivial and skipped here.

Lemma 5.5 Type correctness of memory frames is independant of the symbol
tables of the local memory stack and of additional heap variables:

WV mem(te, sc,m)
A sc’.gst = sc.gst A |sc’.hst| > |sc.hst] A sc’.hst[0, |sc.hst|] = sc.hst
= ty\/ em(te, s¢’,m)

Lemma 5.6 Type correctness of the heap memory is independant of the symbol
tables of the local memory stack and of additional heap variables:

ty\/heap(te7 sc,m)
A sc’.gst = sc.gst A |sc’.hst| > |sc.hst| A sc’.hst|0, |sc.hst|] = sc.hst

= YV heap(te, 8¢/, M)
5.3.3 Type Correctness of Initial Values

In this section we present lemmas which state that the initial values defined in
Section 4.4.1 are type correct. The proofs of these lemmas are not interesting,
so we omit them here.

Lemma 5.7 (Type correctness: initial values) The inital value for a type
t 1s type correct.
ty+/(te, sc, inityqi(t), 0)
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PrROOF The proof of this lemma follows directly from the definitions. It can be
done by a simple induction over t.

Lemma 5.8 (Type correctness: initial symbol table) All variables of a
memory frames which is initialized via initg are type correct.

Yon € map(fst, st) : ty/(te, sc, inits(st), the(type,(st,vn)), the(bay(st,vn)))

Proor This lemma can be proved by a simple list induction over the symbol
table st.

Corollary 5.9 (Type correctness: initial memories) We conclude from
the previous lemma that initialized memories are type correct.

WV imem (T€, SC, NGt yars(M))

5.3.4 Type Correctness: Expression Evaluation

In this section we will sketch a proof of the type correctness of expression
evaluation in the C0 small-step semantics. We will not give all details because
expression evaluation is made up of too many cases. However, the main idea of
the proof will be sketched.

Lemma 5.10 (Results of unary operators are type correct) Let o be a
unary operator, t a type which is compatible with o, and m a memory cell.
Moreover, let r be the result of applying o to m. If m is type correct with respect
to t then the result r will be type correct with respect to the type of the result.

ty/(te, sc, [m],t,0) A valueo, (o, |m|) = |r]
=ty /(te, sc, [r], type,, (o,1),0)

PRrROOF The proof is done by a case distinction over all unary operators. The
individual cases are trivial; thus, we skip the proofs here.

Observe that similar lemmas also hold for binary and lazy operators.
Now, we prove a lemma which states that a value which has been read from
a type correct memory is itself type correct.

Lemma 5.11 (G-variables are type correct) Let mc be a memory config-
uration where the global and all local memory frames are type correct memories,
the heap memory frame is a type correct heap, and all symbol tables are valid.
Further, let g be a valid and initialized g-variable. Then, the value of g is type
correct.

WV mem(te, sc(me), me.gm) A me.gm.st € valid o(te)

AVIm € me.dm : ty\/,, ..(te, sc(me),lm) Alm.st € valid (te)

A YV heap(te, sc(me), me.hm) AV < [me.hm| : validy,(te, snd(me.hmli))
A g € guars/(sc(me)) A initialized y(me, g)

= ty./(te, sc(mc), value4(me, g), tyg(sc(mc),g), 0)

PROOF The proof is done by induction on g:
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Case 1: g = gvary,,(v)
Let type,(mec.gm.st,z) = [t]. From gvar,,(z) € gvars\/(sc(mc)) we
conclude x € map(fst, sc(mc).gst). From this and ty+/,_ . _(mc.gm) follows

mem

ty+/(me.gm.ct,t, the(bay(me.gm.st, x)))
= ty/(me.gm.ctlbag(g), sizei(ty,(9))], t,0) (Lemma 5.3)
= ty/(valueg(me, ), ty,(g),0) (Defs. 4.15 and 4.22)

which proves this case.

Case 2: g = gvary, (i, x)
This case is proved similar to the previous case.

Case 3: g = gvary,, (1)
This case is proved similar to the first case.

Case 4: g = gvar,,.(q',7)
Let ty,(g') = Arrr(n,t). We conclude

ty+/(valueg(g'), Arrr(n,t),0). (hypothesis)
= ty/(valueg(q'), t,i * size(t)) (Def. 5.22)
= ty+/(valueg(g),t,0) (Def. 4.18 and Lemma 5.3)

Case 5: g = gvarg,(¢',cn)
Let ty,(g') = Strr(scl) and type,(scl, z) = [t]. We conclude

ty+/(valueg(g'), Strr(scl),0). (hypothesis)
= tyv/(valueg(g'), t, the(bay(scl, z))). (Def. 5.22)
= tyv/(valueg(g")[the(bay (scl, x)), sizet(t)], ¢, 0) (Lemma 5.3)
= tyy/(valueg(g), ty,(9),0) (Def. 4.15 and 4.22)

q.e.d.

Lemma 5.12 (Literals are type correct) Let te be a type name environ-
ment and sc a symbol configuration. Then, the evaluation of a valid literal in
the context of te and sc is type correct.

1 € validy, = ty+/(te, sc, [revaly(1)], type (1), 0)

PrOOF Trivial case distinction on the constructors for the literal data type.

Lemma 5.13 (Aggregate literals are type correct) The evaluation of a
valid aggregate literal c in this context of a symbol configuration sc and a type
name environment te is type correct.

¢ € valid g = ty~/(te, sc, reval g;1(c), type 4, (¢), 0)

PRrROOF Trivial induction on the constructors of aggregate literals.
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Theorem 5.14 (Expression evaluation is type correct)

Let te be a type name environment, mc a memory configuration, and e a valid
expression. If the type name environment is valid, the symbol tables of the
memory frames of mc are valid, the memory frames are type correct, and the
evaluation of e is successful then the result of right evaluation is type correct
and left evaluation produces a valid g-variable.

e € validegpr(te, gst(me), lstiop(me)) A reval(te, me, e) = |v]
A initialized(te, me, ) A te € valideny A me.dm # []

A gst(me) € valid g (te) A ty/ . om
AVi < |me.dm]| : me.dmli.st € validg(te) A ty/,om
AVi < |me.hm.st| : validy,(te, snd(me.hm.stli)) A ty\/),.,., (te, sc(me), me.hm)

(te, sc(mc), me.gm)

(te, sc(mc), me.lm!i)

= ty+/(te, sc(mc), v, the(type(te, gst(mc), Istiop(mc), €)), 0)

A ( mobj (te, gst(mc), lstiop(me), e)
= the(leval(te, mc, e)) € guarsy/(sc(mc)))

PROOF We prove this lemma by induction on expression e. We omit the boring
details of unfolding the definitions of expression evaluation and type correctness
and just present the main idea of the proof. Observe that we need to do
the proof simultaneously for left and right evaluation because address-of and
dereferencing expressions invert the usage of these functions. Thus, a statement
only about one of the functions would not be inductive.

For expressions which represent memory objects, the type correctness proof
is done using lemmas 5.2 and 5.11. That the left value is a valid g-variable
follows by definition of leval from the fact that e is a valid expression and from
the induction hypothesis.

For literals the type correctness follows from Lemma 5.12 and for application
of operators from Lemma 5.10 and the corresponding lemmas for binary and
lazy operators. For these expressions we have =mobj(te, gst(mc), lstiop(mc), e);
thus, we do not have to argue about their left value.

For the address-of operator e = AddrOf(e’) we use the fact that the left
value of €’ is a valid g-variable (induction hypothesis) and that e is a valid

expression to prove type correctness. q.e.d.

ISABELLE In Isabelle, this theorem has a separate statement about the validity
of pointers in the resulting data slice. However, in this thesis this requirement
has been added to the definition of type correctness (cf. Definition 5.21).

5.4 Structure of the Program Rest

In this section we will first introduce some notation to talk about the structure
of statement trees and the relationship of statements inside such a tree. Then
we will prove a theorem about the structure of the program rest during the
execution of a CO program. This theorem will state that for every statement
in the program rest, except for return statements, we know statically which
statement follows them. This property will be useful in the compiler correctness
proof in Chapters 8 and 10; for return statements we will need special machinery
there.
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Figure 5.1: Different Views to Statement Trees

5.4.1 Structure of Statement Trees

In this section we look in a special way at the syntax trees of C'0 programs,
which are spanned by the data type stmt. We interpret all statements of the
same level simply as a list of statements (cf. function s2l,s on page 40) and
organize them in a tree-like structure where the branches are built by statements
which contain sub statements, i.e., Ifte and Loop. Observe that a statement
Comp does not create branches in this structure because it is removed by 2.
We illustrate this structure in Figure 5.1 where we face the conventional view to
statement trees (cf. Figure 5.1(a)) and the flattened version which we explore
in this section (cf. Figure 5.1(b)).
We start with some simple notation.

Definition 5.25 (Direct sub statement) Let s and ¢ be statements. We
call t a direct sub statement of s if s is a loop statement with body [b and
t € s2l,5(1b) or if s is a conditional statement with sub statements s1 and so
and t € s2L,5(s1) or t € s2ls(s2). Formally, this is written as ¢ € subl(s).

Similary, we define the parent statement of a given statement s. In informal
language, t is the parent statement of s if s is a direct sub statement of t.
To make the definition of parent statements formal we need to put the cart
before the horse: we start with a given ‘top-level’ statement x and search our
way through the syntax tree until s is a direct sub statement of the current
statement.

Definition 5.26 (Parent statements) Let s be a statement. We define the
parent statement of s in the context of some top-level (or start) statement
by the function parenty :: stmt x stmt — stmt . The definition is done by
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induction on the structure of the top-level statement.
parent (s, s1) if s € subs(s1)
parent,(s,ss) otherwise

| Ifte(e, s1,50)] if s € sub¥ (Ifte(e, s1,55))
parent (s, Ifte(e, s1,82)) = < parent (s,s1)  if s € subs(s1)

parent (s, Comp(s1, s2)) = {

parent,(s,s3)  otherwise

L | if bd(L b
parent, (s, Loop(e, 1b)) = 4 [L00P(&: )] if s € subl(Loop(e, Ib))
parent(s,lb) otherwise

For all other top-level statements s’ we set parent,(s,s’) = None.

Definition 5.27 (I-th parent statement) We extend the previous defini-
tion in a natural way to the i-th father of a statement in the context of some
top-level statement x.

parent? (s, x) = |s]

parenti1(s, z) = {parents(f,x) if pareﬁté(s,x) =|f]
None otherwise

Definition 5.28 (Statement environment) We define the environment of a
given statement s with respect to a given top-level statement. This environment
consists of a list of statements which share the same parent statement f
and, for the case that f is a conditional statement, are located in the same
branch. For top-level statements, i.e., statements without parent statement,
the environment is just the list of top-level statements. Formally, we define
the function envg :: stmt X stmt — stmt list; by induction on the top-level
statement.

envs(s, Skip) = None
| s2l,s(Comp(s1, s2))| if s € s2h,s(Comp(s1, s2))

envs(s, Comp(s1,52)) = < envs(s, s1) if s € subs(s1)
envs(s, $2) otherwise
Ls] if s = Ifte(e, s1,52)
envs(s, Ifte(e, s1,52)) = ¢ envs(s,s1) if s € subs(s1)

envs(s, s2) otherwise

if s=1 )
envs(s, Loop(e, b)) = Ls] 0 'oop(e, )
envs(s,lb) otherwise
For all other statements s’, i.e., the ones without sub statements, we define

|s] if s=1¢
None otherwise

envs(s, s') = {

Now, we can define the direct successor of a statement.
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Definition 5.29 (Direct successor of a statement) Let s and x be state-
ments. We define the direct successor of s in the context of z by the function
SUCCHirect :+ Stmt X stmt — stmt | .

If s is not the last statement in its environment envs(s,z) then there
exists a statement s’ which follows s in envg(s,z). In this case we define
sucCdirect (8, ) = |8']. Otherwise, we set succqirect (s, ) = None.

Finally, the goal of this section is to prove a theorem which states that
all statements in the program rest of a valid C0O configuration, except return
statements, are followed by a particular unique statement. For statements which
are not the last statement in their environment, this particular statement is just
their direct successor. However, for statements which are the last statement in
their environment we need some more definitions.

Definition 5.30 (Last statements) We start with a formalization of ‘last
statement in their environment’. Let s and x be statements. We define the
predicate is_lasts :: stmt x stmt +— B which checks whether s is the last
statement in its environment.

(s = last(enw)) if envy(s,x) = |env]|

is_lasts(s,x) = )
false otherwise

Additionally, we define two predicates which differentiate if s is a last statement

in one of the branches of a conditional statement or if it is the last statement

of a loop body. Formally, we define

is_lasts(s, x) parent (s, x) # None is_Loop(the(parent (s, )))

loop
s

1s_last"P (s, ) = true

is_lasts(s, x) parent,(s, z) # None is_Ifte(the(parent (s, x)))

is_laste" (s, ) = true

For conditionals we further distinguish whether a statement is the last statement
in the if part (is_last”) or in the else part (is_lastc™°).

If s is the last statement in the body of a while loop, i.e., is_last'°P (s, x), its
successor statement will just be its parent statement, i.e., the loop statement (cf.
the definition of the CO transition function in Section 4.4.3). If is_last=°™% (s, x)
holds, the definition of successor statements involves induction because the
successor statement of s equals the successor statement of the parent statement
of s, i.e., the condition statement, which itself could again be a last statement.

Definition 5.31 (Condition nesting level) To compute how deep a given
statement s is nested in such a stack of last statements in conditionals we
introduce the function cond)y :: stmt x stmt — IN.

condyg (the(parent (s, x)), x) +1  if is_last?™ (s, x)
0 otherwise

condyy (s, ) = {

Definition 5.32 (Condition senior) We use the definition of the condition
nesting level (cond)y) to define the condition senior of a statement. This senior
statement is the first statement in the sequence of parent statements of a given
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statement which is not a last statement in a conditional statement. Formally,
the condition senior is defined by the function condgen :: stmt x stmt — stmi .

We set condgen(s, ) = parentscmd”l(s’z)(s, x).

Now, we can define the successor of a statement.

Definition 5.33 (Successor of a statement) We define the function succ ::
stmt X stmt — stmt | .

Let s and z be statements. Then, succ(s,z) computes the successor state-
ment of s in the context of x. We define

parent (s, ) if is_last!P (s, x)
succ(s,z) = { succ(the(condgen (s, ), x) if is_laste™ (s, x)
SUCCdirect (S, T) otherwise

Based on the definition of successor statements it is now simple to define
what valid successors are.

Definition 5.34 (Valid successors) We define the predicate successorsy/ ::
stmt list x stmt — B which checks whether in a given list sl of statements all
statements are followed by their successor statement. There is one exception:
for return statements we do not require this condition to hold because they
are followed by that statement which has followed the corresponding function
call statement when the function call has been executed. Functions may be
called from several places in a statement tree; thus, return statements have no
unique successor statement. Formally, we define the predicate by induction on
the statement list.

successors+/([], x)

successorsy/(t, ) (t # [] A —is_Return (h)) = succ(h,z) = |hd(t)]
successors~/(h#t, x)

5.4.2 Extending Statement Structure to Complete Programs

In the previous section we have defined several functions and predicates which
describe the structure and relationship of statements with respect to a given
top-level or starting statement. In this section we briefly describe how these
definitions can be extended from the local context of a single statement to the
context of a complete C'O program.

For this extension we introduce a new function fos :: stmt x functableT —
(S x funcT), which computes for given function table and statement in which
function of the function table the statement occurs. The formal definition of
fos is straightforward:

fos(s,[]) = None
LA if s € subs(snd(h).body)

fos(s,t) otherwise

fos(s, hitt) = {

Using this function it is relatively easy to expand the ‘local’ definitions of
statement structure to the context of complete programs. We demonstrate this
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with the function parent, which computes the parent of a given statement. Let
ft be a function table and s and z be statements. We extend the definition of
parent in the following way.

t .bod if t) =
parent. (s, t) — { PATente(s: £body) i fos(s. 1) = 1)
None otherwise
In a similar way we can expand the remaining definitions from Section 5.4.1.
We omit the details here.

ISABELLE Observe that we overload the notation to minimize the number of
symbols which the reader has to remember. In Isabelle / HOL there exists a
completely new set of functions which work in the context of function tables
instead of single statements.

5.4.3 Valid Program Rest

In this section we use the definitions from the previous section to define a
predicate for the set of valid program rests. Then we will prove an important
structural invariant about the program rest of C'0 machines.

Definition 5.35 (Valid program rest) We define the predicate progrest+/ ::
stmt X functableT — B which checks whether a given statement s forms a valid
program rest with respect to a given function table ft. We set progrest+/(s, ft) =
true if all statements in the program rest are present in the function table and
followed by their successor statement. Formally, we have

successorsy/(82lhs(s), ft) (Vo € s2ls(s) : fos(x, ft) # None)
progrest/(s, ft)

Lemma 5.15 All statements in a function table fulfill (by definition) the pred-
icate successorsy/.

fos(s, ft) # None = successors/(s2l,s(s), ft)

PROOF We prove this lemma by induction on s. The different cases follow
directly from the definition of valid successors. We do not present the details
here.

Theorem 5.16 (Transition function preserves valid program rests)
Let te be a type name environment, gst a symbol table for the global variables, ft
be a valid function table, m a memory configuration, and c.prog a valid program
rest in the context of ft. Then, the CO transition function dcg preserves the
predicate progresty/. This means in particular that in the new program rest
all statements (except for return statements) are followed by their successor
statement. Formally, this means

progresty/(c.prog, ft) A ft € valid g (te, gst) A dcolte, ft,c) = ||
= progrest./(c.prog, ft)

PrROOF We prove this theorem by induction on the program rest c.prog.
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Case 1: c.prog = Skip

In this case, the program rest is unchanged by the transition function.

Thus, the claim of the theorem is obviously true.

Case 2: c.prog = Comp(s1, S2)

If s1 # Skip the program rest of the new configuration has the structure
Comp(c” .prog, s3) where ¢’/ = the(dco(c[prog := s1])). We cannot prove
progresty/ for ¢’ .prog and se completely separately. This would be simple
because progrest /(¢ .prog) follows from the induction hypothesis and
progresty/(s2) from progrest\/(Comp(s1, s2)).

Instead, we have to additionally prove that the first statement in $2f,s(s2)
is a valid successor of the last statement in s2l,5(c”.prog). The interesting
case is when s2[,s(s1) contains just a single statement, i.e., s2h,s(s1) = [s],
because otherwise the last statement of the first part of the composition
statement would not change (last(s2h,s(c”.prog)) = last(s2l,s(s1))) and
thus the proof would become trivial. In the interesting case we have to
make a case distinction on s.

If is_Ass(s), is-AssaL(s), is-PAlloc(s), is-Return(s), or is_Asm(s) the
proof is trivial because s2l,s(c¢”.prog) = [] and thus, there is nothing to
show.

If is_SCall(s) we know from the requirements on valid functions (cf.
Definition 5.14 on page 78) that is_Return(last(s2l,s(c”.prog))) = true.
Thus, we have nothing to show for successors,/ because return statements
are allowed to precede arbitrary statements.

If is_Loop(s) and the loop condition is true we have last(s2l,s(c”.prog)) =
s = last(s2lys(s1)), i.e., the last statement of the left part of the com-
pound statement has not changed. If the loop condition is false we have
$2lhs(c".prog) =[] and the proof is obvious.

If is_Ifte(s) the last statement of s2l,s(c”.prog) is the last statement of
one of the branches of the conditional statement. In both cases we know
by definition 5.33 that their successor statement is the successor statement
of the conditional statement. Because hd(s20hs(s2)) was a valid successor
statement for the conditional statement we can conclude that it is also a
valid successor of the new last statement in s2l,s(c”.prog).

This finishes the proof of the inductive case.

Case 3: c.prog = Ass(ej,es), c.prog = Assar(er,c), c.prog = Asm(il),
c.prog = PAlloc(ey, tn), or c.prog = Return(e)
In these cases we have by the definition of the transition function ¢’.prog =
Skip; thus there is nothing to show.

Case 4: c.prog = SCall(vn, fn, pl)
In this case we have ¢’.prog = f.body where f = the(map-of (ft, fn)) is the
called function. From Lemma 5.15 we know that the function body fulfills
the predicate successors4/; this proves the first requirement of progrest./.
Obviously, the function body is also present in the function table, which
proves the second requirement.

Case 5: c.prog = Ifte(e, s1,82), c.prog = Loop(e, lb)
For these cases we know that the new program rest is either s; or s (for
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the conditional statement) or b (for the loop). We know also that these
statements are present in the function table because we can conclude
from progrest/(c.prog, ft) that their parent statements are in the function
table. Using Lemma 5.15 we can easily show that the statements in the
new program rest are followed by the correct successors. This proves the
last case of the theorem. q.e.d.

5.5 Valid Configurations

As we have seen in Theorem 5.14 on page 87 we have sometimes quite big
assumptions in lemmas where most of these assumptions are about validity
of certain parts of the configuration. We combine this, the requirements on
valid successors, and some additional properties in a predicate which defines
the set of valid configurations. This will allow keeping the list of preconditions
in lemmas as short as possible.

5.5.1 Definitions

Before defining the predicate for valid configurations we introduce two more
auxiliary predicates. We start with the definition of valid stacks.

Definition 5.36 (Valid stack) Let ft be a function table and lms a list of
memory frames (i.e., the stack of local memory frames of a C0 configuration).
This stack of local memories is called valid if it goes with the program rest, i.e.,
if the sequence of statements in the program rest is in correspondance with the
sequence of symbol tables in the local memory stack.

In more detail: we require for all statements in the program rest that the
symbol table of the function which they belong to concerning their statement
identifier (cf. the definition of fos on page 91) matches the symbol table which
belongs to the statements position in the program rest. More formally, this
requires for all statements between the i-th and the ¢ 4+ 1-th return statement
in the program rest that they origin from the function which belongs to stack
frame |lst| — i — 1. For example, for the statements before the first return in
the program rest the symbol table of their function has to match the top most
local symbol table in the local memory stack (cf. Figure 5.2).

Formally, we define the predicate by induction on the list of statements. For
the empty program rest, all stacks are valid.

stack+/ :: functableT x mframe list x stmt list — B

stack+/(ft, Ist, [])

For the inductive case, we do a case split on the first statement in the program
rest.

Ist # [] Steun (snd(the(fos(h, ft)))) = hd(lst).st
is_Return(h) — stack+/(ft, butlast(lst),t)
—is_Return(h) — stack+/(ft, lst,t)

stack+/(ft, Ist, h#tt)
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Figure 5.2: Correspondence Between Stack and Program Rest prog

As a last predicate before the definition of valid configurations we introduce
the set of wvalid return destinations. This predicate argues about the return
destinations (cf. Section 4.2.1 on page 44) which are stored in the stack of local
memory frames and ensures that they are valid g-variables and that their type
matches the return type of the corresponding return statement in the program
rest.

Definition 5.37 (Valid return destinations) Let te be a type name envi-
ronment and mc a memory configuration. We define the predicate rdesty/,
which ensures that the list of return destinations in mc matches a given list of
statements. This definition is done by induction on the list of statements.

rdesty/ :: tenv X memconf x stmt list — B

rdest+/(te, me, [])

For the inductive case we do a case split on the head for the statement list. We
first treat the case that the head of the statement list is a return statement.

h = Return(re)
tmatchass(ty,(sc(me), snd(Imyiop(me))), type(te, gst(me), lstiop(me), re))
snd(Imiop(me)) € guarsy/(sc(mc))
namedg(snd(Imop(mc))) rdest+/(te, mc [Im := butlast(me.lm)] ,t)

rdest+/(te, me, h#tt)

If 1 is not a return statement the definition gets much simpler.

—is_Return(h) rdest+/(te, me,t)
rdest\/(te, me, htt)

Finally, we can define the set of valid configurations.



96

Properties of the Small-Step Semantics

Definition 5.38 (Valid configurations) Let te be a type name environment,
ft a function table, and ¢ a C'0 configuration. We call ¢ a valid configuration
with respect to te and ft iff

1.

2.

9.

10.

the function table ft is valid with respect to the global symbol table,
the program rest of ¢ is valid,

the number of return statements in the program rest is not greater than
the recursion depth of ¢,

the stack of ¢ is valid,

the type name environment te is valid,

the global symbol table of ¢ is valid,

all local symbol tables of ¢ belong to some function in ft,!
the types of all heap variables are valid types,

all memory frames of ¢ are type correct, and

the return destinations of ¢ are valid.

Formally, we define

conf+/ :: tenv X functableT — conf oy set

ft € validp(te, gst(c.mem))
progrest+/(c.prog, ft) #retiop(s2l(c.prog)) < |c.mem.lm|
stack+/(ft, map(fst, c.mem.lm), s2l,s(c.prog))
te € validieny gst(c.mem) € validy (te)

Vim € c.omem.lm : 3f € map(snd, ft) : stam(f) = fst(lm)
Vi < |e.mem.hm.st| : validy (te, snd(c.mem.hm.stli))
YV mem (te, sc(c.mem), c.mem.gm)

Vim € c.mem.lm : ty\/ ... (te, sc(c.mem), fst(lm))

mem

Y heap (1€ SC(c.mem), c.mem.hm) rdest+/(te, c.mem, s2lns(c.prog))

¢ € conf+/(te, ft)

5.5.2 Maintaining Valid Configurations

In this section, we present a theorem which states that the CO transition
function preserves the predicate conf/. In Isabelle, the proof of this theorem
is quite complex and requires several auxiliary lemmas. However, we present
here only the main theorem and omit its proof. The most complicated part of
the proof has already been done in Theorem 5.16.

Theorem 5.17 (Transition function preserves valid configurations)
Let te be a type name environment, ft a function table, and c¢ a wvalid CO
configuration with respect to te and ft. If executing the CO transition function

IThis implies that they are valid symbol tables.
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gives a next configuration ¢, i.e., dcp(te, ft,c) = ||, then ¢’ is also a valid CO
configuration. Formally,

cE conf\/(te,ft) A 600(t6aft7 C) = LC,J
= ¢’ € conf/(te, ft)
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In this chapter we describe the instruction set architecture and assembly
language of the verified architecture microprocessor (VAMP) which is the
target architecture of the verified CO compiler. The VAMP [BJK 103, BJK*06,
DHPO05, Dal06] is a formally verified DLX-like processor. It is based on the
designs and proofs from [MPO00] and [Kro01].

The VAMP has first been implemented (on the gate-level) and verified using
the PVS [OSR92] theorem prover. In the Verisoft project [Ver03], its imple-
mentation and correctness proof have been ported to Isabelle / HOL [NPWO02].
Thereby, the proofs have been considerably simplified using automatic meth-
ods [Tve05]. The implementation of the VAMP has been synthesized on a
Xilinx FPGA [BJKT06, Lei02].

The VAMP realizes the full DLX instruction set from [HP96], delayed branch
with one delay slot to support pipelining of instruction fetches, a Tomasulo
scheduler [Tom67, Kro01], maskable nested precise interrupts, and a memory
management unit for virtual memory support. In addition, the PVS version
of the VAMP supports separate instruction and data caches [Bey05] and a
pipelined fully IEEE compatible dual precision floating point unit with variable
latency. The correctness of a simple cache system for the VAMP processor has
also been verified in Isabelle / HOL [Miil07] but has not yet been integrated into
the main correctness proof. However, compared with the PVS work of [Bey05]
the usage of automatic proof could be greatly increased. Currently, the VAMP
is being extended with a translation look aside buffer (TLB). [HIP05] describes
the integration of external devices into the VAMP ISA.

In this thesis we will refer to the Isabelle version of the VAMP without TLB,
caches or devices.

In Section 6.1 we briefly introduce the VAMP instruction set architecture.
We continue in Section 6.2 with a closer look at the semantics of the VAMP
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assembly language. In Section 6.3 we list requirements which allow to prove
that the VAMP ISA simulates the VAMP assembly language. We conclude
in Section 6.4 with a verification methodology for VAMP assembly programs
which is used for the low-level correctness proofs in Chapters 9 and 10.

Observe that the VAMP ISA and assembly semantics have not been devel-
oped as part of this thesis. They have been written by several other persons
during the Verisoft project. The requirements from Section 6.3 have been
developed in their original form by A. Tsyban. However, they have been
slightly adapted and generalized for this thesis. The verification methodology
in Section 6.4 has been developed completely in the scope of this thesis.

6.1 VAMP Instruction Set Architecture

In this section we give a brief overview on the VAMP instruction set architecture
(ISA) as defined in the Isabelle formalization. We do not present any details; we
introduce the ISA rather to argue why the introduction of a VAMP assembly
machine in Section 6.2 is useful and what kind of special restrictions have to be
met to be able to prove the equivalence between the assembly semantics and
the ISA.

A configuration of the VAMP ISA consists of

e GPR : bU5 = b1)32, SPR :: b115 = b'UgQ
Two register files for general purpose and special purpose registers. Each
register file contains thirty two 32-bit registers; the registers are addressed
by 5-bit addresses. Register GPR(0) is always 0.

The special purpose registers are

— SR, ESR, ECA, EPC, EDPC, and EData for interrupt handling,
— RM, IEEE(f, and FCC for the floating point unit, and
— PTO, PTL, EMODE, and MODE for virtual memory management.

e DPC :: b11327 PCP :: b’U32
Two program counters which implement the delayed branch mechanism.
DPC is the current (delayed) program counter which stores the address
where the current instruction is fetched from; PCP stores the address of
the next instruction.

e mem :: bugg — bugy
A double word addressed memory.

Transitions of the VAMP ISA are defined by its transition function diga ::
confisa X bvig — confisa. Let d be a VAMP ISA configuration and intr. a bit
vector representing 19 flags for external interrupts. Then the next configuration
d’ is computed by the VAMP ISA transition function: diga(d,intre) = d'.
Instructions are stored as 32-bit bit vectors. If the MODE register is zero the
VAMP executes in system mode (without address translation), otherwise it
executes in user mode where address translation is activated. In user mode, a
program is not allowed to access special purpose registers except for SR, RM,
IEEEf, and FCC.

Due to the pipelined implementation of the VAMP self modifying code poses
problems and the following sync criterion is required by the VAMP correctness
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Table 6.1: Implemented Interrupts

index name maskable type

0 reset no abort
1 illegal instruction no repeat
2 misalignment no repeat
3 page fault on fetch no repeat
4 page fault load store no repeat
5 trap no continue
6 arithmetic overflow yes continue

7...12  FPU interrupts yes continue

13 ...31 external interrupts yes continue

proof (cf. [BJKT06, Section 6.3]): between the modification of an instruction by
a write access to the memory at address ¢ and the fetch from the same address
a the programmer (or compiler) is required to execute a special sync instruction.
This sync instruction has the effect that all following instructions are stalled
until the VAMP pipeline is empty and all pending memory accesses have been
completed. Thus, after execution of the sync instruction we are guaranteed to
fetch the updated instruction from address a.

Table 6.1 shows the interrupts supported by the VAMP. Observe that the
floating point interrupts (index 7 to 12) are not covered by the ISA which is used
in the Verisoft project. For a detailed explanation of the different interrupts
see [Dal06, Chapter 3]. We highlight a few conditions which trigger interrupts:

e execution of illegal instructions, i.e., opcodes which are not defined by the
instruction set

e misaligned memory accesses, i.e., instruction fetch from addresses which
are not aligned to four and read or write instructions to addresses which
are not aligned to the width (in bytes) of the access

e page faults, i.e., access to memory pages which are currently swapped out
or (in user mode) which are not mapped with sufficient rights by the page
table

e execution of the trap instruction

e arithmetic overflows when executing certain arithmetic instructions which
have overflow signaling enabled

6.2 VAMP Assembly Language

Verification of programs at the ISA level is hard — for most kinds of programs
unnecessary hard — for several reasons. We highlight the most important ones
and show how the assembly semantics, which we will introduce in this section,
solves these problems by abstraction from the VAMP ISA.

e The representation of instructions as bit vectors requires a quite complex
instruction decoding scheme. This causes several non-trivial but never-
theless boring proof steps in order to extract the source and destination
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registers as well as the instruction mnemonic from the instruction bit
vector.

The VAMP assembly semantics represents instructions as an abstract
data type. Each instruction is realized via its own constructor. Source
and destination registers as well as immediate constants are represented
by numerical parameters to this constructor.

e Usually, programs execute mostly numerical computations instead of bit
vector operations. Thus, it costs quite some effort to convert bit vectors
back and forth to numerical values for each machine step. The same holds
for the program counters and addresses in general.

In the VAMP assembly semantics, registers and memory content are
represented as numerical values. Because — at least in the Verisoft project —
programs make more frequently use of integers than of natural numbers,
general purpose registers and the memory contents are modeled as integers.
Only the program counters are modeled as natural numbers.

e At the ISA level there are many implicit conditions which have to be met
in order not to cause unwanted interrupts.

In the VAMP assembly machine interrupts are not modeled and thus one
does not have to worry about them during verification. Obviously, this
prevents verification of some programs at the assembly level; namely those
which make explicit use of interrupts. Nevertheless, for most programs
this is a convenient level of abstraction.

In order to transfer results from the assembly layer down to the ISA layer
we need to justify the abstractions from above. In Section 6.3 we will explain
in more details what additional properties need to be proved for an assembly
program to ensure its correctness also on the ISA layer.

6.2.1 Instructions

Instructions of the VAMP assembly machine are modeled by the abstract
data type instr. Each instruction is modeled by a separate constructor with
parameters for register names and immediate constants. To distinguish register
names from normal numbers we will prepend them with a lowercase r like in
716 which stands for register 16.

We list the constructors of instr and their meaning in Tables 6.2, 6.3, 6.4,
6.5, and 6.6; the detailed mathematical semantics for the instructions will be
given in Section 6.2.5. For better readability of the constructors we introduce
the type aliases reg = Ny for register names, immig = Z16 and immog = Zog
for the value of integer immediate constants, and sas = Nj for immediate
constants denoting shift distances.

ISABELLE In Isabelle, the type for immediate constants is 7Z, i.e., there is no
range restriction. However, to ensure that immediate constants are not too
small or too big, there exists a predicate is_instr with type instr — B. We
omit its lengthy definition here by using restricted types for the immediate
constants and register names.
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There is no special ‘no operation’ (nop) instruction for the VAMP assembly
semantics. We use ori(r1,71,0) for this purpose.! However, we will often simply
write nop instead of ori(rl,r1,0).

For later use we introduce several simple predicates and functions on VAMP
assembly instructions.

is_store(i) =i € {sb, sh, sw}
is_load(i) =i € {lb, lh, lw, lbu, lhu}
is_loadstore(i) = is_store(i) V is_load(7)
4 if i € {lw, sw}
width, (i) = ¢ 2 if i € {Ih, lhu, sh}
1 otherwise

Additionally, we define functions REG; :: instr — N and IMM :: instr — IN
which extract the i-th register parameter and the immediate constants of
instructions.

6.2.2 Memory Model

Single memory cells of the VAMP assembly are modeled by an axiomatic type
mcell,sm. We introduce two uninterpreted functions cell2int :: mcell g — 7Z
and int2cell :: 7 — mcell,s,. The expected behavior of these functions is
defined by the following two axioms.

Axiom 6.1 cell2int(int2cell(i)) =i

Axiom 6.2 int2cell(cell2int(m)) =m

To handle storage of instructions in the memory we introduce two more
functions int2instr :: Z +— instr and instr2int :: instr — Z. The formal
definition of these two functions is based on the instruction encoding scheme
of the VAMP ISA. The details are only of interest for the simulation proof
between assembly and ISA layer (cf. Section 6.3) and will not be given in this
thesis.

We combine the functions for conversion between instructions and integers
and between memory cells and integers in the following way.

Definition 6.1 (Converting instructions and memory cells) We define
two functions to convert between instructions given by the datatype instr and
memory cells mcell g, -

cellZinstr :: mcell yom +— instr

instr2cell :: instr — mcell yom

instr2cell(i) = int2cell(instr2int(i))
cellZinstr(c) = int2instr(cell2int(c))

1 There are several other ways to encode a nop instruction for the VAMP processor.

However, the ori instruction was the only one which allowed us to prove (formally) that it
has no-op semantics without needing any preconditions (like source registers being in the
correct range).
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Using the definitions of int2instr and instr2int (which are not given in this
thesis) we can prove the following lemma.

Lemma 6.3 cell2instr(instr2cell(i)) =i
PrROOF From the definitions and from Axiom 6.1 we conclude

cell2instr(instr2ceell(i)) = int2instr(cell2int(int2cell (instr2int(i))))
= int2instr(instr2int(i))
=1 (by definition)
q.e.d.

6.2.3 Integers vs. Natural Numbers

Bit vectors can represent numbers in two different ways (cf. Section 1.2.4).
In normal binary representation for natural numbers or in two’s complement
representation for integers. Thus, the same bit vector has a completely different
meaning depending on its interpretation as natural number or integer.

The VAMP assembly semantics stores register contents as numbers, more
precisely as integers. So, if we want to interpret register contents as natural
numbers rather than integers we have to use conversion functions. These
conversion functions simulate numerically the convertion from integers to bit
vectors and then back to naturals. The same holds (of course in the opposite
order) if we try to store natural numbers in a register.

Definition 6.2 (Convertion: integers and natural numbers) We define
the conversion from integers to natural numbers and vice versa by the two
functions i2n :: Z — N and n2i :: N — Z.

2n(i) i+2%2 ifi<0
2n(i) =
) otherwise

2i(n) n—232 if 231 < p <232
n2i(n) =
n otherwise

The semantics of the conversion functions is sketched in Figures 6.1 and 6.2.
Observe that the conversion functions which we define here are only correct if the
number to be converted is in the range of 32-bit numbers. If so, that half of the
domain which is not present in the image of the function is just mowved to that
half of the image which is not present in the domain. For example, i2n moves
the negative interval [—23! ... —1] of integers to the interval [231,... 232 — 1]
of naturals.

One can choose to define assembly instruction semantics based on integers
or based on naturals. Either decision would simplify reasoning about arithmetic
on one type of numbers. Unfortunately, the authors of the VAMP assembly
semantics have chosen a mixture of both concepts: register values are stored
as integer values and semantics of arithmetic operators are defined based on
natural numbers. This creates unnecessary (and sometimes tedious) proof
obligations involving i2n and n2i. Fortunately, when using the VAMP assembly
semantics for verification of concrete assembly code, most of these conversions
occur pairwise and can be eliminated using the following lemmas.



6.2. VAMP Assembly Language

105

.

Figure 6.1: Conversion From Integers to Natural Numbers

n i f {
0 931 932

Figure 6.2: Conversion From Natural Numbers to Integers

Lemma 6.4 For 32-bit integers conversion to natural numbers and then back
to integers is transparent.

—281 < < 2% = n2i(ign(i)) =i

PrOOF We omit the proof of this property since it follows directly from the
definitions.

Lemma 6.5 Conversion from natural number to integers and then back to
natural numbers is transparent.

PROOF We omit the proof of this property.

6.2.4 Configuration

Configurations d :: confysm of the VAMP assembly semantics consist of five
components:

e two program counters: d.dpc :: N3o, d.pcp :: N3,

e two register files for general purpose and special purpose registers: d.gpr ::
3o list, d.spr :: Zso list, and

e a word addressed memory: d.mm :: N — mcell s .
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Observe that register gpr!0 is tied to zero. For a formalization of the VAMP
assembly semantics, there are two ways to realize this: we can initialize the
register with zero and henceforth ignore all writes to it or we modify the
function which reads out register values and implement a special case for this
register. The second solution has the advantage that we do not need to keep
track of an invariant about the value of gpr!0 and has been implemented in the
formalization in Isabelle / HOL.

Now, we introduce a technical predicate which defines the set of valid VAMP
assembly configurations.

Definition 6.3 (Valid VAMP configuration) We define VAMP assembly
configurations d :: confysm to be valid if both register files have length 32 and
all memory cells of the memory contain data in the domain of 32-bit integers.
Formally, we introduce the predicate confysm+/ :: confasm — B.

|d.gpr| = 32 |d.spr| = 32 Va : =23 < cell2int(d.mm(a)) < 23
confasm+/(d)

ISABELLE In Isabelle the definition of valid VAMP assembly configurations is
slightly more complicated because it additionally contains requirements about
the value of registers and program counters. In this thesis we omit these
restrictions and instead use types with bounded domain for the values.

We introduce some predicates and functions related to configurations of the
VAMP assembly machine.

Definition 6.4 (A given memory region is unchanged) Let m :: N —
meellygm and m’ :: N — mcell,s,, be memories of the VAMP assembly machine
and a :: N and b :: N word addresses. We say that the memory between a and b
has not been changed from memory m to memory m’ if the following predicate
holds.

Viia<i<b— m'(i)=m(i)

mem (m7 m/’ a’7 b)

unchngd

Definition 6.5 (Only given region is changed) Let m :: N — mcellagm
and m’ :: N — mecell,sy be memories of the VAMP assembly machine and
a :: N and b :: N word addresses. We say that only the memory between a and
a+ 1 has been changed from memory m to memory m/’ if the following predicate
holds.

Vi:i<aVa+l<i— m'(i)=m(i)

memchngd(m,m’, a,l)

6.2.5 Semantics

In this section we will define the semantics of the VAMP assembly language.
We start with the semantics of single instructions and define then a transition
function.
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Figure 6.3: VAMP Assembly Machine: Storing

Instruction Semantics

To define the semantics of the VAMP assembly instructions we start with the
introduction of several auxiliary functions which specify the behavior of load
and store instructions.

We define the effective address of a memory instruction 4 in configuration d
by the function ea :: confysm X instr — N. Formally, it is defined by

ea(d,i) = (i2n(d.gpr'REG (1)) + i2n(IMM (3))) mod, 2%2.

Memory accesses have to be properly aligned. This means for a memory
access with a width of w bytes that w divides the address a of the access. For
properly aligned memory accesses we know that they are completely contained
in a single 32-bit memory word; i.e., they do not cross word boundaries. Thus,
we can define the access in two steps: we first load a complete 32-bit word from
the memory and in a second step we extract the interesting part.

For the second step we introduce the notation [, ,,). Its meaning is that we
extract w bytes from the word x starting at byte offset o.

T(o.w] = (i2n(x) + 2%°) mod, 28w

Definition 6.6 (Loading) We define the functions load" and load® to abbre-
viate the semantics of unsigned and signed load accesses to the memory. For
signed load accesses we additionally convert the result to a 32 bit wide bit
vector and then back to an integer.

load" :: (N — mcellagm) X N x N — N
load® :: (N +— mcellysm) X NX N — Z
load" (m, a,w) = cell2int(m(a + 4))[a mod, 4,u]

load®(m, a,w) = [bingz(8 - w) (cell2int(m(a + 4)) (4 mody, 4,u])]

Store instructions are simpler than load instructions as we do not distinguish
between signed and unsigned variants. Similar to loads, a store affects exactly
one word in the memory. To support storage of parts of words, we split the
original data word at the destination address in three parts. The medium part
is replaced by the new value; the upper and lower parts (if they exist) remain
unchanged.

Definition 6.7 (Storing) We define the function store :: (N +— mcellasm) X
N x N X Z — (N +— mcell,sm) to abbreviate the semantics of store accesses
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Table 6.2: Memory Instructions and Constant Loading

Instruction (4) Meaning Effect (d' = ezec(d, 1))
Ib(reg, reg, immig)  load byte d'.gpriry := load®(d.mm, ea(d,1),1)
Ih(reg, reg,immis)  load half word d'.gpr'r1 := load®(d.mm, ea(d, 1), 2)
lw(reg, reg,immis)  load word d'.gpr'ry := load®*(d.mm, ea(d,1),4)
lbu(reg, reg,immis) load byte un- d'.gpriry := load" (d.mm, ea(d,),1)
signed
lhu(reg, reg, immig)  load half word d'.gpriry := load" (d.mm, ea(d, 1),2)
unsigned
sb(reg, reg, immis)  store byte d.mm =
store(d.mm, ea(d,),1,d.gpr!ri)
sh(reg, reg,immis)  store half word d.mm =
store(d.mm, ea(d,1),2,d.gpr!ri)
sw(reg, reg, immig)  store word d.mm =
store(d.mm, ea(d,1),4,d.gpr!r1)
lhgi(reg, imm1e) load high imm. d' .gprlry == imm - 2*¢
lhg(reg, reg) load high d' .gprlry == d.gprlry - 2'¢

For all instructions holds d’.dpc := d.pcp and d’.pcp := d.pcp +32 4.

to the memory. Let m be a memory, a the byte address of the destination, w
the width of the access in bytes, and v the value to be written. We use the
abbreviation ofs = a mod, 4 for the offset of address a inside the accessed word.

To store v we first have to read the original value ov = i2n(cell2int(m(a +
4))) from the memory and clip the two parts which should not be over-
written: the lower part ov; = ov mod, 2%°% and the higher part ovy, =
(ov + 28 (ofstw)y . 98-(ofs+w) " Then we shift and clip the new value accordingly:
Vnew = (i2n(v) mod, 28%) - 2% Finally, we combine the three parts and
update the memory

store(m, a,w,v) = m [(a +4) := n2i((ovy, + Vnew + ov1) mod, 2*?)].

This is illustrated in Figure 6.3 for a store at address a with width w =1 and
byte offset ofs = a mod,, 4 = 1.

Definition 6.8 (Instruction execution) The semantics of single VAMP as-
sembly instructions are defined by the function exec :: confasm X instr — confasm-
We give its definition in Tables 6.2, 6.3, 6.4, 6.5, and 6.6.

In these tables we use r; to refer to the i-th register parameter of the
instruction’s constructor, imm to refer to its immediate constant, and sa to
refer to the shift amount. With d we denote the original configuration and with
d' = exec(d, i) the new configuration after executing instruction i. All parts
of the configuration which are not mentioned otherwise stay unchanged, i.e.,
d.x=d.x.

Lemma 6.6 (Execution preserves confasm+/) FEzecuting an instruction i
in a valid VAMP assembly configuration d leads to a new configuration d’ which
s again valid.

confusmy/(d) => confasm/(exec(d,))
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Table 6.3: Control and Special Instructions

Instruction (4)

Meaning

Effect (d' = ezec(d, 1))

begz(reg, immag)
bnez(reg, immaie)
jal(immeag)
jalr(reg)

j (imm26)
jr(reg)

branch if equal
Z€ero

branch if not
equal zero
jump and link

jump and link
register

jump

jump register

d'.pcp = d.pcp +32 ((d.gpr!r1 =
0)?i2n(imm) : 4)

d'.pcp := d.pcp +32 ((d.gprir1 #
0)?i2n(1mm) : 4)

d'.pep = d.pcp +32 i2n(imm),
d'.gpr!31 := n2i(d.pcp +32 4)
d'.pcp := i2n(d.gpr'r1),

d'.gpr!31 := n2i(d.pcp +32 4)
d'.pcp := d.pcp +32 i2n(imm)
d'.pcp := i2n(d.gpr'ri)

movs2i(reg, reg)

movi2s(reg, reg)

trap(immoag)

rfe

move special to
general purpose
register

move general to
special purpose
register

trap

return from ex-
ception

{d’.gpr!rl :=d.sprlry  if sprv/(d,r2)

d:=d otherwise
d'.sprlry :=d.gpr're  if spry/(d,m1)
d:=d otherwise
d:=d
d:=d

For all instructions except the identity cases (d' := d) we have d'.dpc := d.pcp.
In the rows for mowvi2s and mowvs2i we use the following predicate as abbreviation:
spry/(d,r) = (d.spr!MODE # 0= r € {SR,RM,IEEEf, FCC}).

Table 6.4: Test Instructions

Instruction (z) Meaning Effect (d' = ezec(d, 1))
clri(reg) clear imm. d .gprlry :=0
sgri(reg, reg, imm1s)  set if greater d'.gpr'r1 == (d.gprlra > imm)?1: 0
imm.
seqi(reg, reg, immig)  set if equal d'.gpr'ri := (d.gprlres = imm)?1: 0
imm.
sgei(reg, reg, immags)  set if greater d'.gpr'ri := (d.gprlra > imm)?1: 0
equal imm.
slsi(reg, reg, immaig)  set if less imm.  d’.gprlr := (d.gprlra < imm)?1:0
snei(reg, reg, immig)  set if not equal  d’.gpriry := (d.gprirs # imm)?1: 0
imm.
slei(reg, reg, immig)  set if less equal  d'.gpriri := (d.gprlra < imm)?1:0
imm.
seti(reg) set imm. d .gprlry =1
clr(reg) clear d .gprlr1 :=0

sgr(reg, reg, reg)
seq(reg, reg, reg)
sge(reg, reg, reg)

sls(reg, reg, reg)

sne(reg, reg, req)

sle(reg, reg, reg)
set(reg)

set if greater
set if equal

set if greater
equal

set if less

set if not equal
set if less equal
set

d'.gpr'ri := (d.gpr'ra > d.gprirs)?1: 0
d'.gpr!ri := (d.gpr'ro = d.gprirs)?1 :
d'.gpr'r1 == (d.gpr'ra > d.gpr'rs)?1: 0

o

d'.gpriri := (d.gpr'ra < d.gpr'rs)?1:0
d'.gpr'r1 == (d.gpr'ra # d.gprirs)?1 :
= (
=1

o

d .gpr'r d.gprlra < d.gpr'r3)?1:0
d .gpr'r

for all instructions: d’.dpc := d.pcp, d'.pcp := d.pcp +32 4.



Target Language

Table 6.5: Arithmetic and Bitwise Instructions

Instruction (4)

Meaning

Effect (d' = exec(d, 1))

addi(reg, reg, immaise)
subi(reg, reg, immie)
andi(reg, reg, immaie)
ori(reg, reg, immig)
zori(reg, reg, immaie)
add(reg, reg, reg)
sub(reg, reg, reg)
and(reg, reg, reg)
or(reg, reg, reg)

zor(reg, reg, req)

add imm.
subtract imm.
bitwise and

imm.
bitwise or imm.

bitwise xor imm.

add

subtract

bitwise and

bitwise or

bitwise xor

d'.gprlr1 = n2i(i2n(d.gprira) +32
d'.gprlr1 = n2i(i2n(d.gpr'ra) —s2

d'.gprlr1 = [twosz(d.gprira) Ay
twosz (imm)]

d'.gprir1 = [twos2(d.gprira) Vy,
tw032(imm)]

d'.gprlr1 = [twos2(d.gprirs) &
twosza (imm)]

d'.gpr'r1 == n2i(i2n(d.gpr'ra) +32

n
i2n(d.gpr'rs))

d'.gprlr1 = n2i(i2n(d.gprira) —s2
i2n(d.gpr'rs))

d .gprlry [twosa(d.gprira) Ab
twosa (d.gprirs)]

d .gpr'r [twos2(d.gprirs) Vi
twosz (d.gprirs)]

d .gprry [twosa(d.gpr!Ts) Qb
twosa(d.gpr!rs)]

for all instructions: d'.dpc := d.pcp, d’'.pcp := d.pcp +32 4.

Table 6.6: Shift Instructions

Instruction (%)

Meaning

Effect (d' = exec(d, 1))

slli(reg, reg, sas)
srli(reg, reg, sas)
srai(reg, reg, sas)
sll(reg, reg, reg)
srl(reg, reg, reg)

sra(reg, reg, reg)

shift left logical

imm.

shift right logical
imm.

shift right arith-
metic imm.

shift left logical

shift right logical

shift right arith-
metic

d'.gpriry = [twos2(d.gprir:) <
i2n(sa)]

d'.gprir1 = [twosa(d.gprirs) >
i2n(sa)]

d'.gpriry = [twosa(d.gprirs) >a
i2n(sa)]

d'.gpriry = [twos2(d.gprirs) <
(i2n(d.gpr'rs) mod, 2°))

d'.gprir1 = [twosa(d.gprirs) >
(i2n(d.gprirs) mod, 2°))

d'.gpriry = [twosa(d.gprira) >a

(i2n(d.gpr'rs) mod, 2°))

for all instructions: d'.dpc := d.pcp, d'.pcp := d.pcp +32 4.
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PrOOF This lemma is proved by case distinction on i. We omit the details
here.

ISABELLE Observe that in Isabelle the preceding lemma has an additional
requirement (is_instr) about instruction ¢. This requirement claims that the
register numbers and immediate constants of ¢ are in the proper range. In this
thesis we replace this predicate by using sub types for the immediate constants
(cf. Section 6.2.1).

Transition Function

For the definition of the VAMP assembly transition function we need just one
more auxiliary function which defines the current instruction.

Definition 6.9 (Current instruction) We define the current instruction of
a configuration d of the VAMP assembly machine by the following function.

CUTTINSET :: CONfagm — INStT
currinstr(d) = cell2instr(d.mm(d.dpc + 4))

Definition 6.10 (VAMP transition function) We define the single step
transition function dagm :: CONfasm H— cONfasm for the VAMP assembly semantics
in the obvious way by applying the ezec function to the current instruction.

0asm (d) = exec(d, cellZinstr(((d + 4)).mm, d.dpc)
Similar to the C0 semantics we use the notation 6¢

L tO denote several steps of
the VAMP assembly machine. This function is defined by induction on 4.

Gaem(d) = d
5;;}1(@ = (;;sm (Gasm (d))

For later use we introduce some more functions and abbreviations regarding
configurations of the VAMP assembly machine.

Definition 6.11 (Reading lists of memory cells) Let m be the memory of
a VAMP assembly configuration, a a start address (in words), and ! the number
of words to be read. We define the function readgata :: IN — mceell yopn X N XN —
mecell s list which reads the content of [ consecutive memory cells from memory
m starting at word address a. The function is defined by induction on .

read gata(m, a,0) =[]
readdata(m, a,l + 1) = m(a)#readgata(m,a + 1,1)
Definition 6.12 (Reading lists of instructions) Let m be the memory of a
VAMP assembly configuration, a a byte address, and [ the number of instructions

to be read. We define the function read;psty :: IN — meellggm X N XIN — instr list
which reads [ consecutive instructions from m starting at address a.

readinstr (M, a,l) = map(cell2instr, read gata(m, a + 4,1))
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6.3 Correctness of the VAMP Assembly Model

Obviously, it is a good idea to use an abstraction like the VAMP assembly
semantics instead of arguing about compiler correctness directly at the ISA level.
However, the Verisoft project aims at the pervasive verification of compuer
systems which requires us to justify this abstraction formally. Such a justification
has been done for user mode programs by A. Tsyban in form of a simulation
theorem between the VAMP instruction set architecture and the VAMP assembly
semantics.

In order to use this simulation theorem to transfer results from the assembly
level to the ISA level we have to meet several additional requirements. Observe
that we do not formally define the requirements in this section but instead
we introduce a verification methodology for VAMP assembly programs in the
following section which incorporates sufficient conditions for the justification of
the abstraction. We highlight the most important requirements.

No Self Modifying Code. As mentioned in Section 6.1 on page 101, the
VAMP correctness proof requires a special sync instruction between the mod-
ification of code and its execution. The CO compiler does not generate self
modifying code. Thus, we can fulfill this requirement by just proving that
we never execute code from memory locations where the code has previously
written to.

To distinguish between memory locations from which we will fetch instruc-
tions at some point in time and other locations we introduce the concept of a
code range. The code range range. :: N x N of a given assembly program is a
pair of start address and end address. Roughly speaking, all memory locations
inside range. are considered to contain instructions and all other to contain
data.

Alignment of Data and Instructions. The VAMP ISA requires memory
accesses to be properly aligned. The VAMP assembly machine does not contain
explicit requirements about alignment of accesses; nevertheless, the definitions
of memory accesses in the assembly machine are only correct (and meaningful)
if proper alignment is given.

No Access Outside the Address Space. The VAMP ISA generates page
fault interrupts mainly for two reasons.

1. A memory access is in principle permissible but the affected page is
currently swapped out. In this case, the page fault handler of the operating
system will swap in the accessed page transparently and the assembly
program will not observe any problems. For the compiler correctness
proof, we do not have to care about this kind of page fault interrupts.

2. A program tries to access a memory location which it is not allowed to. In
this case, there is in general no way for the operating system to fulfill the
program’s request and it will probably terminate the program. We have
to prevent this case by ensuring that the program does not access memory
outside its own address space neither by load or store instructions nor by
instruction fetches.
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Similar to range. we introduce the notion of an address range. With
range, * IN x IN we represent the address space of a program. The
program is not supposed to do any memory access to an address which is
not inside range,.

ISABELLE Observe that in Isabelle the address range is a pair of start address
and length in contrast to the code range which is a pair of start and end address.
This difference is just for historical reasons and thus we do not reflect it here.
In this thesis, all ranges are modeled as pair of start and end address.

No Execution of Non-Modeled Instructions. The VAMP assembly se-
mantics does not model all instructions of the VAMP ISA. The instructions
trap and rfe which (in the VAMP ISA) generate trap interrupts and return
from exceptions are just modeled by the identity function and thus must not be
executed in a program at the assembly level. For user mode, this also holds for
instructions mowvs2i and movi2s if they access certain special purpose registers.

6.3.1 Formalizing the Requirements

We define two predicates which formally sum up the requirements from above.

Definition 6.13 (Advancing instructions) We call an instruction advanc-
ing if its semantics is not the identity mapping. Based on the definition of
instruction semantics from Section 6.2.5 we know that only few instructions can
lead to an identity step. Thus, we define the predicate advancing :: instr — B
formally as advancing(i) =i ¢ {rfe, trap}.

Definition 6.14 (Interrupt free configuration) Let d be a configuration
of the VAMP assembly semantics, range, the code range, and range, the
address range. Additionally, let i = currinstr(d) be the current instruction of
configuration d. The predicate interruptfree :: confosm X (INXN) X (NxN) — B
states that the next step of the VAMP assembly machine would not generate
interrupts on the ISA layer. This allows to prove for that step the equivalence
between the VAMP assembly machine and the ISA layer.

If the current instruction is neither a load or store nor a mowvi2s the rules are
quite simple. We just require that the delayed program counter is a multiple of
four and inside the code range.

—is_loadstore (i) i # movils 4|d.dpc d.dpc € range,

interruptfree(d, range,, range,)

We forbid moves to or from special purpose registers other than floating point
registers because this would generate an illegal interrupt [Dal06, Chapter 3].

4|d.dpc d.dpc € range,
i € {movi2s, movs2i} REG,(i) e {IEEEf,RM,FCC}

interruptfree(d, range., range,)
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For load and store instructions we additionally require that the effective ad-
dresses of the memory access is inside the address range and that the access is
properly aligned.

is_load (i) 4|d.dpc width, (i) | REG2(1) fst(range,) < ea(d,1)
ea(d, ) + width, (i) < snd(range,) d.dpc € range,

interruptfree(d, range,, range, )
Furthermore, for stores the effective address must not be inside the code range.

is_store(i) 4|d.dpc widthy (i) | REG2 (1)
fst(range,) < ea(d,1) ea(d, 1) + width,(i) < snd(range,)
ea(d, i) + width,(i) < fst(range.) V snd(range.) < ea(d,7) d.dpc € range,

interruptfree(d, range,, range,)

6.4 Assembly Code Verification Methodology

The formal verification of VAMP assembly programs directly at the level of
the transition function d,s,, is non-practical for several reasons. First, repeated
unfolding of definitions is time consuming and makes proofs long and hard
to maintain. Second, the need to keep track of side conditions (confasm+/s
etc.) and a lot of bookkeeping regarding requirements for absence of interrupts
and the simulation proof from the previous section complicates pre and post
conditions of lemmas. Additionally, it is hard to carry the preconditions from
one instruction to the next. Third and last, the bulk of proof goals is similar for
each instruction and need to be done over and over again. Thus, they should
be moved into ‘general’ lemmas which abstract from the concrete situation and
can be applied with less effort.

In this section we introduce a methodology which allows us to verify VAMP
assembly programs in a straightforward fashion. First, we define a predicate
which states that a certain block of assembly instructions executes without
generating interrupts. Then we introduce lemmas about the effect of single
assembly instructions which are formulated based on this predicate. These
lemmas generate only those verification conditions which are really necessary
for the given instruction and cannot be concluded in a general way. Finally, we
prove lemmas about the successive execution of several assembly instructions
or even of several blocks of assembly instructions. This allows us to combine
the lemmas about single instructions to lemmas about the behavior of larger
pieces of assembly code.

6.4.1 Predicates for Execution of Assembly Code

We need to formalize what we mean exactly when talking about the execution
of a certain piece of assembly code starting in a configuration d and ending in
another configuration d’.

Definition 6.15 (Execution of assembly code) We use the notation

t,dest

d d

range.,range,
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to state that the VAMP assembly machine started in configuration d reaches
in t steps a configuration d’ with d’.dpc = dest and d'.pcp = d'.dpc + 4 using
range, and range, as code range and address range, respectively.

The predicate requires that the final configuration is reached by executing ¢
steps of the assembly machine, that its delayed program counter is equal to the
destination, that the second program counter pcp points to the next instruction,
that the code stays unchanged, that no interrupt generating events occur, and
that all instructions which are being executed are advancing.

Formally, this is defined by

d.dpc = dest  d.pcp=d.dpc+4 & (d)=d confasmy/(d')

Vt' <t : unchngd d.mm,d .mm, fst(range,) + 4, snd(range,) + 4)
V' < t: interruptfree(St,, (d), range,, range,)
V' < t: advancing(currmstr(d,gsm(d)))
d t,dest d

mem (

range.,range,

To keep formulas in the rest of this thesis concise we combine a set of
preconditions which are common for lemmas about the execution of assembly
code.

Definition 6.16 (Preconditions for assembly execution) Let range, be
the code range, d a configuration of the VAMP assembly machine, and il a list
of assembly instructions. We define the predicate asmpre 1 cOnfagm X (N x IN) x
instr list — B which combine several preconditions for the successful execution
of VAMP assembly code.

The predicate requires that d is a valid VAMP assembly configuration, that
the delayed program counter is a multiple of four, that the second program
counter pcp points to the next instruction, that the instruction list 4f is stored in
the memory of d starting at address d.dpc, that il is completely located within
the code range, and that the code range fits into 32-bit addresses.

Formally, we define

coNfasm+/(d) 4|d.dpc
d.pcp = d.dpc + 4 readinstr (d.mm, d.dpc, |il|) = il fst(range,) < d.dpc
d.dpc + 4 x |il| < snd(range,.) snd(range,) + 4 < 232

asmpre(d, Tange,, il)

ISABELLE In Isabelle, the predicate asmy, has an additional conjunction is_
instr with type instr — B. It requires that all instructions in il are valid
VAMP assembly instructions, i.e., that register names and immediate constants
are in the correct domain. However, in this thesis the property follows directly
from the fact that we use bounded types for register names and immediate

constants (cf. remark on page 102). Thus, there is no need to explicitly state it.

6.4.2 Executing Single Instructions

We have proved dozens of lemmas in Isabelle which state, given a small set of
preconditions, the meaning of certain assembly instructions. These lemmas have
been very useful in the low-level correctness proofs for the assembly code which is
being generated by the C0O compiler. But in this thesis we will not give detailed
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correctness proofs about the execution of small building blocks of assembly code;
instead we will concentrate on the interesting parts of the compiler correctness
proof, where C0 layer and assembly layer are linked together. Thus, we will
show only a few lemmas of the aforementioned kind to give the reader an idea
of the kind of low-level proofs which have been done.

We start with a simple lemma about the execution of the addi instruction.

Lemma 6.7 (Correctness of addition) If the preconditions from asmre
hold for a configuration d where addi is the current instruction then the next
step of the VAMP assembly transition function has the expected behavior.

asmpre(d, range,., [addi(rq, s,7)])
dpc .= d.dpc + 4
d| pep:=d.pcp + 4
gprlrg := n2i(i2n(d.gpr'rs) +32 12n(i))

1,d.dpc+4
—=d P

range,,range,

PrROOF We do not give a detailed proof of this lemma here. In Isabelle the
proof is done mainly by unfolding the corresponding definitions of the VAMP
assembly semantics and by some simple arguments about modulo arithmetic.

The previous lemma is not very impressive and its formal proof is quite short.
Thus, the question may arise what this kind of lemmas is good for. But, even if
the lemma and its proofs are quite short its repeated use while proving larger
pieces of assembly code saves quite some time. However, the main advantage is
that most pre and post conditions of these lemmas are encapsulated in special
predicates; this gives a standard way of encoding this conditions. Thereby,
this kind of lemmas can be easily combined to lemmas about larger pieces of
assembly code as demonstrated in the following section.

Usually, a programmer does not make use of the fact the the program
counter is increased using modulo arithmetic. Thus, these lemmas abstract the
program counter computation to ordinary addition as long as the preconditions
from asmp,e are fulfilled.

The second example is a lemma about the execution of a branch-equal-
zero instruction (begz) in case that the condition is fulfilled. In contrast to
the first lemma, we cannot use the predicate for the execution of assembly
code from Definition 6.15 on page 114 directly for lemmas about branch and
jump instructions. The reason is that in a configuration d’ after executing a
jump or branch instruction (given that the branch has been taken) it is not
true that d’.pcp = d’.dpc + 4. Nevertheless, this condition is very helpful as
it allows to look at the execution of a given code block in isolation without
knowing too much details about the past of the assembly machine. Thus, we
formulate lemmas about the execution of branch and jump instructions always
as lemmas about two instructions: the branch and the instruction in the delay
slot. After executing the delay slot instruction (which must not be a control
flow instruction, cf. [BJKT06]) the condition d'.pcp = d’.dpc + 4 holds again. In
the code generated by the C'0 compiler there are not many different instructions
in the delay slots of branches. This keeps the number of different combinations
of branch and delay slot instructions — and the number of lemmas — small.

We present here exemplarily the combination of a begz instruction with an
addi in the delay slot. Observe that the jump distance can be negative.
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Lemma 6.8 (Correctness of a conditional branch) Let d be a configura-
tion where the preconditions from asmy,. hold and beqz is the current instruction
followed by addi. If the source register is zero and the destination address of the
branch is reasonable then the branch is taken and the next step of the VAMP
assembly transition function has the expected behavior.

asmpre(d, range., [beqz(rs, dist), addi(rq, rs,1)])
ANd.gprlrs =0
A0 < d.dpe+ 4+ dist +4 < 252 A =231 < dist < 23!
dpc .= d.pcp + dist
d | pep:=d.pcp + dist + 4
gprlrg == n2i(i2n(d.gprirs) +32 i2n(i))

2,d.pcp+dist
et d _—

range,,range,

PROOF We omit the proof.

For this kind of lemmas there are basically two ways to specify the new
configuration d’. We can either define the new configuration explicitly like in
the lemmas above or we can specify its interesting properties implicitly. For the
compiler correctness proofs we have preferred the latter way in lemmas which
argue about more than one or two instructions (cf. Section 6.4.3). The main
advantage of this kind of formalization is that we can work on a slightly higher
level of abstraction. Additionally, Isabelle’s simplifier is not overstressed by un-
successfully trying to exploit the explicit representation of the new configuration
and the user is not overwhelmed by the exploding size of formulas.

6.4.3 Combining Code Pieces

In this thesis we developed a verification methodology for VAMP assembly
code which allows to combine lemmas about the execution of single assembly
instructions (cf. the previous section) or about small code pieces to correctness
proofs about larger code pieces. This verification is done in a forward style.

1. Have asmp;. for the whole list il of assembly instructions in a configuration
d.

2. From step 1 deduce asmpy. for a certain prefix a of il = a o b for which
we already have a lemma.

3. Apply the lemma for a. This gives a new configuration d’ with certain
properties.

4. From the execution of a, infer asmpy for b in configuration d’.

5. Now, repeat steps 2 to 4 starting in configuration d’ for a prefix a’ of the
remaining assembly instructions. This leads to a new configuration d”
after execution of this prefix.

6. Combine the execution of a and a’ to the execution of a o @’ from config-
urations d to d” and start again with step 5 until the original assembly
program 4l is completely processed.
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In formal proofs, small differences in the way of proving lemmas can make a
big difference in the required effort. A big advantage of the described verification
methodology is that it allows to keep the formal proof context in Isabelle concise.
The same holds for the proof scripts themselves. With the right kind of lemmas
(cf. below) and a good way of applying them we can process the assembly
instructions step-by-step without poisoning the proof state with obsolete facts
and without having to state complicated facts by copy-and-paste.

Now, we present some lemmas which implement the verification methodology
from above. We start with a lemma which allows to combine results about
the execution of two separate code blocks a and b to the execution of a@b (cf.
step 6 of the methodology).

Lemma 6.9 (Combined execution of code blocks) Given that a list a of
assembly instructions is executed from configuration d to configuration d' in t,
steps and a code piece b is executed from d' to d” in t, steps we can conclude
that the composed list a o b is executed from d to d” in t, +t, steps.

tq,dest, ty,desty tot+ty,desty
_—

dnd d'"=d d’

range,,range, range,,range, range.,range,

d

PROOF The proof of this lemma is quite simple; even in Isabelle it does only
require 15 proof steps. We have to verify seven conditions for this lemma (cf.
Definition 6.15 on page 114):

1. d’.dpc = desty,

2. d".pcp = d".dpc + 4

3. lain(d) = d”

1. confiumy/(d")

5. V' <ttty : unchngd o (d.mm, d”.mm, fst(range,)+4, snd(range.)=4)
6. Vt' < to+ ty, : interruptfree(dL., (d), range., range,)

7.Vt < to +ty, : advancing(currinstr(6t.,, (d)))

Conditions 1, 2, and 4 follow directly from the correct execution of b.
Condition 3 follows by a simple argument about the VAMP assembly transition
function. Finally, conditions 5, 6, and 7 follow for ¢’ < t, (¢’ < t, for condition 5)
from the proper execution of a and for the other cases from the execution of
b. q.e.d.

We continue with statements about concluding asmy,. for prefixes of a list
of assembly instructions (cf. step 2 of the methodology)

Lemma 6.10 Given that we have proper preconditions for the execution of a
list il of assembly instructions in configuration d we also have the preconditions

for any prefiz of il.
asMpre(d, range,., il) An < |il| = asmpre(d, range.,il[0, n])

Proor The proof of this lemma follows directly from the definition of asmpre.
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To further simplify formal reasoning in Isabelle we also use the following
corollaries of the previous lemma. These corollaries are trivial with paper-and-
pencil and their proof is trivial also in Isabelle / HOL. However, using them
instead of the original lemma often saves several additional proof steps which
would be required to bring the current proof state in correspondence with the
lemma on the facing page.

Corollary 6.11 Given that we have proper preconditions for the execution of
a list of assembly instructions in configuration d we also have the preconditions
for the execution of the first instruction in that list.

asMpre(d, range ., a#b) = asmp,.(d, range,, [a])

Corollary 6.12 Given that we have proper preconditions for the execution of
a list of assembly instructions which is composed of two parts the precondition
holds in the same configuration also for the first part of the list.

asmpre(d, range,, a 0o b) = asmp,.(d, range,, a)

Finally, we present a lemma which formalizes step 4 of the verification
methodology on page 117.

Lemma 6.13 Let the preconditions for the execution of assembly code hold for
a list a o b of assembly instructions in configuration d. Furthermore, assume
that the instructions a are executed from configuration d to configuration d’
such that the program counter of d' points to the start of instruction list b.
Then, we can conclude that the preconditions also hold for the execution of b in
configuration d'.

t,d.dpc+4-|a|
>

asmpre(d, range ,,aob) A d d' = asmpp(d', range,,b)

range.,range,
PROOF We omit the simple proof of this lemma.

We also present the following corollary of the previous lemma which simplifies
formal reasoning.

Corollary 6.14 If the preconditions for the execution of assembly code hold in
configuration d for a list of assembly instructions, the first statement of that list
is executed from configuration d to d', and the program counter of d' points to
the second instructions of the list we can conclude that the preconditions holds
for the tail of the instruction list in d'.

t,d.dpc+4

asmpre(d, range ., a#b) N d d' = asmy(d', range ., b)

range,range,
6.4.4 Automation

The assembly level correctness proofs which have been done in this thesis
using the assembly verification methodology from Section 6.4, can probably be
automated to a large extent. In [Eme05], the author presents a method for an
automatic proof that no interrupts are generated by a given piece of assembly
code. When more and larger assembly programs have to be verified, it could
pay off to develop a semi-automated assembly verification environment as has
been done for C0O programs in [Sch06].
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In this chapter we describe the code generation algorithm of the C0 compiler.

A CO0 program consists of a type name environment, a function table, and
a symbol table for the global variables (cf. Section 4.1). The code generation
algorithm of the CO compiler is quite simple and follows directly the structure
of the input program. The CO compiler starts by iterating over all functions in
the function table and generates code for the function bodies (which are formed
by a single statement). The code generation for statements and expressions —
in the context of a certain function — is done by a simple recursive algorithm
which follows the structure of the corresponding data types.

The code generation algorithm does not use any optimizations. Registers
are not used to store (intermediate) results or memory content between different
expressions or statements. Thus, there is no need for a special register allocation
phase. Register allocation is done together with instruction selection in one
step.

In this chapter we introduce the code generation algorithm bottom up. We
start in Section 7.1 with some basic definitions and introduce the memory
layout of the compiled programs in Section 7.2. We continue with the code
generation for expressions in Section 7.3, with the code generation for statements
in Section 7.4, and conclude in Section 7.5 with the code generation algorithm
for complete CO programs. In Section 7.6 we investigate restrictions on input
programs which are caused by restrictions of the target machine. We conclude
this chapter in Section 7.7 with a discussion on how the Isabelle specification of
the code generation algorithm can be executed. This is a possible solution of
the bootstrap problem (cf. [GH9S]).
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7.1 Introduction to the Code Generation

7.1.1 Code Size

On several occasions we need to know the size of the generated code. To name
just a few: we need to compute jump distances (e.g., to miss out the body
of a loop if the condition is false), to compute the absolute start address of
functions (for function calls), and to compute the base address of variables,
which depends — at least for the C0 compiler — on the size of the program (cf.
Figure 7.2 on page 129).

For the first and for the last example we do not necessarily need to know
the code size in advance, i.e., before generating the corresponding code.

As we will see later, code is generated by recursion, thus we know the
code for the loop body already when we generate the code which reacts to the
condition. Thus, we can figure out the size of the loop body by just looking at
its code.

For the last example, we anticipate the meaning of special registers (cf.
Table 7.2 on page 129) which store the base address of the global memory frame
and the base address of the current stack frame. We compute the address of
variables relative to one of these registers and can keep the code which accesses
variables independent of the real values for the base address. Obviously, these
two registers need to be initialized.

This is done by some initialization code which is located at the beginning of
the compiled program (cf. Figure 7.12 on page 160). Thus, the initialization
code need to know the code size of the program, in order to compute the initial
register values. However, the initialization code — which is of fixed size — could
be generated at the end, after generating the code for the remaining program,
when we already know the size of the remaining code.

Nevertheless, the solutions from above do not work for function calls. C0
supports mutual recursion, thus there is — at least for some C0 programs — no
way to generate code without having to jump to functions which have not yet
been compiled. To compute the jump distance to or the absolute address of
these functions we would need to know the size of the current function, which
we do not.

There are two solutions to this problem.

e We could compile a program in two passes: in a first pass we would miss
out jump distances from function calls — taking notes of where we need to
insert the jump distance to which function — and in a second pass, when
we know the size of all functions, we would insert the jump distances.

e We can introduce simple functions which compute, given a necessary set
of parameters, the size of the generated code, without having to know all
details like jump distances.

In terms of correctness proofs, we would have to prove that the selected
solution generates correct jump distances for function calls. For the two-pass
compilation this would require us to keep a list of positions where we have to
fill in jump distances and to prove that inserting the distances works correctly.
Such a proof is be quite complicated to do in a formal verification system.
The second approach is much simpler as it just requires to prove for all code
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generation functions that the corresponding code size functions compute the
correct result. Thus, we have chosen the second approach to specify the code
generation algorithm in Isabelle. For the compiler implementation in C0 [Pet07],
Elena Petrova has chosen to implement the two-pass approach. This was mainly
done for efficiency and required a quite lengthy equivalence proof between both
solutions.

Even if not mandatory, the code size functions also simplify code generation
for the first and third problem from above because they decouple computation
of addresses and actual code generation.

We will not give a detailed (and boring) definition of the code size functions,
here. Instead we present the signatures of the most important code size function
and leave their concrete definitions and some auxiliary functions to the Isabelle
theories. One can easily calculate the code size by hand from the code generation
algorithm in Sections 7.3 and 7.4. Observe that we count the size of code in
words, which corresponds directly to the number of VAMP instructions. To
have the code size in bytes we have to multiply by four.

Definition 7.1 (Code size of expressions) Let e be an expression, te a
type name environment, gst and Ist global and local symbol tables, and rf a flag
which specifies if e should be evaluated as a left or as a right expression. Then,
the function csizee(te, gst, lst, rf, e) computes the size of the code generated for
e.

csizee i tenv X (S X ty) list x (S x ty) list x B x expr — N

Definition 7.2 (Code size of statements) Let s be a statement, te a type
name environment, and let gst and Ist be global and local symbol tables,
respectively. Then, the function csizes(te, gst, lst, s) computes the size of the
code generated for statement s.

csizes :: tenv X (S X ty) list x (S x ty) list x stmt — N

As an abbreviation we introduce a second variant of the above function
which computes the neccessary local symbol table depending on the function to
which the statement belongs. The result of this function is of option type to
cope with statements which are not present in the program.

csizes :: tenv X (S x ty) list X functableT stmt — IN |

csizes(te, gst, ft, s) = {LCSZ.Z@S(IS67 gst, strun(f), 5)] - iF fos(s.,ﬁ) = U]
None otherwise

Definition 7.3 (Code size of function lists) Let te a type name environ-

ment, gst the global symbol table, and ft a function table. Then we introduce

the function csizen :: tenv x (S x ty) list X functableT — N which computes

the code size of a given list of functions. We define by induction on the list of

functions

csizes(te, gst, ft,[]) = 0

csizeﬂ(te, gSt7ﬁ7 (fn, f)#fs) = CS?;ZCﬂ(tC, gStafta fS)
+ csizes(te, gst, stran(f), f-body)
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Definition 7.4 (Size of the init code) We introduce the following constant
which denotes the size of the init code.

cSiz€in; :: IN

The code size of a C0 program is composed of the code size of the init code
and of all functions of the program.

Definition 7.5 (Code size of programs) Let te a type name environment,
gst the global symbol table, and ft a function table. We define the code size of
a C0 program by

csizeprog(te, gst, ft) = csizeini + csizen(te, gst, ft, ft)

7.1.2 Base Addresses of Code

Now, we define several functions which compute the (byte) base addresses
of code. We start with a function which computes the start address of the
code which has been generated for a given function. Then, we define for a
statement s and a sub statement s’ of s the code displacement of s’ in s. The
code displacement tells us the displacement of the code generated for s’ with
respect to the start of the code which has been generated for s. Finally, we will
define the code base of statements using the start address of the statement’s
function and the code displacement of the statement with respect to the start
of the code for that function.

Definition 7.6 (Displacement of functions) We define the displacement
of a function with name fn with respect to the start of the code generated for a
given list of functions. We do this definition by induction on the function list.
As we are not interested in the case that fn is not present in the function list
we can omit the induction start.

displ; :: tenv X (S x ty) list X S X functableT x functableT — N

disply(te, gst, fn, ft, (fn', )#f1) =
0 if fn' = fn
4 - csizes(te, gst, stean(f), f-body)
+displg(te, gst, fn, ft, f1) otherwise

Based on the displacement of a function it is now simple to define its absolute
start address.

Definition 7.7 (Start address of functions) We define the start address
of a function f by adding its displacement to the program base and the size of
the initialization code. Formally, we define

cbases :: tenv X (S x ty) list X S X functableT — N
cbaseg(te, gst, f, ft) = progbase + 4 - csizei; + disply(te, gst, f, ft, ft)
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code for ft!(n —1)

code for ft!2
cbases (fst(ft!2)) — disply(fst(ft!(n — 1)), ft, ft)
code for ft!1
cbases (fst(ft!l)) — displ(fst(ft!12), f, ft)
code for ft!0

cbases (fst(ft10)) —

init code } 4 - csizein;

progbase —

Figure 7.1: Start Address of Functions for Function Table ft

Let te be a type name environment, ft a function table, and gst and Ist
the global and local symbol tables. Furthermore, let s be a statement and s’
a non-structural sub statement of s. We introduce the code displacement (in
bytes) of statement s’ with respect to statement s.

displ, :: tenv X functableT x (S x ty) list x (S x ty) list x stmt x stmt — N

For easier understanding of the formulas, we will not give the concrete definition
of displ, until Section 7.4.9 after we have defined the code generation for
statements.

Based on these definitions we can finally define the base address of arbitrary
statements.

Definition 7.8 (Base address of statements) Let te a type name environ-
ment, ft a function table, gst the symbol table for the global memory, and s a
statement. We define the function cbases :: tenv X (S X ty) list X functableT x
stmt — IN| which computes the base address of s. To do that it adds the base
address of the function f to which s belongs and the displacement of s inside
the function body of f.

cbases(te, gst, ft, s)
cbaseg(te, gst, fn, ft)+ . B
= the(disply(te, ft, gst, steun(f), s, f.body)) if fos(s, ft) = [(fn. )}

None otherwise

We prove the following simple lemma about the base address of sub state-
ments.

Lemma 7.1 (Base address of sub statements) Let statements s and f be
non-structural. Furthermore, let s be a sub statement of f and f a sub statement
of f'. Then, the code displacement of s with respect to f' equals the displacement
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of s with respect to f plus the displacement of f with respect to a.

CRS SUbs(f) A _‘Stmtstructural(s)

Nfe SUba(f/) A _‘Stmtstructural(f)
A dstncts(f")
— the(displ, (5, ")) = the(displ, (s, £)) + the(dispL,(f, /")

PROOF We prove this lemma by induction on f’. Most induction cases follow
directly from the definition of displ,.

The condition that all sub statements of f’ are distinct is not strictly
necessary for the lemma. However, it simplifies the proof for the inductive
cases, i.e., for the statement with several sub statements: Comp(sy, s2) and
Ifte(e, s1, s2). In these cases, we have to argue that s and f are in the same sub
tree, e.g., that the case s € subs(s1) A f ¢ subs(s1) A f € subs(s2) cannot occur.
This is trivial, if we have dstncts(f’) because f € subs(s2) implies s € subs(s2)
which is a contradiction to the distinctness requirement.

Without distinctness, the goal would also be provable but would require
more auxiliary lemmas which argue that f is in some sense smaller than f'
(because f € subs(s2)) and so it has to be a sub statement of s; because s
is a sub statement of s;. Then, we would not care whether s or f are sub
statements of so because in the definition of displ, the left sub statement has
higher priority.

We omit other details of the proof. q.e.d.

7.2 Memory Layout

The data memory layout of the C'0 compiler consists of three main areas: the
global memory frame, a stack of local memory frames, and the heap. A rough
overview on the layout of these areas in the memory of a VAMP assembly
machine is depicted in Figure 7.2.

The memory layout starts with the assembly code for the compiled program.
The code starts at address progbase which is a parameter to the C0 compiler and
thus treated as a constant here. Behind an unused area of size bubble.oge — this
is also a parameter to the compiler and can be zero — follows the global memory
frame. The global memory is followed by an unused area of size bubblegn,.

The global memory frame is followed by the stack of local memories. Each
local memory frame starts with a stack frame header which occupies three
words and stores the return address, the return destination, and the previous
stack pointer. The offsets and meaning of these fields are explained in Table 7.1.
New stack frames are placed at the upper end of the stack, i.e., the C0 compiler
lets the stack grow to the top.

The last part of the memory is the heap. The heap starts at address
abaseneap, which is also a constant parameter to the compiler, and grows to the
top. The size of the heap memory is bounded by the constant asizepg,-

The compiler stores the base address of the global memory, the first unused
address on the heap, and the base address of the current stack frame in registers
(cf. Table 7.2).
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Table 7.1: Frame Header Layout

Offset Name Meaning
0 return address where to jump after completion of the
corresponding function
4 return destination where to store the result of the func-
tion
8 previous stack pointer start address of the previous stack
frame

Table 7.2: Special Registers Used in the C0 Compiler

Register ~Mnemonic Meaning

r28 T'sbase base address of the global memory frame
729 Thtop first unused address on the heap
r30 Tlframe base address of the current (top) stack frame
r31 Tjal used by the VAMP for jump-and-link instructions
abaseneap + asize€hen, — e
E
free heap °§
e
w
i2n (gpr!rigop) — é
used heap %
abaseneap — 2
A
free stack area
stack frame %}
|m.im| — 1 (=
i2n(gpr'Miframe) [ frame header B
= abasein (te, ft, sc(m), |m.lm| — 1) g
& |z
2|
)
=
&
stack frame 0
abasein (te, ft, sc(m),0) [ frame header
= abaseny (te, ft, gst(m)) ANAANNANN |bubblegm
global memory
i2n(gpr'Tsbase) frame
= abaseg (te, ft, gst(m)) ANANAANANANAN }bubblecodC
code

progbase

Figure 7.2: Memory Layout of the C0 Compiler
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7.2.1 Alignment and Allocated Size

We define inductively the alignment of types and the number of bytes needed
to store a value of certain type in the target machine. We call the latter the
allocated size of a type.

REMARK The following definitions of alignment and allocated size of types
and the displacement of structure components are unnecessary complex for the
current version of the C0 compiler which reserves a complete word for all basic
types. For such a compiler, all structure components are automatically aligned
to four bytes and there is no need to insert holes in the memory layout for
proper alignment.

However, having these complex definitions allows us to switch without too
much effort to a memory layout where some basic types (e.g., boolean and
character) occupy only a single byte. The generated code — with the exception
of the code for big assignments — works also for this case. The proofs, however,
would requirement some adjustments.

Definition 7.9 (Alignment of types) We define the function algn :: ty —
N which computes the neccessary alignment for a given type.

=3
R}
3
—~
)
w
=
=
=
3
S~—"

The alignment of arrays is the alignment of the element type.
algn(Arrr(n,t)) = algn(t)

The alignment of a structure is the maximum of the alignments of its compo-
nents.

algn(Strr(scl)) = max(map(algn, scl))

Definition 7.10 (Allocated size of types and displacement) We define
simultaneously the function asize; :: ty — IN which computes the allocated size
for a given type and the function displ, :: N x (S x ty) list x S — N which
computes the displacement of structure components inside a structure.

asizey(Boolr) = 4
asizey(Intt) =

asizey(Chary

) =4
)=4
asizey(Unsignedy) = 4
asizey(Ptro(tn)) = 4
asizes(Nullt) = 4

All array elements have to be properly aligned. However, the allocated size
of array elements may not correspond to their alignment: e.g., consider the
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case of an array of structures which contain a pointer followed by a boolean
and imagine that booleans would have an allocated size of just one byte. In
this case, the allocated size of the array elements would be five, whereas the
required alignment would be four; accordingly, the compiler would have to insert
three unused bytes behind every array element (this example is illustrated in
Figure 7.3). Thus, we have to round the element size up to a multiple of its
alignment.

asizes(Arrr(n,t)) = n - [asizes(t)] aign(t)

The allocated size of a structure equals the displacement of the last component
plus its allocated size.

asizer (Strr(scl)) = displ, (0, scl, fst(last(scl))) + asizey(snd(last(scl)))

The displacement of a component z inside a structure is defined using an
accumulator parameter i. The intended meaning of ¢ is that it represents
the displacement of the previous component plus the allocated size of that
component. Then, as soon as we reach component z, we just have to round ¢
up to a multiple of the alignment of the type of component zx.

Observe that we apply asize; only to the type of single structure components
not to the type of the whole structure. This allows us to use displ, to define
the allocated size of structures while still having well defined functions.

displ,(i,[],2) =i

|—Z—| algn(t) if x =cn
displ, ([7] aign(r) + asizes(t), zs,x) otherwise

displ, (i, (cn, t)#axs,x) = {

ISABELLE To avoid the need for a simultaneous definition of asize; and displ,,
the definition of asize; for structures has been done differently in Isabelle. It
uses an auxiliary accumulator parameter and is far from being as intuitive
as the definition above. However, we have proved a lemma' which shows the
equivalence between the Isabelle definition and the intuitive definition above.

Lemma 7.2 (Allocated size is a multiple of four) Let te be a type name
environment and t a valid CO type. Then, the allocated size of t is a multiple of
four.

validy,(te,t) = 4| asize,(t)

PRrROOF This lemma is proved by induction on the structure of ¢. For the basic
types, the statement follows directly from the definition of asize;. The induction
steps for arrays and structures are done using some basic properties of the
ceiling function [xz],. q.e.d.

As an abbreviation we introduce the function asizealgn which aligns the
allocated size of a type by the alignment of the type. We set

asizealgn : ty — N

asizeaign (t) = [asizet(t)] aign(t)-

1 asize_struct_components_as_displ_var_of_last
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In this example consider an array a with two elements where the array’s
element type is a structure type s with components p : Ptrr and b : Boolr.

Figure 7.3: Example for the Allocated Size of Arrays

We extend the definition of allocated size from types to symbol tables and

memories.

Definition 7.11 (Allocated size of symbol tables) Compared to a global
memory frame, the stack frames of the local memory store additional information
in the frame header. Thus, the function asizes; :: (S X ty) list x N +— N, which
computes the allocated size of a given symbol table st has a second parameter
which represents the size of the frame header. For the global memory frame,
this parameter is zero, for the stack frame it is twelve. We define

asizeg(st, hs) =

{hs if st =]

displ, (hs, st, fst(last(st))) + asizet(snd(last(st))) otherwise

which means that the size of an empty symbol table equals the header size and
for a non-empty symbol table equals the displacement of the last variable plus

the allocated size of the variable.

Based on this definition we define the allocated size of a memory by

asizemem > mframe x N +— N

asizemem (M, hs) = asizes(m.st, hs)

Variables in the heap have no names so we have to define the allocated size
of the heap differently.
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Definition 7.12 (Allocated size of the heap) We define the allocated size
of the heap by induction. Observe that all heap objects are aligned to word
boundaries.

asizeneap = (S x ty) list — N

asizeneap([]) = 0

asizeneap (2, t)#xs) = [asizei(t)]a + asizeneap(Ts)
7.2.2 Displacement of Variables and G-Variables

The displacement of a variable in a memory frame is equal to the displacement
of a structure component inside a structure. Thus, we reuse the function displ,
from Definition 7.10 on page 130 to compute displacement of variables. Observe
that for variables in stack frames we have to set the headersize to twelve.

Definition 7.13 (Displacement of g-variables) We introduce a function
disply :: symbolconf x gvar — N which computes the displacement of a g-
variable g with respect to its root g-variable. The function is defined by
induction on g.

disply(sc, gvar g, ()
disply(sc, gvary, (i, )
disply(sc, guary,, (i)
disply(sc, gvar ., (g,1)

0
0
0
d

—_— — — —

isply(sc, g)
+17- asizealgn(tyg(sc, guar,,.(g,7)))

For structure access let ty,(sc, gvar,, (g,4)) = Strr(scl). Then we set

disply(sc, gvarg, (g, cn)) = displ,(sc, g)
+ displ,, (0, scl, cn)

Definition 7.14 (Relative displacement) We define the relative displace-
ment displ,, of a g-variable g with respect to another g-variable h by

displ,.; 2 symbolconf x X gvar x gvar — N

disple (s, g, h) = disply(sc, h) — disply(sc, g)
7.2.3 Base Addresses

After defining the size of the generated code in the previous section, we can
define the absolute base addresses of variables and g-variables. We start by
defining the absolute base address of the global memory and of the local memory
stack.

Definition 7.15 (Base address of the global memory) Let te be a type
name environment, gst the global symbol table, and ft a function table. To
compute the base address of the global memory we have to add the size of the
program (in bytes) and the size of bubble ode to the base address of the code
(cf. Figure 7.2). Formally, this is defined as

abasegnm :: tenv X functableT x (S x ty) list — N
abasegm (te, ft, gst) = progbase + 4 - csizeprog(te, gst, ft) + 4 - bubblecode
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Definition 7.16 (Base address of stack frames) Let te a type name envi-
ronment, ft a function table, and sc the current symbol configuration. We
define the base address of the i-th local memory frame. The base address of the
lowest stack frame can be easily computed from the base address of the global
memory by adding the size of the global memory frame and bubblegy,. For the
other stack frame we define the base by induction on 3.

abasey, :: tenv X functableT x symbolconf x N — IN

abaseinm (te, ft, s¢,0) = abasegm (e, ft, sc.gst) + [asizes (sc.gst, 0)]a
+4 - bubblegm
abaseiy, (te, ft, sc,i 4+ 1) = abaseiy (te, ft, sc, i) + [asizes (sc.lstli, 12)]4
For simplicity, we will sometimes use the following abbreviation for the

base address of the first stack frame: abasein (te, ft, gst) = abasein(te, ft, sc,0),
where gst = sc.gst is the global symbol table of the given symbol configuration.

Using the definition from above, we define the allocated base address of
g-variables. Observe that this definition only works for g-variables in the global
or in one the local stack frames. For g-variables in the heap we cannot statically
define the allocated base address because they may be moved or even deleted
by the garbage collector.

Definition 7.17 (Base address of g-variables) Let fe a type name envi-
ronment, ft a function table, sc the current symbol configuration, and g a local
or global g-variable. We define the allocated base address of a g-variable by
case distinction on the location of the root g-variable of g.

abaseg :: tenv x functableT x symbolconf x gvar — N

abaseg(te, ft, sc, gvary, (v)) = abasegn (te, ft, sc.gst) + displ, (0, sc.gst, )
abaseg(te, ft, sc, guary, (i, x)) = abasem (te, ft, sc,i) + displ,, (12, sc.lstli, x)
abaseg(te, ft, sc, guar,,.(g,1)) = abaseg(te, ft, sc, g)
+ 1 - asizeagn (tyg(sc, gvar,,,(g,1)))

For structure access let ty,(sc, gvar,, (g,4)) = Strr(scl).

abaseg(te, ft, sc, guary, (g, cn)) = abaseg(te, ft, sc, g) + displ, (0, scl, cn)

Lemma 7.3 The allocated base address of g-variables and the displacement of
g-variables are consistent:

memgy(g) # hm
= abasey(le, ft, sc, g) = abase,(te, ft, sc, oot 4(g)) + displ,(sc, g)

PrROOF We omit the simple induction proof of this lemma.

IsABELLE In Isabelle, this lemma is split into two lemmas: one for global
g-variables and one for local ones.
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7.3 Code Generation for Expressions

In this section we describe the code generation algorithm for C'O expressions.
For this purpose we introduce the following function which computes the code
for a given expression:

codecxpr :tenv X (S x ty) list x (S x ty) list x B x reg x reg list X expr

— nstr list

The function has the following parameters: a type name environment, a symbol
table for the global variables, a symbol table for the current local variables,
a flag which specifies whether the code should compute the left or the right
value of the expression, the name of the destination register, and list of registers
which may be used during evaluation of sub expressions.

In the following sections we will define codeqxpr by induction on the expression
structure. Before we actually start with the definition of codecxpr for literals,
we describe in Section 7.3.1 some general properties of the code generation
algorithm.

For the remainder of this section, let te be a type name environment, gst
and Ist two symbol tables (for global and local variables), rf a flag which defines
whether evaluation should return the value of the expression (rf = true) or
its address (rf = false), r the name of the destination register, fregs a list of
available (free) registers, and finally e the expression to be translated.

7.3.1 Introduction

In this section we discuss some basic properties of the code generation algorithm
for expressions before we continue with the formal definitions.

Basic Evaluation Strategy

The CO compiler uses a quite simple and direct expression evaluation strategy
by induction on the datastructure for an expression. Intermediate results are
stored in the processor’s registers. We do not use intermediate results from one
part of an expression in another part (this is sometimes called elemination of
common sub expressions); instead, we recompute the value of sub expressions
for each occurence. We also do not remember the result of expression evaluation
between CO statements.

Left and Right Evaluation

We distinguish between expressions for which we want to compute the value and
expressions for which we want to compute the address. We call the former case
evaluation as a right expression and the latter evaluation as a left expression.
The naming (left and right evaluation) arises from the situation in assignments
where we compute the address of the left expression and the value of the right
expression.

To differentiate between left and right evaluation we use the boolean flag
rf of the codecxpr function. We set this flag to true for right evaluation and to
false for left evaluation. During the inductive descent we can determine this
flag for the sub expression from the context (cf. below). For the top-level call
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of codecxpr during the code generation for statements, the flag depends on the
position of the expression in the statement (cf. Section 7.4).

There is one exception to the intuitive meaning of left and right evaluation.
If the value of an expression does not fit into a processor register we generate
code for left evaluation (i.e., to compute the address) even if the expression is
located on the right side of an assignment. In this case, the assignment code
determines and assigns the value of the expression step-by-step in chunks that
fit into a register.

Observe that the previous exception implies the invariant that rf is only
true for expressions which fit into the processor registers.

Register Allocation and Order of Sub Expressions

Before we start with the actual definition of the code generation function for
expressions, we give a short overview on the (simple) register allocation strategy
and about the order in which we generate code for sub expressions.

The CO compiler uses registers r1 to r3 as scratchpad registers and registers
r28 to r31 to store special values (cf. Table 7.2 on page 129). Register r0 is tied
to zero. Thus, registers r4 to 727 remain available for expression evaluation.
We call this the set of initially free registers or short fregs;,;.

We introduce the function size, :: ezpr — N which computes the (abstract)
size of an expression. We define the size of an expression e as the number of
data type constructors in e.

The code generation function for expressions gets a destination register
rq and a list of currently available registers fregs as input. If there are no
sub expressions we just compute the result and store it in the destination
register rq. If there is a single sub expression we use codeqxpr recursively and
set 1y = hd(fregs) and fregs’ = rq#tl(fregs) for the sub expression. Observe
that we use the destination register of an expression as free register for the
computation of its sub expressions.

If the expression has two sub expressions (binary operators, array access,
structure access) and is not a lazy expression (‘logical and’ or ‘logical or’) we
use 1/, = hd(fregs) and fregs' = rq#tl(fregs) to evaluate the first sub expression
and r!] = hd(tl(fregs)) and fregs’ = rq#tl(tl(fregs)) to evaluate the second. In
order to have more registers available we evaluate the larger sub expression
first.

For lazy operators, we cannot choose the order of sub expression evaluation
arbitrarily because the C'0 semantics force use not to evaluate the right sub
expression if the left sub expression suffices to compute the result of the lazy
operator. This makes a difference if the evaluation of the right operand would
generate a runtime error like division-by-zero. Thus, for lazy operators we
evaluate the sub expressions strictly from left to right.

Figure 7.4 demonstrates the register allocation strategy for expressions. We
state between the operands of binary operators how their sizes relate to each
other and print the number of available free registers to the right of every node.
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Figure 7.4: Register Allocation Strategy

7.3.2 Literals

For the VAMP processor, code generation for literals is not completely trivial
because there is no support 32-bit immediate constants. Thus, 32-bit literals
have to be loaded in two steps.

Definition 7.18 (Code generation for literals) We define by case distinc-
tion the function codey; :: reg X lit — instr list which generates code for
literals.

The definition for null pointers, boolean, and character literals is simple.

codeyt (rq, Null) = addi(rg, r0,0)

addi(rq,r0,1) if b
addi(rq,70,0) if =b

codeyit (rq, Char(c)) = ori(rq, r0,c)

codeyit (rq, Bool(b)) = {

Loading of 32-bit signed and unsigned literals is done in two steps. First, we
load the upper half word to the upper half of the destination register using
the lhgi instruction. After that, we combine it with the lower half word using
exclusive or. Because the zori instruction sign extends the immediate constant
we have to invert the upper half word in the case that the most significant bit
of the lower half word is set.

codey (rq, Unsigned(u)) [ Ihgi(ra, [binzs(u)[31 : 16] @, binss(u)[15]'°]), ]

(
zori(rq, T4, [binzz (u)[15 : 0]])
Ihgi(ra, [twoss(i)[31 : 16] @, twosa(i)[15]'6]), ]

codeie(ra, Int(i)) = [ zoTi (T4, 74, [bins2(i)[15 : 0]])
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Using code)y;, we define the code generation for literals by
codecxpr(te, gst, Ist, true, rq, fregs, Lit(1)) = codeiiy (14, 1).

REMARK Observe that we will omit the first three parameters of codeqxpr in the
following because they are passed-trough without change. This keeps formulas
shorter and focuses the readers attention to the interesting parts.

7.3.3 Variable Access

Accesses to variables can be used both as left and as right expressions. If they
are used as left expressions we just compute the address of the variable. For
right expressions we have to additionally load the corresponding value from the
memory.

Definition 7.19 (Code generation for memory accesses) We define the
function codejoaq :: IN X reg — instr list which generates code to load values
of a given type from the memory. Let n be the allocated size of the type (in
bytes) and 74 a register name. This register rq specififies the address where we
want to read from. After execution of the code, ry is also supposed to contain
the value which has been read. We define

bu(rqg,rq,0) ifn=1
codeioad (N, 7q) = < lhu(rq,7q,0) ifn =2

lw(rq,r4,0)  otherwise

Obviously, this code can only be used for values which fit into a 32-bit register.

Now, we can define the code for variable access for the case of a left expression.
We distinguish two cases: the variable is either local or global. The base address
of the memory frame is stored in register rigrame and rshase, respectively (cf.
Figure 7.2 and Table 7.2 on page 129).

o If x is a local variable, i.e., Ist € map(fst,x), we define

codey (r1, displ, (12, Ist, x)), }

codeexpr (false, rq, fregs, Var(x)) = [ add(ry, Trieame, 1)

e Otherwise, x is a global variable (if it is defined at all) and we define
d (f 1 f Vi ( )) _ COdelit(rlv displv(ongtvx))a
codecxpr(false, rq, fregs, Var(x)) = 0dd(ry, Tapase; 71)

For right expressions we add code to load the value from the memory. Let
t be the type of the variable, i.e., t = the(type, (Ist,z)) for local variables and
t = the(type, (gst,z)) for global ones.

codecxpr(false, rq, fregs, Var(z)), ]

codeexpr(true, v, fregs, Var(z)) = { codeioad(asize(t),rq)
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7.3.4 Unary Operators

Unary operators are the first example of an expression which contains sub
expressions. Thus, we need to apply the code generation for expressions
recursively. The code for unary operators starts with the code for the sub
expression which computes the result in 4. Then we append the real code for
the unary operator.

Definition 7.20 (Code for unary operators) We introduce the function
codeo, :: reg X unop — instr list which generates code for unary operators. Let
rq be both the source and the destination register. We define the function by
case distinction
codeo, (rq, minus) = [sub(rq,70,74)]
codeo, (rq, neg) = [zori(rq,rq, —1)]

codeo, (T4, not) = [zori(rq,rq,1)]

For conversion to integers or to unsigned integers we do not need to do anything.

codeo, (a4, t0int) = ||

COdCol (Td, tOunsgnd) = H

For conversion to 8 bit signed numbers we need to ensure that the result is in
the correct domain. The necessary modulo computation is done by first shifting
the value 24 bits to the left and afterwards shifting it back to the right.

slli(rq,rq,24), }

codeo, (1d, 10 char) = [ srai(rq, rd, 24)

Finally, code generation for unary operators is defined by

codecxpr (true, rq, fregs, e), }

COdeexpr(tTUE,Td,fT'egS, UnOp(o,e)) = |: C0d€ (,,,d O)
o1 )

7.3.5 Binary Operators

Code generation for binary operators works similar to code generation for unary
operators. We first generate code for the sub expressions. For the first and
second sub expression, we use hd(fregs) and hd(¢l(fregs)) as destination registers
and rq#tl(fregs) and rq#tl(tl(fregs)) as free registers, respectively. Then we
generate code for the operator itself which computes the result of the operation
and stores it in the destination register. The structure of the generated code is
illustrated in Figure 7.5.

Larger expressions may need more free registers to store intermediate results
than smaller expressions. For the first we have one additional free register for
the evaluation of the first sub expression. Thus, we evaluate the larger sub
expression of a binary operator first [AU73]. Figure 7.4 clarifies the register
allocation strategy.

Definition 7.21 (Code for binary operators) We introduce the function
codes, :: Teg X Teg X reg X ty X ty x binop — instr list. Application of
codeo, (T4, 71, 7y L1, tr, 0) generates code for a given binary operator o, assuming
that the left and right source operands of type t; and .., respectively, are stored
in registers r; and r,. Below, we will define code,, for the various operators.
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| codeexpr(€p) | codecxpr(€5) | codeo, (o) |

Figure 7.5: Code Generation for Expressions With Binary Operators

Based on code,, we easily define the code generation for binary operators.
Let t; = the(type(te, gst, lst,e;)) and t,. = the(type(te, gst, lst,e,)) be the types
of the sub expressions. To keep formulas short, we define abbreviations for the
bigger and the smaller sub expression. If sizeq(e;) < sizeq(e,) we set e, = e,
and e; = ¢;. Otherwise, we set e, = ¢; and e, = e,.

For the evaluation of the bigger sub expression we use r, = hd(fregs) as
destination register; for the smaller sub expression we use rs = hd(tl(fregs)).
Depending on the size of the expressions, we also have to use the right order
of source registers for the application of the binary operator. For this purpose
we define r; = s and r,. = 1y if sizeq(e;) < sizeo(e,). Otherwise, we set 1, = 13
and r,. = r,. Finally, we define

codeexpy (true, rq, fregs, BinOp(o, e, e,)) =

codecxpr (true, ry, ra#tl(fregs), es),
codeexpr (true, rs, ra#tl(tl(fregs)), es),
COd602 (Td, Ty Try tla tra O)

Simple Binary Operators

In this section we define the function code,, for simple binary operators whose
generated code is very short. We do the definition by case distinction

codeo, (Td,r1, Ty tr, tr, add add(rq,ri, )]

codeo, (Td, T, Ty try try SUb sub(rq,ry,7r)]

codeo, (Td, T, Try by, tr, shift) sll(rq,ry, )]

codeoy (Td, T, Ty tr, try SHift,

srl(ra,ri,mr)]

[
[
[
[
[or(ra,ri,7r)]
[an
[
[
[

codeo, (Td, 1, Try t, tr, andy, and(rq,ry, 1))

zor(ra,r, 7))

COdeO'z (rda 71y Ty by Ty TOTY

COdeOQ (rd7’rl7’r7atla ry COMP, seq(rd,m,r,.)]

sne(rq, ri,rr)]

q
C0d602 (Td) T'l, ’rra tla tTa Compneq

) =
) =
)
)
codeo, (Td, 71, T'ry t, tr, OTh)
)
)
)
)

Comparison

Comparison of unsigned values is not directly supported by the VAMP processor,
except for equality and inequality tests where signed and unsigned operand
are equivalent. In fact, using one of the test instructions from Table 6.4 on
page 109 for unsigned values v, = i2n(d.gprla) and v, = i2n(d.gpr!d) gives a
wrong result in case that one source register is negative the other one is not.
Observe that this is equivalent to the case that one of the unsigned values v,
and vy, is greater than 23! and the other one is not (cf. definition of i2n on
page 104).

Assume, without loss of generality, that v, > 23! and v, < 23'. In this
case d.gprla would be negative and d.gpr!b positive or zero. Execution of
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a sls(rl,a,b) instruction would set r1 to one although v, > wv,. To fix this
behavior we do code generation for unsigned operands in two steps: first, we
generate the normal test code for signed operands and in a second step we add
code to correct the result in the special case that one register is negative and
the other one is not.

Definition 7.22 (Code for signed comparison) Code for signed compari-
son is generated by the function codecmp reg X reg X reg X bool — instr list.
Its fourth parameter is used as an equality flag and specifies whether equal
operands make the test successful or not. We define

[sle(rq,ri, )] if eq

code Tdy T, Try €q) = ]
cmp(d 1 Tr Q) {[sls(rd,rl,rr)] 1f—|eq

Code generated by codecmp(rd,rl,rr,false) tests if r; < 7, and sets the desti-
nation register appropriately. Similarly, code Td,T1, Ty, true) generates code
which tests for r; < r,.

cmp(

Definition 7.23 (Code for unsigned comparison) For comparison of un-
signed operands we define the following code generation function

COdecmp (Tlv T, Tr, BQ)v
zor(ra, Ti, T ),
sls(rq,ra,70),

zor(rq,rl,rq)

codegn,, (Ta, 11,77, €q) =

The correctness of this code pattern is shown in Section 9.3 on page 189.
Finally, for unsigned values (i.e., t; = Unsigned) we define the code gener-
ation for comparison operators by

code oy, (Tds Ty Ty Ly by COMP|ags codey, (ra, 1,7, false)

mp

codey,

COd602 (Td7 TL Ty s by COMP greater mp

TdyTr, 71, false)

)= mp (

codeoy (Td, r1, ey tiy by cOMP),) = codegy (Td, 71, Tr, true)
)= (
) mp (

codeo, (Td, 11, 77 iy try cCOMPy, codel, (rq,Tr, 71, true)

We define accordingly for signed values

I
Q
S
Y
('h

codeo, (Tq, T, Trs ty, tr, COMPLgs) 4,71, T, false)

Il
=)
S
Y
('b

codeo, (T, T, Ty by, try cOMPY, TdyTl, Ty tTUE)

mp(Td> Trs 71, false)

mp(
p(
(
mp(

COd602 (rd7 T Ty b, Ty Compgreater) COde

I
Q
S
Y
('B

codeo, (Td, T, Try t, try COMPye TdyTr, 71, true)

Multiplication

The VAMP processor does not provide hardware support for multiplication
or division. Thus, we have to generate code which computes the result of
multiplication in software.

The code which we generate for multiplication (cf. Listing 7.1) executes
the following algorithm which computes unsigned multiplication: i2n(ry) =
i2n(r;) - i2n(r,) mod, 232. However, the algorithm is also correct for signed
multiplication (cf. remarks in the proof of Theorem 9.2). Observe that arithmetic
in this algorithm corresponds to VAMP arithmetic, i.e., is modulo 232.



142

Code Generation Algorithm

0 zor(rq,rq,ra)
4 andi(r2,r,,1)
8 beqz(r2,8)
12 srli(rp, e, 1)
16 add(rq,ra,m1) ]
20 bnez(r,, —20)
24 slli(ry, i, 1)

Listing 7.1: Code for Software Multiplication: codemuit (74, 71, 77)

rqg — 0
repeat
T — 1 > 1
if lowest bit of 7, is set then
Tq < Tq+7
end if
rpe—rp L1
until ., =0
The algorithm uses the fact that multiplication of a bit vector a with a single
bit b can be trivially computed by a case distinction on the bit’s value. If b =1
the result is a, otherwise the result is 0.

In a first step we set the destination register to zero. Then we loop over
the bits of r,. and add, depending on the value of the currently lowest bit, a
properly shifted version of r;. i.e., for the i-th bit of r,. we add (if the bit is set)
r; < i =r;-2" to the result. In the end this sums up to the expected result.

The formal correctness proof for the multiplication code from Listing 7.1 has
been done by Hristo Pentchev in his Master’s Thesis [Pen07]. There, you find a
more detailed description of the multiplication algorithm and of its correctness
proof.

Division and Modulo

In this section we present the code which is generated for division and modulo
computation. The algorithm which has been chosen computes both values at
the same time. Thus, the code generated for division and modulo computation
is the same except for an additional instruction in the modulo case which moves
the result to the destination register.

The implementation of the division algorithm described in this section has
been developed by Mark A. Hillebrand and has been verified by Hristo Pentchev
within the scope of his Master’s Thesis [Pen07]. Observe that C'O currently only
supports division and modulo for unsigned integers (cf. Section 5.2.1), thus we
do not have to care about negative values of dividend or divisor.

Basic Idea of the Algorithm. Let r; and 7, be the registers which hold
dividend and divisor, respectively. The basic idea of the algorithm is to divide
by continuously subtracting the divisor from the dividend until the dividend
becomes smaller than the divisor.
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i —0
while r; > r,. do
ry<—"r,—7Tre
t—1+1
end while
After execution of the algorithm, the number ¢ of successful subtractions equals
a + b and the final value of the dividend is @ mod, b.

However, this simple algorithm has one major drawback: if the divisor
is small it requires many iterations. In fact, the runtime of the algorithm is
linear in the dividend which means for our case that it could require up to 232
iterations.

To improve the performance of the division algorithm we proceed in two
phases:

1. Shifting the divisor. As long as the divisor is smaller than the dividend,
we shift it step-by-step to the left. Assume, that we shift ¢ times.

2. Subtracting. In a second step we act similar to the trivial division
algorithm from above. We subtract the shifted divisor from the dividend
and add 2° to the result. Then, we shift the divisor to the right and
subtract again, this time adding 2°~!. We finish after i subtraction steps.

Below, we describe the two steps in more details.

Shift Loop. In the shift loop, we iteratively shift the divisor 7 times to the
left, where i is the smallest natural number such that 2¢ - i2n(r,.) > i2n(r;). We
have to be careful not to shift ones out of r,.; thus, we also stop shifting if the

most significant bit of r,. is 1. We store the number 4 of iterations in register 3.

Instead of using unsigned comparison, which needs three instructions, we
implement the algorithm using signed comparison and treat negative values of
r; in a special test.

while . > 0A (r; <0V r, <r) do
rr— e L1
rd«—nr3+1
end while
The assembly code for the shift loop is given in Listing 7.2. Observe that the
condition of the while loop has been implemented in assembly in a quite efficient
but hard to understand way in instructions zero to three.

Subtract Loop. The subtract loop implements the following algorithm:
1 repeat
2 rg—1rqg<<1
3 if r; > r, then
4 T T — Ty
5 rg —1q+1
6 end if
7 Tr— 1T > 1
8 r3«—nr3—1
9 until r3 =0
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sgei(r2,rp,,0) =
sls(rl,re,m)
or(rl,rl,rq)

12 and(r2,r2,rl)

16 add(r3,r3,r2)

20 bnez(r2,—24)

24 sll(ry,re,r2) —

0 =~ O

Listing 7.2: Code for Software Division: Shift Loop

0 slli(rg,rq,1) “
4 codegy,, (12,71, 7y, false)

20 addi(r2,r2,-1)

24 sub(rq,rq,72)

28 and(r2,r2,7,)

32 srli(ry,re, 1)

36 subi(r3,r3,1)

40  bnez(r3, —44)

44 sub(ry,ry,r2) —

Listing 7.3: Code for Software Division: Subtract Loop

The algorithm uses 73 as loop counter which was initialized by the shift loop.
In each iteration it shift the current quotient in the r; register one bit to the
left and, if r; > r,., adds one to ry and subtracts r,. from the current dividend
in r;. After that it shift the current divisor one bit to the right and proceeds to
the next loop iteration. Finally, the quotient is stored in register r4 and the
remainder in register r;.

The main difference between the algorithm and the basic idea from above is
that instead of adding 2¢~! we just add one and shift the quotient i — 1 bits to
the left in the remaining loop iterations. This approach has the same effect but
is more efficient.

The code for the subtract loop is given in Listing 7.3. As it is by no means
obvious that this code implements the algorithm we explain its critical part in
more details. The critical part is the implementation of the two conditionally
executed statements r; = r; — r. and ry = rq4 + 1. To improve performance,
this part has been realized without branch or jump instructions with the seven
instructions starting at offset 4 and with the last instruction, which is in the
delay slot of the branch instruction.

The first four out of the seven instructions mentioned above do an unsigned
comparison of r; and 7., as done in line 3 in the algorithm. The next instruction
subtracts one from register r2. It sets 72 to zero if r; was smaller than r, and
to —1 otherwise. This implies that the following sub instruction adds one to r4
if r; > r, and otherwise leaves it unchanged; this resembles the behavior of the
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conditional execution of the statement in line 5 of the algorithm. The following
instruction (and(r2,72,r,)) set register r2 to r,. if r2 = —1, i.e., if r; > r,, and
to zero otherwise. This together with the last instruction of the code block for
the subtract loop realizes the statement in line 4 of the algorithm.

Combining the Pieces. Assembling the code for division and modulo com-
putation by combining shift and subtract loop is not hard.

Definition 7.24 (Code for division and modulo) Let r4 be the destina-
tion register and r; and 7, the registers which contain the dividend and the
divisor, respectively. We define the code module for division and modulo by

slsi(rq,r1,0)
addi(r3,r0,1)
codegiy (Tq, 11, 7r) = codez}fift(rd,rl,n)

addi(rq,r0,0)

codeSi (rg )
First, the code initializes the destination register with the most significant bit
of the dividend and sets r;, which is used as the shift counter in the shift loop,
to one. This prepares the work of the shift loop. Then we have the code for the
shift loop itself and afterwards we initialize the destination register to zero to
prepare the execution of the subtract loop which computes the result.

Finally, we define code generation for divide and modulo expressions by

codeo, (Td, T, Ty t1, tr, div) = [codediy(Td, 71, Tr)]

_ | codeqiy(ra,Ti,75),
codeo, (rq, T,y by, tyry mod) = addi(ra,m,0)
ISABELLE Observe that in Isabelle the final addi instruction for the division
case is placed inside the codeg;, function. Thus, this function has an additional
parameter which specifies whether code should be generated for division or
modulo. For clarify of definition, we changed this slightly in this text.

7.3.6 Lazy Binary Operators

Code generation for lazy binary operators (and, and or)) differs from code
generation for other binary operators in two ways.

1. For lazy binary operators we have no choice in the execution order of sub
expressions. We have to compute the result of the left sub expression first
because this may forbid to evaluate the second sub expression.

2. We have to add code in between the code for the two sub expressions in
order to check whether the second one needs to be evaluated or not. We
will call this the central code for the lazy operator.

Figure 7.6 depicts the code generation for expressions with lazy binary operators.

In the following, we introduce two functions which generate the code for the
lazy binary operator and the corresponding central code. The code for the lazy
operators is quite trivial.
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[

| COdeexpr(el) | COdecenter(o)

codecxpr(€r) | coderazy (o)

dist

Figure 7.6: Code Generation for Expressions With Lazy Binary Operators

Definition 7.25 (Code for lazy operators) The function codeiasy :: reg x
reg X reg X lazyop — instr list generates code for lazy operators.

codelasy (14, 1,7, andl) = [and(rq, r, 7r)]

COdEIaZy(Td, Tla rr7 OTI) - [OT(Td, Tla r’l')]

The central code also depends on the operator but is more complicated. In
case that the result of the left sub expression suffices to compute the result of
the whole expression, we jump over the code for the right sub expression and
for the lazy operator. Instead we set the destination register directly to the
correct value and jump behind the code for the complete lazy expression.

Definition 7.26 (Lazy operators: central code) We introduce the func-
tion codecenter :: T€g X TEg X Z X lazyop — instr list which generates the central
code for lazy operators. Let r; be the register which contains the result of the
left sub expression, r4 the destination register, and dist the size of the code
which is generated for the right sub expression and for the lazy operator. Then
we define the central code as follows.

[ bnez(r;, 12),
nop,
j(dist + 4),

| addi(rq,r0,0)

COdeccntcr(Td, T, diSt, andl) =

[ beqz(ry, 12),
nop,
j(dist + 4),

| addi(rq,r1,0)

codeécenter (Td, 1, dist, ory) =

Finally, the code generation for lazy binary expressions is defined by

codecxpr(true, rq, fregs, LazyBinOp(o, e, e;)) =

codeexpr (true, hd(fregs), ra#tl(fregs), er),
codecenter (Td, hd(fregs), 4 - csizeo(true, e,.) + 4, 0),
codecxpr (true, hd(tl(fregs)), ra#ti(tl(fregs)), er),
codeiazy (ra, hd(fregs), hd(tl(fregs)), o)

7.3.7 Structure and Array Access

For access to structure components and to array elements we proceed in a
similar way. We first generate code for the base expression (i.e., the structure
or the array) and in a second step we generate code which computes the offset
of the component or the element in the base expression. For structures the
second step is similar to variable access (cf. Section 7.3.3) whereas for access to
array elements we need to reuse the multiplication code from Section 7.3.5.
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Access to Structure Components

After having the address of the structure in a register, say r;, the code for
structure access is nearly the same as the code for variable access.

Let t = the(type(te, gst, lst,e)) = Strr(scl) be the type of the structure and
t. = the(type,(scl,cn)) the type of component cn. Then, we define for left
expressions

codeexpr (false, rq, fregs, Str(e, cn)) =

codecxpr(false, hd(fregs), ra#tl(regs), e),
addi(rq, hd(fregs), displ, (0, scl, cn))

For right expressions we define

codecxpr(true, rq, fregs, Str(e, cn)) =

codeexpr (false, rq, fregs, Str(e, cn)),
codeloaq(asizey(te), ra)

Access to Array Elements

Code generation for arrays is similar to code generation for structure access:
generate code for the sub expression, compute an offset, in case of a right
expressions load the value from memory. Only the computation of the offset
inside the array is done differently. We first have to generate code to evaluate
the index expression and then we have to multiply the result with the element
size of the array.

As for other binary expressions we evaluate the larger sub expression first.
Thus, let e, and eg be the bigger and smaller sub expression, respectively. Also,
let r; be the register into which we evaluate the index expression and r, the
register containing the address of the array expression. Thus, if the index
expression is bigger (e, = e;) we have r; = hd(fregs) and r, = hd(tl(fregs)). In
the other case we have r; = hd(tl(fregs)) and r, = hd(fregs).

Let t = the(type(te, gst,lst,e,)) = Arrp(n,t.) be the type of the array
which has n elements of type t.. Then, we define for left expressions

codecxpr(false, rq, fregs, Arr(eq, e;)) =

codeexpr (true, hd(fregs), ra#tl(regs), ep),
codeexpr (false, hd(tl(fregs)), ra#ti(tl(regs)), es),
addi(rl,r0, asizeaign (te)),

COdemult (Tda 7113 Ti)?

add(ra,md,74)

The code behind the evaluation of the sub expression just initializes 71 with
the element size of the array. Then we multiply 1 with the index which has
been stored in r;. This computes the element’s offset inside the array and stores
it in r4. Finally, we add the offset to the base address of the array which has
been stored in 7,.

For right expressions we simply append code to load the value of the array
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element from the memory.

codecxpr(true, rq, fregs, Arr(eq, e;)) =

codeexpr(false, rq, fregs, Arr(eq, e;)) =
codejoaq(asizey(te), rq)

7.3.8 Address-of and Pointer Dereferencing

Code generation for dereferencing pointers and for the address-of operator is
quite simple.

The address-of operator can only be used as a right expression in valid C0
programs. Code generation for it works by simply generating code for its sub
expression as a left expression. This code computes the address of the sub
expression and thus fulfills the semantics of the address-of operator.

codecxpr(true, rq, fregs, AddrOf (e)) = codecxpr(false, rq, fregs, e)

Dereferencing a pointer, Deref(e,), can occur both as left and as right
expression. In both cases we first generate code which evaluates the sub
expression as a right expression. If Deref(e,) is used as a left expression, we are
done. In this case the address of the expression, which is just the value of ey,
has already been computed by the code for e,. Otherwise, if it is used as a right
expression, we have to append code which loads the value from the memory.
Let ¢t = the(type(te, gst, lst,e,)) = Ptrr(tn) be the type of expression e, and
let ¢, = the(map-of (te,tn)) be the type to which the pointer of type t refers.

codeexpr (false, rq, fregs, Deref (ep)) = codeexpr (true, rq, fregs, e,)

codeexpr (true, rq, fregs, e,),
codeexpy (true, rq, fregs, Deref (e,)) = codelec,:;((asizet (t),a) v)
b

7.4 Code Generation for Statements

In this section we describe the code generation for statements. We introduce
the function codegmt which computes the code for a given statement.

codesymt =2 tenv X functableT x (S x ty) list x (S x ty) list X stmt — instr list

As an abbreviation we introduce a second variant of the above function
which computes the necessary local symbol table depending on the function to
which the statement belongs. If the statement is not present in the program
the function is undefined.

codesgmt =2 tenv X (S X ty) list X functableT x stmt — instr list

| codestms (te, ft, gst, stean([f), )] if fos(s, ft) = |f]

undef otherwise

COdestmt(t€7 g‘Sta.ﬂ, 8) = {

REMARK The code generation algorithm presented in this thesis does not cover
XCalls or inline assembly code. Support for the latter has been added recently
by A. Tsyban. Support for XCalls is not required for the compiler because they
are replaced by an appropriate implementation (using inline assembly code)
before invocation of the C0 compiler (cf. [ASS08]).
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In the remainder of this section we define codesimy by induction on the state-
ment structure. As in the previous section for the definition of codeexpr We omit
the parameters for type name environment, function table, and symbol tables
to keep formulas simple. Thus, let te be the current type name environment, ft
the function table, and gst and Ist the global and current local symbol table,
respectively.

7.4.1 Skip and Compound

We start the definition of codegin,; with the simplest cases. For Skip we need
no code at all and for the compound statement we recursively generate code for
the sub statements.

codesims (gst, lst, Skip) =[]

code st, lst, s1),
codesgst, st Comp(sy, 52)) = | Coamt (07001
Stm bl )

7.4.2 Assignments

For assignments Ass(e;, e,) we first generate code for the expressions ¢; and e;..
We evaluate e; as a left expression to get the allocated address of the expression.
For the evaluation of e, we distinguish two cases. If the type of e, is elementary
we evaluate e, as a right expression. Otherwise, e, is an array or a structure
and we evaluate it as a left expression. Finally, we add code which copies the
value of the right expression to the address of the left expression.

For the first case this code is quite simple.

Definition 7.27 (Code for storing basic values) We define the function
codesiore : IN X 1eg X reg X IN — instr list which generates code to copy a value
of a given type from a register to a given destination address in the memory.
Let n be the allocated size of the type (in bytes), r4 and rs register names,
and ofs an (byte) offset. The register r4 and the offset define the destination
address of the access; the value to be copied is stored in register 7.

We define depending on the given offset. If the offset is zero we set

sb(rs,r1,0) ifn=1
codestore (N, 74, Ts,0) = sh(rs,r1,0) ifn=2

sw(rs,m1,0) otherwise
If the offset is greater than zero we define

codeys (11, ofs),
codestore (N, Td, T'sy 0fs) = | add(rl,rl,rg),
codestore(n, 1, 75,0)

Obviously, this code can only be used for values which fit into a single 32-bit
register.

For the second case, i.e., assignments of arrays and structures, we use a
loop which copies a memory region word-by-word. The code of this loop (cf.

Listing 7.4) is generated by the function codelccl’)oyp :reg X reg X N — instr list.
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0 addi(rl,r0,n)

4 lw(r2,rs,0)

8 sw(r2,ry,0)
12 subi(rl,rl,4)
16 addi(rq,rq,4)
20 bnez(rl, —20)
24 addi(rs,rs,4)

loop

Listing 7.4: Code for Copying Memory Regions: code ) (ra,7s,1)

Let n be the size of the memory region in words and let registers r; and
rq contain the source and destination address, respectively. Then, the code
generated by code}:%‘;p(rd, rs,n) implements the following algorithm:

rl—mn
repeat
mmrq + 4] «— mm|rs + 4]
rl«—rl—4
rqg < rq+4
rs «—1rs+4
until 71 =0

Definition 7.28 (Code for copying memory regions) Similar to assign-
ments of elementary values we combine this code template with code to add an
offset to the destination address.

If the offset is zero, we set codecpy(rq,rs,n,0) = codelc‘;f;p(rd, rs,n). Other-
wise, we define

codeyt (13, ofs),
codecpy (Ta,Ts,n, 0fs) = | add(r3,rq,r3),
codel&)‘;,p(n, r3,75,0)
Definition 7.29 We combine the code generation for assignments of basic and
of big values.

Let big be a flag which specifies whether we assign a basic value (big = false)
or a big value, r4 and 7, the destination and source register, n the number
of bytes to be copied, and ofs an offset to the destination address. Then, the
function code,ss :: B X 1eg X reg x IN x IN +— instr list copies the value specified
by the source register — either stored in the register (if —big) or at the address
which is specified by the register (if big) — to the memory at the address specified
by the destination register.

d Ty T, if bi
COdeass(big> TdyTs, T, OfS) = 0 ecpy (Td ot OfS) 1 Zg.
codestore(N, Td, Ts, 0fs) if —big

Now, we define the code generation for an assignment statement Ass(ey, e;.).
Let t = the(type(te, gst,lst,e;)) be the type of the left expression and rf =
elem?¢(t) be the flag which specifies whether we have to evaluate e, as a right
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or as a left expression. Then, we set

codesimt (Ass(er, er)) =

codecxpr (false, hd(fregs;y;), tl(fregs;y;), er),
COd@cxPr(rfa hd(tl(fregsiy;)), tH(t1(fregsin;)), er),
codenss(—rf, hd(fregs;,;), hd(tl(fregs,,;)), asizer(t),0)

7.4.3 Assignments of Aggregate Literals

In the previous case for ‘normal’ assignments we had a value which either fit
into a register a the target machine or was stored in the memory. Assignments
of aggregate literals need special treatment; they are not stored in the memory
and they do not fit into a register.

Code generation for assignments of aggregate literals, which are composed
of basic literals, works by appending code for assigning these basic literals at
the destination address with a proper offset.

Definition 7.30 (Assignments of aggregate literals) We define the func-
tion code,);y which generates code to store an aggregate literal at a given
destination address. For the handling of structure literals we introduce the aux-
iliary function codelii'". Let ry be the register which contains the destination

address of the assignment and ofs an offset to this destination address.
codeqit : Teg X IN X lit, — instr list
code Y reg x N x N x (S x lit,) list +— instr list
Simple literals are evaluated into an auxiliary register and then stored in the
memory.

codeais (rq, ofs, ALPrim(p))

codeyt (12, p),
codespore(asizey (typey, (D)), 14, 2, 0fs)

For arrays we just generate code for the single elements with corresponding
offsets.

codeqis (Ta, ofs, ALArr([])) =[]
codeyit (ra, ofs, ALArr(h#tt)) =
COdealit (Td7 OfS, h)7
codeait(Ta, ofs + asizeaign (type i (h)), ALArr(t))

For structures it is a little bit harder to compute the right offset. We introduce a
new accumulator parameter which keeps track of the offset within the structure;
this local offset is initially zero.

codeit (14, ofs, ALStruct(scl)) = code " (rq, ofs, 0, scl)

Let in the following i = [i]4ign(type, ;, (snd(h))) be the aligned local offset, i.e.,
the local offset where we store the next component of the structure.

codegiy' (ra, ofs, i, []) = []

code s (rq, ofs, i, h#tt) =
codeayit (rq, ofs + 14, snd(h)),
codeztlft‘mt(rd, ofs,i’ + asize(type, ;. (snd(h))),t)
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codecxpy(€) | b| nop | codestmt (1b) |j | nop

Figure 7.7: Code Generation Template for Loops

| COdeexpr(e) | b | nop | codesimt (31) |] | nop COdestmt(SQ)

Figure 7.8: Code Generation Template for Conditional Statements

Finally, we define the code generation for aggregate literals. Observe that
the actual copying of the literals is hidden in the definition of codey) for the
case of primitive literals.

codecxpr(false, hd(fregs;,;), tl(fregs;y;), er),

codesumi (Assar(er, Lit(D))) = codeqit (hd(fregsiy;), 0,1)

7.4.4 Loops

For while loops Loop(c, lb) we generate code in four steps. First, we generate
code for the condition ¢. Then, we generate code to conditionally jump behind
the code of the loop body if the condition is false. This code is followed by the
code for the body of the loop. Finally, we generate code to jump back to the
evaluation of ¢ to start another loop iteration. This code generation template
is depicted in Figure 7.7.

Formally, we define

COdeeXpr(truev hd(fregsini)a tl(fTEQSini)a C)v
beqz (hd(fregs;,;), 4 - (csizes(Ib) + 3)),
nop,

codestmt (1),

J(—4 - (csizeo(true, c) + csizes(lb) + 3)),
nop

codesymt (Loop(c, 1)) =

7.4.5 Conditional Statements

For conditional statements Ifte(c, s, s2) we generate code in five steps. We
start with code generation for the condition, which is followed by a branch
which jumps to the code for the second sub statements if the condition is false.
This branch is followed by the code for the first sub statement. To skip the
second sub statement if the condition was true, we append a jump behind the
last instruction of the code for the conditional statement. Finally, we generate
code for the second sub statement. This code generation template is depicted
in Figure 7.8.
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sw(r0,r,,0)
addi(re,re, —4)
bnez(re,—12)
12 addi(r,,r;,4)

o = O

Listing 7.5: Code for Zero-Filling a Memory Region: codeerofin (72, 7c)

Formally, we define

COdeeXPF(truea hd(fregsini)7 tl(fregsini)7 C), 1
beqz(hd(fregs;,;), 4 - (csizes(s1) + 3)),

nop,

codesyme (Ifte(c, s1,82)) = | codessmt(81),

j(4- (csizes(s2) + 1)),

nop,

codestmt (S2)

7.4.6 Allocation of Heap Variables

The code which we generate for PAlloc(e,t,), i.e., for the allocation of new
heap variables, is composed of two parts. The first part tests whether there is
enough heap memory available and stores a pointer to the new heap variable
(or a null pointer in case there was not enough memory) in one of the registers.
The second part assigns this pointer to the allocated address of e and — given
that the allocation was successful — initializes the new memory region with
Zeroes.

We start with the function codelS: :: N x reg — instr list which specifies

alloc

the first part. The code codelSiv.(n,r) tests whether there are at least n more
bytes available in the heap and correspondingly stores a null pointer or a pointer

to the newly allocated memory in register r. We define

codegt (T(, Unsigned(aba;eheap + asizeqeny, — [1]4)),
test _ | codegy,, (7,7, Thtop, true),
alloc (1, 7) = subi(r,r, 1),

and (7,7, Thtop)

code

The compiler will ensure that the value of ry0p is always aligned to multiples of
four. This guarantees that newly allocated heap variables are always properly
aligned. Thus, we need to round n up to a multiple of four before the test.

Additionally, the subtraction and bitwise-and instructions allow to condi-
tionally set r without a branch instruction which is usually (at least for modern
processors with branch prediction) faster.

For the second part, we introduce the function code,eronn :: 7€g X reg —
instr list which generates code to fill a certain region of the memory with zeroes.
Let 7, be the register which contains the start address of the region and r. the
register which contains the length of the region. Then, the code in Listing 7.5
is generated by codeerofin (72, Tc)-

Now, we define the second code part for allocation using the function

codeZls : N X reg x reg — instr list. Let r be the register which contains either
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0 begz(r,28)

4 sw(r,rq,0)

8 codeyt(r3, Unsigned([n]4))
16 codeyerofill (Thtop, "3)
32 ..

Listing 7.6: Second Part of the Code for Allocation: codeljs.(n,rq,r)

alloc

a zero (null pointer) or the address of the newly allocated heap variable. Further,
let n be the number of bytes to allocate and r4 the address where the content
of register r should be copied two, i.e., the allocated address of the left side
expression of the allocation statement. Then, codeZjs. (n,rq, ) generates the
code depicted in Listing 7.6. Observe that the store word instruction is executed
in any case because it is located in the delay slot of the branch instruction.

Finally, we combine the two parts. Let Ptr(t,) = the(type(te, gst, lst,e)) be
the type of the expression and ¢t = the(map-of (te,t,)) the type of the newly
allocated heap variable. Then we define

COdeCXPr (false, hd(fregsini)’ tl(fregsini)v 6)7
codesymt (PAlloc(e, t,,)) = code;ﬁ’fgc(asizet (t),72),
COdeez‘m(f{;c(aSizet (t)a hd(fregsini)a 7’2)

7.4.7 Function Calls

The code generated for function calls SCall(vn, fn,[p1,...,pn]) works in four
phases.

1. It computes the address of the return destination.

2. It evaluates the parameters p; to p, and copies their values to the corre-
sponding position in the new stack frame.

3. It initializes the frame header of the new stack frame and updates the
stack pointer in register rifame-

4. Tt jumps to the called function and stores the return address, i.e., the
current value of PCP, in the frame header of the new stack frame.

Observe that we perform the evaluation of the parameters still in the
old memory frame (before updating the stack pointer). This will allow us to
smoothly reuse the correctness proofs for expression evaluation for the evaluation
of the parameters.

In the remainder of this section we first introduce code generation for
parameter passing (phase 2). Then we define the code generation for the
initialization of the new frame header and the jump to the function. Finally,
we put the code pieces together in the definition of codesym for function calls.

Parameter Passing

Passing a single parameter is similar to an assignment. We evaluate the
parameter as a right or left expression depending on its type. Structures and
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arrays are evaluated as left expressions; all other parameter are evaluated as
right expressions. Using expression evaluation for the target of the parameter
passing would generate some problems, because the destination would have
to be evaluated in the context of the new frame although the stack is still
unchanged. However, the destination of the parameter passing is always a local
variable of the function. Thus, we can easily compute the destination address
via specialized code.

To copy a single parameter we use the same code as for assignments. The
code for passing several parameters is generated by induction on the parameter
list.

Definition 7.31 (Code for parameter passing) We introduce a function
codepassing 1 tenv X funcT x (S x ty) list x (S x ty) list x reg list x N X expr list x
S list — instr list which generates code for passsing a list of parameters. Let
te be a type name environment, f the called function, gst and Ist global and
current local symbol table, fregs a list of free register names, fs the allocated
size of the current stack frame, and pnl a list which contains the names of the
local variables which have to be initialized with the values of the parameters or
short the parameter names.

Then, we define codepassing (te, f, gst, lst, fregs, fs, pl,pnl) by induction on
the list pl of parameter expressions. Observe that we omit te, f, gst, Ist, and
fs in the formulas below to keep them short and readable.

For the induction start, the definition is trivial.

COdepassing(fregsa []7 H) = H

For the non-empty case let t = the(type(te, gst, lst, pr)) be the type of the first
parameter, rf = elem?(t) a flag which specifies if we evaluate the parameter
as right or left expression, and ofs = fs + displ,, (12, strun (f), pnp) the offset of
the first destination variable with respect to the base of the current frame.

COdepassing (fregs, DPh #pt , PN #pnt) =

COdeexpr(rfa hd(fregsini)v tl(fregsini>7ph)7
codeass(TTf , Titrame, R (fregs,,;), asizey(t), ofs),
COdepassing (f’I‘EQS, D, pnt)

Initialization of the New Frame Header and Jump to the Function

Now, we define the code which sets up the headers of the new stack frame,
adapts the stack pointer, and jumps to the called function. We start with the
computation of the distance to the called function (cf. Figure 7.9).

Definition 7.32 (Call distance) We introduce the function distscan :: tenv x
functableT x (S x ty) list x (S x ty) list x stmt — Z which computes the distance
from the jal instruction of a function call to the start of the called function. The
function subtracts the address of the jump-and-link instruction from the start
address of the called function. Let n,, be the size of the parameter passing code
from above and observe that code);; for unsigned numbers has size 2. Observe
that we additionally subtract one from the call distance to compensate the fact
that the immediate constant for jumps is added to pcp which equals dpc + 4
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sl
é Z? ]al (diStscall)
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S ™ csizee( Var(vn)) + npp + 7
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Figure 7.9: Call Distance for Function Calls

(cf. Table 6.3 on page 109). We define

diStscall(teaft7 gSt7 lSt7 Sca”(’vnaﬂ% [pla CI 7an) =

cbases(te, gst, fn, ft)
*Cbases(tea gSt,ﬁ7 SC’all(vn,fn, [pla ce 7pn]))
—4 - (csizeo(false, Var(vn)) + npp, +2+4+ 1)

Using this definition, we can easily define the code which sets up the new
frame and jumps to the called function. The effect of this code fragment is
illustrated in Figure 7.10 (d is the assembly configuration before and d’ after
the execution of codepewtr)-

Definition 7.33 (Code for setting up the new frame) Let fs.,, be the
size of the current stack frame, fs, ., the size of the new one, and let s =
SCall(vn, fn, [p1,-..,pn]) be the function call statement. We define the func-
tion codenewtr :: tenv X functableT x (S x ty) list x (S x ty) list x N x N x stmt —
instr list. Observe that we omit some parameters for readability.

codeyit (11, fsour)s

add(rQ, 7"0, Tlframe)7
add(rlframe; Tlframe; 7"1)’
Sw(hd(fTEgSini)a T1frame, 4)7
S’U](T’?, Tlframe; 8)7
jal(distscan (e, ft, gst, lst, s)),
S’lU(Tja], Tlframe> O)

1
2
3
COdel’lver (fscura fsnew7 S) = 4
5
6
7

P
~— N NN —
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free stack
space
free stack
space
execute
code new
newfr | frame
d Tlframe
frame headers < | return destination
y return address
d Tlframe —
fSCUI‘
- d-rlframe

Figure 7.10: Construction of the New Stack Frame

In the first line of the code from codeyewsr We store the size of the current
frame in 71 for later use. In the second line we save the current stack pointer in
r2 and update in the third line the stack pointer to the base of the new stack
frame. In the fourth and fifth line we store the return destination, i.e., the
address where the result of the function has to be copied to, and the old stack
pointer to the frame header of the new stack frame. In line six we jump to the
new function. Finally, in line seven, i.e., in the delay slot of the jump, we store
the return address, which has been stored by the jump-and-link instruction in
register rja.1, in the new frame header.

Putting it All Together

Building on the definitions from above, we define the code generation for function
calls. Let f = the(map-of (ft, fn)) be the function which is called. Furthermore,
let fs.u = [asizes(Ist,12)]4 and fs, ., = [asizest(steun(f), 12)]4 be the size of
the current and of the new stack frame, respectively.

We define

codeggmt (SCall(vn, fn, pl)) =
codeexpr (false, hd(fregs;y;), tl(fregs;y;), Var(vn)),
codepassing (te, f, gst, lst, tl(fregsin;), fScurs DL, map(fst, f.params)),
COdenver(teafta g‘Sta ZStafscumenewa Scall(vnafnvpl))

7.4.8 Return

Compared to function calls, code generation for return statements Return(re) is
quite simple. First we evaluate the return expression, then we copy the result to



158

Code Generation Algorithm

the destination specified in the header of the current frame. Finally we restore
the stack pointer with the base address of the previous frame and jump back to
the return address, which was also stored in the frame header.

Let t = the(type(te, gst, lst,re)) be the type of the return expression and let
rf = elem?(t) be a flag which specifies if we evaluate the return expression as
right or as left expression. We define

(1)  codeexpe(Tf, hd(fregs;n;), tl(fregsin;), Te),

(2)  lw(r3, riframe, 4),

(3) codeass(—rf, asizer(t), 3, hd(fregs;y;), 0),
codegymt (Return(re)) = | (4)  w(r3, Tiframe, 0),

(5) lw (Tlframev Tlframe; 8)7

(6) Jr(r3),

(7)  nop

In the first line the code evaluates the return expression. In the second line
it loads the return destination from the frame header and in line three copy the
result. In line four and five it loads the return address and the base address of
the previous stack frame from the frame header and stores them in registers r3
and Tiframe, respectively. Finally, in line six the code jumps back behind the
function call statement which initiated the execution of the current function.

7.4.9 Code Displacement of Statements

After having given the code generation for statements, we now give a concrete
definition of displ, as announced in Section 7.1.2. We illustrate the displacement
exemplarily in Figure 7.11.

Definition 7.34 (Displacement of statements) Let te be a type name en-
vironment, ft a function table, and gst and Ist the global and local symbol tables.
Furthermore, let s and s’ be statements. We define the code displacement of
statement s’ with respect to statement s by induction on s. This definition
requires s’ to be non-structural and to be a sub statement of s.

disply :: tenv X functableT x (S x ty) list x (S x ty) list x stmt x stmt — N
For clarity of formulas, we omit most parameters in the following formulas.
disply(s', Skip) = None
| disply(s', s1)] if s" € subs(s1)

disply(s', Comp(s1,s2)) = < |4 - csizes(s1) + displ,(s',52)| if 8" € subs(ss)
None otherwise
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codestmt (84)

codestmt (83)

displ,(sq, Comp(sa, Comp(ss, S4)))
codesymt (S2)

J
codestm (5 1 )
b

codeexpr(€)

displ,(sa, s)

Example: s = Ifte(e, s1, Comp(sa, Comp(ss, $4)))
Figure 7.11: Code Displacement of Statements

For conditional statements Ifte(e, s1, s2) let I, be the number of instructions
which have been generated for the evaluation of the condition e and the corre-
sponding branch to either s; or sp. Additionally, let I; be the size of the code
which has been inserted behind the code for s; to jump over the code for sy (cf.
Figure 7.8).

[4- 1.+ displ (s, 51)] if s’ € subs(s1)

4- lc ] s l; .
disply(s', Ifte(e, s1,52)) = { (Lo + csizes(s1) +15) if s" € subs(s2)

+displ (s, s2)
None otherwise

For a loop statement Loop(e, () let I, be the number of instructions which have
been generated for the evaluation of the condition e and the corresponding
conditional branch behind the code of the loop (cf. Figure 7.7).

41, + displ,(s',1b) if 8" € subs(Ib)
None otherwise

disply(s', Loop(e, b)) = {

For all other (non-structural) statements s we set

e
disply(s', s) = o] it s =
; None otherwise

Observe that the code displacement is measured in bytes.

7.5 Code Generation for Complete CO Programs

Having code generation functions for expressions and statements is an important
part of the C0O compiler specification but two things are still missing. We need
a function which generates the initialization code of a program and we need
functions which extend the code generation for single functions — more precisely
for the body of single functions — to code generation of lists of function (i.e.,
function tables) and prepend the initialization code (cf. Figure 7.12).
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Code for the last function f,
cbases(frn) -----
chases(fo) —----
) fgf; Code for the first function f;
chases(f1) -----
Initialization Code
cbaseg ——----

Figure 7.12: Overall Structure of the Generated Code

7.5.1 Init Code

The initialization code of a C'0 program sets up the special registers which
store the allocated base address of the global memory, the top most used heap
address, and the base address of the current stack frame (cf. Table 7.2 on
page 129). Let te be a type name environment, gst a symbol table for the
global variables, and ft a function table. We introduce the function codejy; ::
tenv x (S x ty) list x functableT — instr list which defines the code generation
of the init code for user mode programs.

codeyi, (stasea abaSegm(teafta gSt))7
codeini(te, gst,ft) = codeyi (Thtop, abasehoap)a
COdelit (rlframea abaselm(tevﬁa gSt))

Observe that abasencap in the second line is a constant whereas abasegn, and
abaseyy, are computed using te, gst, and ft.

7.5.2 Code Generation for Programs

The code generation for complete C0 programs is done by appending code for
all functions of the function table and the init code (cf. Figure 7.12).

Definition 7.35 (Code generation for lists of functions) The code gen-
eration for a list fl of functions is done by the function codegis; :: tenv X
functableT x (S x ty) list x funcT list. This function is defined by induction
on the list of functions.

COdeﬁist(te7ftv gStv []) = []

codeqia (te, ft, gst, [44) — [ codesymt (te, ft, gst, staan(f), f-body), ]

codenist (e, ft, gst,t)

Definition 7.36 (Code generation for programs) Let te be a type name
environment, ft a function table, and gst a symbol table for the global variables.
We introduce the function codepyog :: tenv x functableT x (Sx ty) list — instr list
which generates code for a complete C'0 program.

| codeii(te, gst, ft),
codeprog(te, ft, gst) = [ codegiss (te, ft, gst, map(snd, ft))
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We will later sometimes just write code for different versions of the code
generation functions when it is obvious from the context which version is actually
used. For example, we will write code(s) or code(e) instead of codesimt(s) or
codeexpr(€), respectively.

7.6 Translatable Programs

The code generation from the previous sections does not work for arbitrary
C0 programs. For example, if a program contains an expression which uses
too many registers, or if the jump distance for a function call is too large, the
generated code will not work.

In this section we introduce predicates which restrict expressions, statements,
and programs in such a way

1. that the generated code fulfills the necessary requirements regarding the
size of immediate operands and

2. that there are enough free registers to evaluate the expressions.

We call expressions, statements, and programs which have this property trans-
latable.

ISABELLE In Isabelle / HOL we have proved that the code which is generated
for translatable expressions, statements, and programs indeed fulfills the require-
ments regarding the size of immediate operands and the number of registers.
However, these proofs are quite lengthy and not very interesting; we omit them
here. The proofs can be found in the theory is_instr_lemmas.thy.

We start by introducing a predicate which tests if there are enough free
registers for a given expression.

Definition 7.37 (Enough free registers) Let te be a type name environ-
ment, gst and Ist symbol tables for the global and (current) local variables,
rf a flag which specifies if the expression has to be evaluated as right or left
expression, and n the number of available free registers. We introduce the
predicate enough,q. :: tenv X (S x ty) list x (S x ty) list x B x N x ezpr — B
which is defined by induction on the expression.

enough te, gst, lst, rf ,n, Lit(l))

regs(

enough,q(te, gst, lst, vf ,n, Var(v))

0<n enough,qqs(te, gst, lst, false,n, e)
te, gst, lst, rf ,n, Str(e, cn))

enou.thegb(

2<n
enough,egs(te, gst, lst, true, n, e;) enough,egs(te, gst, lst, true,n — 1, e;)

enough,egs(te, gst, lst, vf ,n, LazyBinOp(ey, e))
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enough,qg(te, gst, lst, true, e)
te, gst, lst, rf ,n, UnOp(e))

enou.thegb(

enough,e.s(te, gst, lst, false, n, e)

te, gst, lst, rf ,n, AddrOf (e))

enoughrcgs(

enough,q.(te, gst, lst, true, n, e)

(te, gst, Ist, rf ,n, Deref (e))

enough,egs
We define the predicate for array access and binary operators using a case
distinction. We have one case if the left expression is bigger and another one if
it is not.

sizee(eq) < sizeo(e;) 2<n

enough,qgs(te, gst, lst, true, n, e;) enough,q(te, gst, lst, false,n — 1, e,)

enough,qg(te, gst, Ist, vf ,n, Arr(eq, e;)

sizee(eq) > sizee(e;) 2<n

enough,qq(te, gst, lst, false,n, e,) enough,.q(te, gst, Ist, true,n — 1, ¢;)

enough,egs(te, gst, Ist, vf ,n, Arr(eq, e;)

sizee(er) < sizee(ey) 2<n
enough,q.(te, gst, lst, true, n, e,.) enough,q(te, gst, lst, true,n — 1, ¢;)

enough,..s(te, gst, Ist, rf ,n, BinOp(ey, e,))

sizee(er) > sizee(er) 2<n

enough,..s(te, gst, Ist, true, n, e;) enough,..s(te, gst, Ist, true,n — 1, e,)

enough,qgs(te, gst, lst, vf ,n, BinOp(ey, e))
We have a few additional requirements for translatable expressions.

Definition 7.38 (Translatable expressions) Let te be a type name envi-
ronment, ft a function table, and gst and Ist symbol tables for the global and
local variables. We introduce the predicate zltblexp: which checks for translat-
able expressions. This predicate is mainly motivated by the restricted size of
immediate constants in the generated code.

Tltblexpy 2 tenv X functableT x (S x ty) list x (S x ty) list — expr set

Lit(ALPrim(p)) € xltblexpr(te, ft, gst, Ist)

Var(v) € altblexpr(te, ft, gst, Ist)

e € zltblexpr(te, ft, gst, Ist) er € zltblexpr(te, ft, gst, lst)
BinOp(ey, e,) € xlthlexp:(te, ft, gst, lst)
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For lazy binary operators we require that the jump distance from the center
code to the end of the expression fits into a 26 bit immediate constant.

e; € zlthlexp(te, ft, gst, Ist)
er € Tltblexpr(te, ft, gst, lst) 4 - (1 + csizeo(te, gst, Ist, true, e,) + 1) < 22°
LazyBinOp(ey, e;) € zltblexpe (e, ft, gst, Ist)

e € zlthlexpr(te, ft, gst, Ist)
UnOp(e) € zltblexp(te, ft, gst, Ist)

For structures we require that the allocated size of the structure’s type fits into
a 16 bit immediate constant.

e € xlthlexpr(te, ft, gst, Ist) asizeq (the(type(te, gst, Ist,e))) < 215
Str(e, cn) € zltblexp:e (e, ft, gst, Ist)

For arrays we have the same requirement for the size of an individual array
element. Let t = the(type(te, gst, Ist,e,)) = Arrr(n,t’) be the type of the array.

eq € Zlthloxpr (e, ft, gst, lst)
e; € altbloxpr(te, ft, gst, lst) asizey(t') < 219

Arr(eq, e;) € xltblexpe(te, ft, gst, lst)

e € zlthlexpr(te, ft, gst, Ist)
AddrOf (e) € zltbloxpe (e, ft, gst, Ist)

e € zlthlexp(te, ft, gst, Ist)
Deref (e) € zltblexpr(te, ft, gst, Ist)

Definition 7.39 (Translatable statements) Let te be a type name environ-
ment, ft a function table, and gst and Ist symbol tables for the global and local
variables. We introduce the predicate zltblsims which checks if a given statement
is translatable. This predicate requires that we have sufficiently many registers
for expression evaluation, that the expressions are translatable, and contains
some additional requirements which ensure that we do not create immediate
constants which are too large.

Zltblstme o2 tenv X functableT X (S x ty) list x (S X ty) list — stmt set

Skip € zltblsims (te, ft, gst, lst)

81 € althlstms (te, ft, gst, lst) So € Tltblsems (te, ft, gst, lst)
Comp(s1, $2) € xltblseme(te, ft, gst, lst)
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For assignments we require that the left and right expressions are translatable
and that we have enough register to do this. Additionally, we require that the
size of the assigned expressions is less than 2'° bytes, s.t. it fits into a 16 bit
immediate constant. Let ¢t = the(type(te, gst,lst,e;)) be the type of the left
expression.

er € altblexpr(te, ft, gst, Ist) er € oltblexpr(te, ft, gst, lst)

asizey(t) < 27 enough,..s(te, gst, Ist, false, | fregs; ;| — 1, 1)
enough,q.s(te, gst, lst, elem?4(t), |fregsn| — 2, €r)
Ass(ep, er) € altblsims (te, ft, gst, lst)

e € altblexpr(te, ft, gst, Ist)
asize(t) < 27 enough,..s(te, gst, Ist, false, | fregs; ;| — 1, 1)

Assar(er, le) € xltblseme (Le, ft, gst, lst)

For memory allocation, let t = the(map-of (te,tn)) be the type for which we
allocate the memory. We require that the allocated size of ¢ is less than the
maximum heap address.

e € xlthlexpr(te, ft, gst, lst) [asizeq(t)]4 < abasencap + asizeqeny
enough, g (te, gst, Ist, false, | fregs; ;| — 1, €)
PAlloc(e,tn) € zltblsime (te, ft, gst, lst)

ini |

For function calls, we require that all parameters are translatable expressions,
that we have enough registers to evaluate them, and that the allocated size of
each parameter is not too big.

Ve € pl : e € zltblexpe(te, ft, gst, lst)
regs (1€, gst, Ist, elem?q (the(type(te, gst, Ist,e))), | fregs;y;| — 2, €)
Ve € pl : asize;(the(type(te, gst, Ist,e))) < 2*°
SCall(vn, fn, pl) € ltblsme(te, ft, gst, lst)

Ve € pl : enough

re € zltblexp: (te, ft, gst, Ist)
te, gst, lst, elem?y(the(type(te, gst, lst,re))), |fregs,| — 1, re)
asize (the(type(te, gst, lst, re))) < 217
Return(re) € xlthlsymt (te, ft, gst, lst)

enouyhrcgs (

The most interesting requirement for conditional statements and while loops
is that the sub statements are not too big, s.t. the jump distances fit into the
immediate constants (cf. Figures 7.7 on page 152 and 7.8 on page 152).

¢ € zltblexpr(te, ft, gst, Ist) enough,..s(te, gst, Ist, true, |fregs;;| — 1, ¢)
$1 € xltblsems (te, ft, gst, lst) So € xlthlstms (te, ft, gst, lst)
4 - (csizes(te, gst, Ist, s1) + 3) < 212 4 - (csizes(te, gst, Ist, s5) + 1) < 2%
Ifte(c, s1, $2) € ltblsemt (te, ft, gst, Ist)
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¢ € zlthlexpe (e, ft, gst, lst) enough, g (te, gst, Ist, true, | fregs; ;| — 1, ¢)
b € xltblspme (te, ft, gst, lst) 4 - (csizes(te, gst, Ist,1b) + 3) < 21°
—4 - (csizeo(te, gst, Ist, true, ¢) + csizeg(te, gst, Ist, 1b) + 3) < 2%°
Loop(c,1b) € zltblsme(te, ft, gst, lst)

Definition 7.40 (Translatable functions) Let te be a type name environ-
ment, ft a function table, gst the symbol tables for the global variables, and f
a C0 function. We introduce the predicate zltbls,n. which checks whether f is
a translatable function, i.e., whether the body of f is a translatable statement
and whether the size of the function symbol table is small enough.

Zltblunc == tenv X functableT X (S x ty) list — funcT set

bedy S .Tltblstmt(teaft’ gSta Stfun(f)) 2- [aSiZ@St(Stfun(f)a 12)]4 < 232
f € (L'ltblfunc(tevﬁv QSt)

REMARK When copying function call parameters, their offset with respect
to the current value of register rigame is the sum of the old frame’s size and
(at most) the size of the new frame. The factor two in the above predicate
ensures that this offset not exceeds 232 — 1. Of course, this definition could be
strengthened. For two functions f and f’ where f contains a function call to
/!, it would suffice to require that the size of the frame for f and the offset of
the last parameter in the frame of f’ is smaller than 232. However, the above
definition simplifies proofs and will probably not be an actual restriction.

Definition 7.41 (Translatable program) Let te be a type name environ-
ment, ft a function table, and gst the symbol tables for the global variables. We
introduce the predicate zltbly.e which checks whether these form a translatable
C0 program or not.

Tltblprog o2 (tenv x functableT x (S x ty) list) set

progbase + 4 - csizeprog(te, gst, ft) < 2%°
Y(fn, f) € ft : f € xltblunc(te, ft, gst) 2 [asizeg (gst,0)]4 < 232

abasein (te, ft, gst) < 232 abasencap + asizeﬁg’; < 232

(te, ft, gst) € xltblprog

7.7 Execution of the Compiler Specification

To solve the bootstrap problem [GH98], i.e., to obtain a trustworthy binary of
the C'0 compiler, it is not sufficient to verify the code generation algorithm or the
C0 implementation of the compiler [Pet07]. We additionally need to translate
the compiler implementation to VAMP assembly and machine language.

Of course, we could simply translate the compiler implementation using
some unverified existing compiler. But the probability that this translation
induces errors in the generated compiler binary is quite high. In Verisoft, we
follow two different ways how to reduce this probability.

First, B. Finkbeiner’s group applies translation validation techniques to show
that a binary compiler which has been generated by some untrusted bootstrap
compiler is a correct translation of the compiler implementation from [Pet07].
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Second, we have used Isabelle’s built-in ML code generation feature [Ber03,
BNO02]. The (verified) compiling specification from Chapter 7 is executable
using this ML code generation. In particular, it can be used to compile the
compiler’s C0O implementation from [Pet07] to obtain a trustworthy compiler
binary. This approach is presented in more details in [Tzi07].

Of course, both approaches extend the trusted code base: the first by the
translation validation tool, the second by Isabelle’s code generation module.
However, we can drastically reduce the likelihood of errors by applying all
three methods and comparing the resulting binaries.? The probability that all
methods produce the same error is negligible.

2 For the first method we would have to proceed in two steps. First, we would compile
the compiler implementation with an unverified existing compiler. The resulting binary would
not be comparable to the binary generated by the other two methods because the unverified
compiler is likely to use a different code generation algorithm. After that, we would use this
binary (which uses our code generation algorithm) to compile the implementation again.
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‘We present in this chapter the simulation theorem which states the correct-
ness of the compiling specification of the C0O compiler. Additionally, E. Petrova
has proved the correctness of the compiler implementation [Pet07] using the
C0 verification environment from [Sch06]. Her results are briefly sketched in
Chapter 11. Recently, she has formally combined her result with the simulation
theorem from this chapter.

Observe that we first present the main theorem and the structure of its
induction proof. This gives the reader some idea of the overall structure of the
compiler correctness proof. The correctness of the individual induction cases
will be proved later in Chapters 9 and 10.

We start this chapter in Section 8.1 with a short overview. We continue in
Section 8.2 with the formal definition of the simulation relation (this includes the
definition of reachability and allocation functions) and in Section 8.3 with some
requirements about available memory in the target machine. We conclude the
chapter in Section 8.4 with the formalization of the main correctness theorem
for the compiling specification and a sketch of its correctness proof.

8.1 Overview

We prove the correctness of the C0 compiler using a small-step simulation
theorem between the execution of a C0O program p = (te, ft, gst) on the ab-
stract C0O machine from Chapter 4 and the execution of the compiled code
codeprog (e, ft, gst) of the program on the VAMP assembly machine from Sec-
tion 6.2.

The important words in the previous sentence are ‘small-step’ and ‘simulation
theorem’.

167
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e ‘Simulation theorem’ means that we define a simulation relation consis
between states of the C0O small-step semantics and states of the VAMP
assembly machine. Then, we prove that the execution of the compiled
program preserves this simulation relation.

e ‘Small-step’ means that we assure the simulation relation after every
single step of the C0 small-step semantics. In contrast, a big-step simula-
tion theorem only states simulation between the final states of program
execution.

We call a state ¢ of the C0 machine and a state d of the VAMP assembly
machine consistent if they fulfill the simulation relation.

We illustrate the correctness statement in Figure 8.2 on page 183. Let
& = initeont(ft, gst) be the initial state of a given C0O program p and d° a
(arbitrary) state of the VAMP assembly machine where the compiled code
codeprog(p) is stored at address progbase. The correctness statement assures
that for every state ¢! = 6% (te, ft, c¥) in the computation of a C0 program there

exists a number of assembly steps s(i) such that 6§§Q(d°) and ¢’ are consistent.

8.2 Simulation Relation

In this section we define the simulation relation of the compiler correctness
proof. We start in Section 8.2.1 with some thoughts about why we believe that
the simulation relation is correct, sufficiently expressible, and consistent. In
Section 8.2.2 we define the set of reachable g-variables. Then, in Section 8.2.3
we introduce the concept of allocation functions which specify how g-variables
are located in the assembly machine. We define in Section 8.2.4 when a C0 value
and an assembly value are matching, i.e., when they are considered equivalent.
Finally, in Section 8.2.5 we formally define the compiler simulation relation.

8.2.1 Correctness of the Simulation Relation

The compiler correctness proof in the following sections ensures that the compiled
code preserves some simulation relation. But how can we be sure that the
simulation relation itself is correct, i.e., that it correctly reflects the intuitive
meaning of correctness? How can we be sure that a property of a certain C0
program also holds for the compiled assembly code?

We could for instance use consis(c,d) = true as definition for the simulation
relation. This would make the compiler correctness proof quite simple but
would not guarantee any meaningful property of the compiled code.

There are three main reasons why we have confidence in the simulation
relation which we specify in this thesis.

1. The definition of the simulation relation consis is quite simple. This
makes it easy to manually inspect it and look for errors. Of course, such
a manual inspection can never clear out all skepticism; after all, we are
doing formal verification here, i.e., we try to rely on manual checks as
little as possible.
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2. The Verisoft approach, i.e., pervasive verification, can give us ultimate
confidence in the correctness of the simulation relation; at least for concrete
properties of individual programs.

Let Pog be a property on the C0 layer and Pi,s, be the corresponding
property on the assembly layer. We first prove that Pgy holds for a
given C'0 program. Then we use the compiler simulation relation and the
simulation theorem to show that we can conclude the validity of Pagpy, for
the compiled program. Then we know that the property Pagy holds for
the concrete program. Observe that this does not completely guarantee
the compiler correctness or the correctness of the simulation relation for
arbitrary programs. Nevertheless, it shows that the compiler and the
simulation relation are good enough for one concrete property of one
concrete program.

Exemplary, this has been done for the page fault handler used in Verisoft’s
academic sub project [ASSO08].

3. If we would only prove the induction step correct, i.e., that from simulation
consistency in step ¢ we can conclude simulation consistency in step ¢ + 1,
we still could have contradictions in the simulation relation. For example,
for the simulation relation sim(c,d) = false it would be quite simple to
conclude sim(ct,d") — sim(c't!,d*1). Instead, we additionally prove
the induction start correct which would be impossible for a contradictory
simulation relation because from a contradiction in sim(c,d) we could
prove sim(c,d) = false and would then have to show sim(c?,d’) which
could not be done. Thus, we can be sure that the simulation relation is
consistent.

8.2.2 Reachability

In the following sections we require only for reachable g-variables that their
value from the CO configuration is properly stored in the assembly memory.
Having this condition only for reachable variables makes the compiler simulation
proof a little bit more complicated because we have to show that g-variables
which are reachable in the new configuration

e have either been freshly allocated and are properly stored in the assembly
machine by the correctness of the allocation code, or

e have also been reachable in the previous C0O configuration which allows to
apply the induction hypothesis.

On the other hand, having this condition only for reachable variables will
simplify the integration of a garbage collector which can remove unreachable
g-variables from the heap memory. The current version of the C0 compiler does
not yet include a garbage collector. However, the implementation of a copying
garbage collector for the C0 compiler has already been verified using the C0
verification environment [Sch06]. Only the integration of the code into the code
generation of the C'0 compiler and the necessary adaptations of the compiler
simulation proof have to be done.
In this section we will formally define the set of reachable g-variables.
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Definition 8.1 (Pointer g-variable) Let te be a type name environment, sc
a symbol configuration, and g a g-variable. We say that g is a pointer g-variable
if it is of type Ptrr or Nullr. Formally,

is_gvar,(sc,g) = is_Ptrr(ty,(sc,g)) V ty,(sc, g) = Nullt

Definition 8.2 (Reachable nameless g-variables) Let mc a memory con-
figuration of the C0 machine. We introduce the set reachablerglamdcss which
defines the set of reachable g-variables in the heap memory.

We do this definition by induction: we start with the g-variables in the
global and local memories and — doing pointer chasing — we add step by step
all g-variables which are reachable from these starting points to the set.

nameless

reachableg

. memconf — guar set

For the induction start let « be an initialized pointer g-variable in the global
or in one of the local memories. If the value of z points to some nameless
g-variable g we add g to the set of reachable nameless g-variables.

x € guarsy/(sc(mc))
namedg(x) is_gvar,(sc(mc), ) initializedg(mc, )
g € gvarsy/(sc(mc)) —namedg(g) valueg(me, x) = Ptr(g)

(8.1)

nameless

o (mc)

g € reachable
Similarly to the induction start, we call a nameless g-variable g reachable
if a second nameless g-variable h — which is already in the set of reachable
g-variables — points to g.
h e reachablegamdcss(mc) initializedg(me, h) is_gvar,(sc(mc), h)
g € guarsy/(sc(mc)) —namedg(g) valueg(me, h) = Ptr(g)

nameless

g € reachable,

(mc)
(8.2)

Finally, sub g-variables of reachable nameless g-variables are also reachable.

nameless

h e reachableg

(me) g € subg(h) g € guars\/(sc(mc))

nameless
g

(8.3)
g € reachable (mc)

Definition 8.3 (Reachable g-variables) Let mc a memory configuration of
the C0 machine. We define the set reachabley :: memconf — gvar set which
contains all reachable g-variables of memory configuration mec.

nameless
g

g € reachableg(mc)

g € reachable (mc)

g € guarsy/(sc(mc)) namedg(g)
g € reachableg(mc)
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Definition 8.4 (Reachable pointers) Now, we extend the previous defini-
tion from g-variables to pointers by defining

memconf — (gvar U {L}) set

1L € reachablep, (mc)

g € reachableg(mc)

g € reachablep(mc)

Definition 8.5 (Reachable pointer memory cells) We define a predicate
for memory cells which contain reachable pointers.

reachableycen - memconf X meellgg — B
For pointer memory cells we require that the contained pointer is reachable.

p € reachable . (mc)

reachableycen (me, Ptr(p))
For other memory cells there are no requirements.

¢ € {Int(i), Nat(u), Char(c), Bool(b)}

reachableycen (me, c)

The following theorem shows that the values and addresses which we obtain
by expression evaluation are reachable.! For AddrOf and Deref operators we
switch between left value and right value during evaluation. Thus, we have to
state the theorem simultaneously for both left and right values.

Theorem 8.1 (Evaluation gives reachable g-variables)
Let ¢ be a valid CO configuration and e an expression which can be evaluated
both as a left and as a right expression. Then, given that e represents a memory
object, the left value of e is a reachable g-variable and, given that e is initialized,
all pointer memory cells in the right value of e are reachable.

c € conf+/(te, ft)

A leval(te,c.mem,e) = |g] A reval(te,c.mem,e) = |v|

= (mobj(e) — g € reachabley(c.mem))
A (initialized(e) — Vi < sizei(type(e)) : reachablepcen(c.mem,v(i)))

Proor We prove this lemma by induction on e.

For variable accesses the first goal follows directly from the definition of
reachable g-variables because ¢ is a named g-variable. The second goal holds
because reachability is transitive: if g is reachable then the content of g in the
memory is also reachable (via g).

IThis is the expected meaning of the word reachability; thus, we should not be surprised
that the theorem holds.
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Literals do not represent memory objects. Thus, we only have to prove the
second goals which follows from the fact that literals may only contain null
pointers.

For array and structure access, the first goal follows from the fact that sub
g-variables of reachable g-variables are also reachable (cf. Definition 8.2). The
second goal holds because the content of the sub g-variables is contained in the
content of g.

Application of operators is trivial: they give results which are not memory
objects and which contain no pointers at all.

The address-of operator AddrOf(e) also does not give a memory object;
thus, we only have to prove the second goal which follows from the fact that
the value of AddrOf(e) is just a pointer to the address of e which — by the
induction hypothesis — is a reachable g-variable.

For dereferencing Deref (e) the first goal is true because — by the induction
hypothesis — the value of e, which is the left value of Deref(e), is a reachable
pointer. For the second goal we use the same arguments as for the second goal
for variable access. q.e.d.

Theorem 8.2 (No new reachable g-variables by memory updates)
Let ¢ be a valid configuration and let m’ be the CO memory configuration after
a successful update of the valid g-variable g; with some value v. Furthermore,
assume that all pointers in v point to reachable g-variables. Then, all heap
g-variables which are reachable in the new memory configuration m' have already
been reachable in the old memory configuration c.mem.

c € conf+/(te, ft) N g € Teachablegameless(m’)
A g1 € guarsy/(sc(c.mem)) A memupd(c.mem, g;,v) = |m']
A tmatch oss(ty ,(sc(c.mem), gi), 1) A ty+/(te, sc(c.mem), v, t,0)

A Vi < sizey(t) : reachable peen(c.mem,v(1))

nameless

= g € reachable,

(c.mem)

PrOOF We prove this theorem by induction according to the definition of

les .
reachabley™* . There are three ways how g can be reachable in m/.

Case 1: Induction start (Equation (8.1))
In this case, g is reachable in m’ via some named g-variable x (i.e., the
value of x in m/ is Ptr(g)). We consider two cases.

1. x € subg(g1): In this case we use the last precondition of the theorem.
This precondition ensures that every pointer memory cell inside v
points to a g-variable which was reachable in the old configuration.
During the memory update x is updated with one of these reachable
pointers (observe that we need the preconditions ty+/ and tmatch,ss
to know that the embedded pointers in both types are at correspond-
ing positions). So, the new value of x — which is Ptr(g) — has also
been reachable in the old configuration and thus, g itself has been
reachable.

2. = ¢ subg(g1): In this case the value of z has not been changed by
the memory update and it must have pointed to g also in the old
configuration. Thus, g was reachable.
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Case 2: Induction step: indirectly reachable (Equation (8.2))
In this case, g is reachable in m’ via some reachable nameless g-variable z.
From the induction hypothesis we know that x has also been reachable
in the old configuration. The rest of this proof case follows the proof of
case 1.

Case 3: Induction step: sub g-variable (Equation (8.3))
This case is easy. From Equation (8.3) we know that g is a sub g-
variable of some other reachable nameless g-variable z. From the induction
hypothesis we conclude that x was also reachable in the old configuration.
However, the fact of being a sub g-variable is a structural property of the
g-variables and does not depend on any memory configuration. Thus, g
was also a sub g-variable of = in the old configuration and reachable by
Equation (8.3). q.e.d.

8.2.3 Allocation Function

The simulation relation consis which we define in Section 8.2.5 is parameterized
with the allocation function alloc :: gvar — (IN x IN). The allocation function
maps a g-variable g to a pair alloc(g) = (b, s) of an allocated base address b for
g and the allocated size s of g’s type.

Later we will instantiate alloc for global and local variables with values
computed by abase, and asize;. For heap variables we have to keep track of
their actual position in the heap. For the current version of the C'0 compiler this
address stays constant as we have not yet integrated a garbage collector. After
the integration of a garbage collector, the allocated address of heap variables
may change with every execution of an allocation statement.

8.2.4 Matching Values

In this section, we introduce three predicates which test for given values of the
C0 and the assembly semantics whether the C0O value is properly represented
by the assembly value. This gives us some kind of equality measure between
the two kinds of values.

We start with the definition of a predicate for non-pointer values.

Definition 8.6 (Matching values) Let vgg :: mcellog be a CO value and
Vasm o Z an assemble value. We introduce the predicate vmatch which checks
whether voy and v, match, i.e., whether they contain equivalent values. We
define vmatch by case distinction on the C'0 value. Observe that pointer values
never fulfill the predicate.

vmatch :: meellcg X Z — B

Vasm =

vmatch(Int(4), vasm)

Vasm =

vmatch(Char(i), Vasm)
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For unsigned values we have to interpret the assembly value as a natural number.

ign(vasm) =n
vmatch(Nat(n), vVasm)

We represent false by 0 and true by 1.

vco = BOOZ(Uasm 7é O) Vasm € {07 1}
vmatch(Bool(b), Vasm )

For pointers the equality test slightly differs from the above definition.

Definition 8.7 (Matching pointer values) Let alloc be an allocation func-
tion, p :: gvar U{L} a CO pointer, and vasm :: Z a value of the assembly
machine. We introduce the predicate vmatchy, which checks whether p and
Vasm correspond to each other. Formally, we define

vmatchpt, 2 (guar — (N x N)) x gvar U{L} x Z — B
For null pointers the definition is trivial.

Vasm = 0

vmatchpr (alloc, L, Vasm)

For pointers to g-variables g we require that the assembly value — interpreted
as a natural number — equals the allocated base address of g as defined by the
allocation function.

i2n(Vasm) = fst(alloc(g))
vmatchpr (alloc, g, Vasm)

Finally, we combine the definitions of matching values for pointers and
normal values in the following definition.

Definition 8.8 (Matching right values) Let alloc be an allocation function,
veo : meellog a CO value, and vagm i Z a value of the assembly machine. We
introduce the predicate vmatchyy :: (guar — (N x N)) x meellog x Z — B
which checks whether vog and vae, correspond to each other.

vmatchpie (alloc, p, vasm)  if voo = Pir(p)

vmatchyyva (alloc, Voo, Vasm) = ]
vmatch(veo, Vasm) otherwise

Finally, we extend the definition of matching values from single values to
complete g-variables.

Definition 8.9 (Content consistent g-variables) Let sc a symbol configu-
ration and alloc an allocation function. Further, let v, :: N — mcellco be the
content of a given g-variable g and b the allocated base address of g in assembly
configuration d. Then we define the predicate vmatchgyar = symbolconf x (N +—
meellog) X confasm X (gvar — (N x N)) x gvar x N — B which checks for all
elementary sub g-variables of g whether their value at the proper offset in v,
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matches the value stored in d. If all sub g-variables match we say that v, is
content consistent with g in assembly configuration d. Formally, we define

vmatchgyar (¢, g, d, alloc, g,b) =

Vg' € subg(g) : (elem?y(tyg(sc,g')) Ng' € guars\/(sc))
= vmatchyyar(alloc, vy (bag(sc, ") — bag(sc, g)),
cell2int(d.mm (b + displ,(sc,g,9") +4)))

8.2.5 Definition of the Simulation Relation

The simulation relation consis :: tenv x functableT x conf oo % (guar — (N x
N)) x confasm +— B defines whether a C0O configuration and an assembly
configuration are equivalent with respect to a given allocation function.
Basically, the simulation relation is supposed to state that all (reachable)
g-variables of the C0 configuration are properly stored at their allocated address
in the assembly configuration. This part of consis will be used to translate and

transfer correctness statements about C0 programs to the assembly layer (cf.

Section 8.2.1).
Additionally, we need many more properties in the simulation relation to
make the compiler correctness statement inductive, i.e., to be able to infer

consistency between 56—51(156,#, ) and 5;£fi1)(d0) given that 0% (te, ft, c’) and

5§£Q(d0) are consistent. Among other things, these additional properties argue
e that the compiled code has not been changed,

e that the program counters of the assembly machine point to the code of
the current statement of the C0 machine, and

e that all stack frames are properly reprented.

We will define the simulation relation in several steps. But before we start

with the formal definition of consistency we introduce some auxiliary functions.

Definition 8.10 (Reading frame headers) We define three functions with
signature tenv X functableT x symbolconf x (N — mcellasm) XIN — N which read
the return address, the return destination, and the previous stack pointer from
the frame headers in the stack. Let te be a type name environment, ft a function
table, sc a symbol configuration, and mm the memory of a VAMP assembly
configuration. Then, the following functions read frame header information
from the i-th stack frame

fhia(te, ft, sc,mm, i) = i2n(cell2int(mm((abaseimy (te, ft, sc,i)) +4)))

fhea(te, ft, sc,mm, i) = i2n(cell2int(mm((abaseim (te, ft, sc,i) +4) +4)))
Jhpsp(te, ft, sc,mm, i) = i2n(cell2int(mm((abasein (te, ft, sc,i) + 8) +4)))

We give the top-level definition of the simulation relation consis before we
formally define its parts in the following sections.

Definition 8.11 (Consistency) Let te be a type name environment, ft a
function table, ¢ a C0O configuration, d a configuration of the VAMP assembly



176

Simulation Theorem

CONSIScode
CONSISlloc
CONSISy
consis consisSq consisy
CONSISy
CONSLSth
coNsiS; ————— CONSLSyy

Figure 8.1: Overall Structure of the Compiler Simulation Relation

machine, and alloc an allocation function. We say that ¢ and d are consistent
if they fulfill the predicate consis which requires code consistency, control
consistency, and data consistency.

consis :: tenv X functableT x conf g X (gvar — (N X N)) X confysm — B

consiscode(te, ft, ¢, d) consisc(te, ft, c,d) consisq(te, ft, ¢, alloc, d)

consis(te, ft, c, alloc, d)

For a better overview during the following definitions we illustrate the
structure of the consistency relation in Figure 8.1.

Code Consistency

Code consistency requires that the compiled code is stored at address progbase
in the assembly configuration.

Definition 8.12 (Code consistency) Let te be a type name environment,
ft a function table, ¢ a C'0 configuration, and d a configuration of the VAMP
assembly machine. We define the predicate consiscoqe Which checks whether ¢
and d are code consistent.

CONSIScode 12 tenv X functableT x conf g X confasm — B

readinser (d.mm, progbase, csizeprog(te, gst(c.mem), ft))
= codeprog(te, ft, gst(c.mem))

consiscode(te, ft, ¢, d)

Control Consistency

Control consistency requires that the program counters of the assembly machine
point to the start address of the code which has been generated for the head
of the current program rest and that return addresses of all stack frames are
correct. The latter requirement is formally defined via the predicate consis, .
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Definition 8.13 (Return address consistency) Let te be a type name en-
vironment, ft a function table, ¢ a C0O configuration, and d a configuration
of the VAMP assembly machine. We define the predicate consis,,. It checks
whether for all i < |c.mem.lm| — 1 there exists a function call statement s in
the function table such that

1. the successor statement of s follows the i-th return statement in the
program rest and

2. the return address in stack frame |c.mem.lm| — (i + 1) points directly
behind the code of s, i.e., s has been the function call which generated
that stack frame.

Formally, we define

consisya(te, ft,c,d) =
Vi < |c.mem.m|—1:3s:
is_SCall(s)
A fos(s, ft) # None
A sucCCithret ($2hs(c.prog), i) = |x| = succe(s, ft) = |x]
A fhea(te, ft, sc(c.mem), d.mm, |c.mem.Im| — (i + 1))
= cbaseg(te, gst(c.mem), ft, s) + 4 - csizes(te, gst(c.mem), ft, s)

Consistency of the return addresses together with the correctness of the
program counters gives control consistency.

Definition 8.14 (Control consistency) Let ft be a function table, te a type
name environment, ¢ a C0 configuration, and d a configuration of the VAMP
assembly machine. If the program rest is not empty, we say that ¢ and d are
control consistent if consisy,(te, ft, c,d) holds and the program counters of d
point to the code of the head of the current program rest of ¢. However, if the
program rest is empty we have no requirements for control consistency.

consis :: tenv x functableT x conf g X confosm — B
d.dpc = the(cbases(te, gst(c.mem), ft, hd(s2l,s(c.prog)))

)
d.pcp = d.dpc + 4 consisya(te, ft, c,d) $2l,s(c.prog) # []
consisc(te, ft, ¢, d)

$2lhs(c.prog) =[]
consisc(te, ft, ¢, d)

Data Consistency

Data consistency states that reachable g-variables are correctly stored in the
assembly machine, that some auxiliary information about stack and heap are
stored correctly, and that the allocation function conforms with the allocated
base address of global and local g-variables as computed by abase;. We define
data consistency using several auxiliary definitions.
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Allocation Consistency. First, we require that the allocation function re-
turns meaningful values. We require that the second component of the allocation
function returns for all g-variables their allocated size. For named g-variables
we require additionally that the first component returns the same values as
abases. We cannot argue about the absolute position of nameless g-variables
in the assembly memory because they might be moved by a garbage collector.
Instead, we require that sub g-variables are properly placed relatively to their
root g-variables and that nameless g-variables with different roots do not overlap
in the assembly memory.

Definition 8.15 (Named allocation consistency) We define the predicate
consis®imed o tenv x functableT x confo x (gvar — (N x N)) — B which
tests whether a given allocation function contains the correct data for named
g-variables.

consis™imed (te, ft, ¢, alloc) =

Vg € gvarsy/(sc(c.mem)) :

namedg(g) =  fst(alloc(g)) = abaseg(te, ft, sc(c.mem), g)
Nsnd(alloc(g)) = asizeq(ty,(sc(c.mem), g))

Definition 8.16 (Heap allocation consistency) The introduce the predi-
cate consisl P i tenv x functableT x conf oy x (gvar — (N x N)) — B which
tests whether a given allocation function returns reasonable data for reachable
nameless g-variables. We have three conditions for heap allocation consistency.

1. We require that the end of the top most local frame |c.mem.lm|—1 (which
coincides with the base address of the non-existing stack frame |c.mem.lm)|,
cf. Definition 7.16 on page 134) is below the heap base.

2. We require for all valid named g-variables g that the second component
of alloc(g) equals the allocated size of the g-variable g.

3. We require for all reachable nameless g-variables ¢’ (i) that the allocated
base address fst(alloc(g')) of ¢’ corresponds to the allocated base address
of its root g-variable roots(g') plus the relative displacement of ¢/, (ii) that
the root g-variable of ¢’ is properly aligned, (iii) that no g-variable h with
a different root g-variable does overlap with ¢/, and (iv) that the allocated
base address of ¢’ is above the heap base.

Formally, this is defined as

consisgﬁ?c’(te,ft, ¢, alloc) =

abasein (te, ft, sc(c.mem), |c.mem.Ilm|) < abaseneap
AYyg € guars+/(sc(c.mem)) :
—namedg(g) = snd(alloc(g)) = asize(ty,(sc(c.mem), g))

nameless
g

fst(alloc(g")) = fst(alloc(rootg(g'))) + disply(sc(c.mem), g")
A algn(tyg(sc(c.mem), rootg(g"))) | fst(alloc(rootg(g')))
A abaseneap < fst(alloc(g’))
AYh € reachablegamdess(c.mem) :

rooty(g') # roots(h) = alloc(g") < alloc(h)

AVg' € reachable (c.mem) :
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Definition 8.17 (Allocation consistency) We combine allocation consis-
tency for nameless and named g-variables.

CONSiSalloc = tenv X functableT x conf g X (gvar — (N x N)) — B

consis™ime (te, ft, ¢, alloc) consis s (te, ft, ¢, alloc)

consisanoc(te, ft, ¢, alloc)

Value Consistency. Value consistency requires that the values of reachable
non-pointer g-variables are properly represented in the assembly configuration.
We define value consistency in two steps. We define first a predicate for a single
g-variable. Then we extend this predicate for all g-variables.

Definition 8.18 (Value consistent g-variable) Let mc a memory configu-
ration, alloc an allocation function, d a VAMP assembly configuration, and g a
g-variable. We define the predicate consisé :: memconf x (gvar — (N x IN)) x
CoNfasm X gvar — B which tests whether the value of g is properly stored in
the memory of assembly configuration d.

Observe that we define the predicate for arbitrary g-variables although it is
only meaningful for reachable non-pointer g-variables of elementary type. For
other g-variables the predicate is true by default.

Formally, we define

consis§(me, alloe,d, g) =

vmatch(valueg(me, g)(0),

cell2int(d.mm(fst(alloc(g)) +4))) if g € reachableg(mc)
Nelem?q(ty,(sc(me), g))

A= (iS,gvan(sC(mC)’ 9))
Ninitializedg(me, g)

true otherwise

Definition 8.19 (Value consistency) We say that a CO configuration c is
value consistent with assembly configuration d in the context of alloction function
alloc if all g-variables are value consistent. Formally, we define

consisy (¢, alloc,d) = Yg.consis§(c.mem, alloc,d, g).

Pointer Consistency. Pointer consistency states that the values of reachable
pointer g-variables are properly represented in the assembly configuration. In
principle, its definition is similar to value consistency except that we have a
different notion of equality between values in the assembly and the C'0 machine.

As in the definition of value consistency, we first define when a single
g-variable is called pointer consistent.

Definition 8.20 (Pointer consistent g-variable) Let mc a memory con-
figuration, alloc an allocation function, d a VAMP assembly configuration,
and g a g-variable. Furthermore, let the value of g be a pointer value, i.e.,
valueg(me, g)(0) = Ptr(p). We define the predicate consis :: memconf x

p
(gvar — (N x N)) X confasm X gvar — B which tests whether the pointer value
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of g is properly stored in the memory of assembly configuration d. Similar to
consisg, the predicate only tests the value of reachable and initialized g-variables
of pointer type; for other g-variables it is true by default.

consis (mc, alloc, d, g) =

vmatchp (P,

cell2int(d.mm(fst(alloc(g)) +4))) if g € reachableg(mc)
A (is_gvar,(sc(me), g))
Ninitialized g (me, g)

true otherwise

Definition 8.21 (Pointer consistency) We say that C0 configuration c is
pointer consistent with assembly configuration d in the context of allocation
function alloc if all g-variables are pointer consistent. Formally, we define

consisy (¢, alloc,d) = Vg.consis§ (c.mem, alloc, d, g).

Register Consistency. Register consistency argues about the content of
some special registers (cf. Table 7.2 on page 129).

Definition 8.22 (Register consistency) We introduce a predicate consis,
which checks whether C'O configuration ¢ and assembly configuration d are
register consistent. For this we require

1. that the contents of registers rghase, Tiframe, and Thop have values according
to their intended meaning from Table 7.2,

2. that no reachable nameless g-variables are allocated above the top most
heap address from 7h¢op, and

3. that the value of ry,4p is properly aligned to the maximum alignment.

Formally, this is defined as

consisy :: tenv X functableT X conf og X (gvar — (N x N)) X confasm — B

i2n(d.gpr'rsbase) = abasegm(te, ft, gst(c.mem))
i2n(d.gpr!Tiframe) = abasein (te, ft, sc(c.mem), |c.mem.lm| — 1)
i2n(d. gpr!Thiop) = abaseneap + aSizeneap (hst(c.mem))
Vg € reachablegamdess(c.mem) : fst(alloc(g)) + snd(alloc(g)) < i2n(d.gpr!rigop)
4142n(d.gpr'ritop)

consisy(te, ft, ¢, alloc, d)

Frame Header Consistency. Frame header consistency requires the values
in the frame headers of the local stack frames to be consistent with their
intended meaning (cf. Table 7.1 on page 129). Observe that we do not argue
about the return addresses here; they are already part of control consistency.

Definition 8.23 (Frame header consistency) We introduce the predicate
consisg, which requires the previous stack pointers and the return destinations in
all stack frames — except for stack frame 0 — to be consistent with their intended
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meaning. This means that the previous stack pointer of frame i contains the
allocated base address of frame 7 — 1 and that the return destination of frame
1 contains the allocated base address of the i-th return destination of the C0
configuration.

Formally, we define

consisg (te, ft, ¢, alloc, d) = V0 < i < |c.mem.lm| :
Thpsp(te, ft, sc(c.mem), d.mm, i) = abaseim(te, ft, sc(c.mem),i — 1)

A fhoq(te, ft, sc(c.mem), d.mm, i) = fst(alloc(snd(c.mem.lm!i)))
Data Consistency. We combine the above definitions to data cosistency.

Definition 8.24 (Data consistency) Let te be a type name environment,
ft a function table, ¢ a C'0 configuration, alloc an allocation function, and
d a configuration of the VAMP assembly machine. We define the predicate
consisq(te, ft, ¢, alloc, d) which checks whether ¢ and d are data consistent via
the allocation function alloc.

consisq == tenv X functableT X conf oo X (gvar — (N x N)) X confosm — B

consisanoc(te, ft, ¢, alloc) consisy(c, alloc, d)
consisp(c, alloc, d) consisy (te, ft, ¢, alloc, d) consise (te, ¢, alloc, d)

consisq(te, ft, c, alloc, d)
8.3 Resource Restrictions

Besides the requirement that the compiled code fits into memory (cf. Section 7.6),
an important proof goal of the compiler correctness proof will be that during
execution the compiled program does not use more memory than is available
on the target machine.

There are basically two ways in which a program can use too much memory.
First, if the program allocates to much data on the heap, it produces a heap
overflow. Second, too many nested function calls may lead to a stack overflow.

The definition of memory allocation in the C0 semantics (cf. Section 4.4.3
on page 63) allows to discharge the proof goals regarding heap overflow at the
CO0 layer if we instantiate the availpc,p parameter of the C'O transition function
correctly. For the current version of the C'0 compiler, i.e., without garbage
collection, we instantiate

availheap (e, t) = (asizeneap(hst(me)) + [asizeq(t)]s < asizejn) -

This instantiation ensures that memory allocation has in every situation the
same result — a null pointer or a pointer to the newly allocated memory — both
for the original C'0 program and for the compiled code (cf. the correctness proof
for memory allocation in Section 10.7).

The CO compiler does not annotate the function call code with a stack
watch nor does the C0 semantics check for stack size when executing function
calls. To allow the CO program to react on a stack overflow would require
major changes in the C0 language; e.g., adding support for exception handling
or similar features to C0.
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Because of the missing stack watch, we cannot guarantee equivalent execution
of function calls in case of a stack overflow. However, we can formulate a
predicate which checks at the CO level whether we have enough stack or not.
This predicate allows to lift argumentation about the required stack size from
the assembly to the C'0 layer.

Definition 8.25 (Enough stack available) Let te be a type name environ-
ment, ft a function table, and ¢ a C'0 configuration. We define the predicate
availgack which tests whether the top most stack frame ends below the heap
base, i.e., whether we have a stack overflow or not.

availseack :: tenv X functableT x conf oy — B

abasein (te, ft, sc(c.mem), |c.mem.Im|) < abaseneap

availseack ( te, fta C)

We combine the predicate availgack with a statement about a sufficient
amount of heap memory.

Definition 8.26 (Sufficient memory available) Let te be a type name en-
vironment, ft a function table, and ¢ a C0O configuration. Furthermore, let
addrmax denote the maximum address in the program’s address space. We
define the predicate availyen which combines the previously defined predicate
availstack With requirements regarding heap consumption.

aVailmem = IN X tenv X functableT x conf oy — B

availggack (te, ft, c) abaseneap + aSizeneap (hst(c.mem)) < addrmax

avadmem ( addrmaxa te, ﬁ? C)

8.3.1 Lifting Resource Restrictions to More Abstract Layers

Above, we have defined predicates which allow to ensure at the C'0 small-step
layer that a compiled program does not violate resource restrictions of the
target machine. However, formally proving at the small-step layer that these
predicates hold for all steps of the program is quite costly because a lot of work
from the program’s functional verification in the C'0 Hoare logic would have to
be repeated. It seems worthwhile to lift the requirements to the Hoare logic
layer and to discharge them as part of the program’s functional correctness
proof.

Without a garbage collector, tracking heap usage in the C0 verification
environment is treated in [Sch06] via a ghost variable which counts the number
of free heap memory cells (similar to the work in [BPS05]). However, in
the presence of a garbage collector, this simple method only gives an upper
bound of heap memory usage because it does not keep track of deallocation of
unreachable memory objects (neither manually nor via garbage collection). A
garbage collector may automatically deallocate all memory objects which are
not reachable anymore.

Because of the big-step nature of the CO verification environment only
the current stack frame is directly accessible. To keep track of the maximum
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Figure 8.2: Small-Step Compiler Simulation Theorem

recursion depth and of all root pointers for a reachability analysis it would be
necessary to have (at least partly) access to all stack frames. This requires to
add additional ghost state. To examine the best way of formulating such ghost
state and to prove the necessary meta theorems remains as future work.

8.4 Simulation Theorem

In this section, we present the top-level correctness theorem of the C0 compiler
specification and sketch the structure of its proof which is done by induction on
the steps of the C'0 machine. For each step we do the proof by case distinction
on the next statement in the program rest. The correctness proofs for the
different statements are given later in Chapter 10.

As already stated in Section 8.1 we prove the correctness of the C'0 compiler
by a small-step induction proof over the execution steps of the C0 program (cf.
Figure 8.2). This means that we prove for every step of a C0 program that
the assembly machine executing the compiled code will reach an equivalent
state; of course this theorem has several additional requirements both to the
C0 program and to the initial state of the assembly machine.

Theorem 8.3 (Compiler correctness)

Let te be a type name environment, ft a function table, and gst the symbol table
for the global variables. Furthermore, let p = (te, ft, gst) be the corresponding
CO program. Let d be the initial state of the VAMP assembly machine.

Then for all steps i of the CO machine executing program p there exists a
step number t of the assembly machine such that the CO machine after i steps
1s consistent with the assembly machine after t steps. However, this is only true
if the following requirements about p and d are fulfilled.

e The CO program p is a translatable program with a non-empty function
table which starts with the main function.

o The type name environment te is valid, ft is a valid function table, and
gst is a valid symbol table.

e The CO computation does not produce a ‘None’ configuration in step i.

e The constants addr,q., which denotes the mazrimum address in the pro-

gram’s address space, abase€peqp, and asizey,,, are meaningful.

e The assembly configuration d is valid and its program counters point to
the start of the compiled program.
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e The global memory is zero initialized.

o For all steps of the CO machine up to step i we had not have a stack
overflow.

e The CO program p does not contain inline assembly.?

Formally, this theorem is stated as follows

(te, ft, gst) € xltblprog A ft # [1 A fst(hd(ft)) = "main”

A te € valid jeny A gst € valid g (te) A 3c : nthstep'sy(te, ft, gst) = ||
A confasmr/(d) A d.dpe = progbase A d.pcp = d.dpc + 4

heap < ddrma A0 < asize
N consis coge(te, ft, the(init cong(ft, gst)), d)

AVj < [asizes(gst,0)]a = cell2int(d.mm((abasegm(te, ft, gst) +j) +4)) =0
AV <t avail gacr(te, ft, the(nthst@péa(te,ﬁ, gst)))

AV < —\iS,Asm(hd(sgl((the(nthstepi(;o(te,ft, gst))).prog)))

max

32 .
A addrpmaz < 2°° N abasepeqp + asize heap

= 3¢, alloc,d’ : d t,d’.dpc /

(progbase,progbase+4- csizeprog(te,gst,ft)),(progbase,addr pmaz)
Aconsis(te, ft, ', alloc,d’)
Ad'.spr = d.spr

PrROOF We prove this theorem by induction on the step number i of the C0
machine.

For the induction start we have to show that the initialization code code;y;
from Section 7.5.1 correctly sets up an assembly configuration which is consistent
with the initial CO configuration. We omit details of this (simple) proof here.

For the induction step we have to conclude from step i to i + 1. We
know that there exists an intermediate assembly configuration d” such that
' = the(nthstepgy(te, ft, gst)) and d” are consistent with respect to some
allocation function alloc”. We distinguish two cases.

Case 1: s2l,5(c".prog) =[]
In this case, the program has terminated (or only contains Skip statements)
and the CO transition function has reached a fix point (i.e., ¢ = ¢’
modulo Skip statements in the program rest). Thus, it is easy to prove
the conclusion of the theorem by just instantiating the existence quantifier

with t =0, d’ = d”, and alloc = alloc”.

Case 2: s2l,5(c".prog) = h#t
We prove this case by a case distinction on h. The proofs for the respective
cases are given in Chapter 10. q.e.d.

2The compiler correctness proof has been extended by A. Tsyban with support for inline
assembly statements. However, this extension is not part of this thesis.
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In this section we sketch the proof that the code generation algorithm for
expressions from Section 7.3 produces correct code. This means that — given
that some preconditions hold — the generated code computes a result in the
destination register which is equivalent to the result computed by the evaluation
functions leval and reval in the C0O machine.

Observe that we not present details of this proof. We present the overall
structure of the proof — which is done by induction on the structure of the
expressions — but we do not look deeper into the various cases. A thorough
discussion of the correctness proof for several types of expressions can be found
in the theses [Pen07] (multiplication, division, and modulo), [Pen06] (literals,
bitwise operators, and comparison), and [Kre06] (addition and subtraction).
These theses were supervised by the author. The remaining expressions have
been verified as part of this thesis.

We start in Section 9.1 with some notation and continue in Section 9.2 with
a more formal definition of the correctness statement for expression evaluation.
Finally, we sketch the proof of correct compilation of expressions in Section 9.3.

9.1 Execution of Assembly Code for Expressions

Because the verification of expression evaluation was started and finished before
the correctness proof for statements, the formulations of ‘execution of assembly
code’ slightly differs between both proofs. The execution predicate for assembly
code from Section 6.4.1 on page 114 has been improved after finishing the
expression proofs. Nevertheless, in order to keep the expression proofs as stable
as possible we have not adapted the execution predicate there but instead
verified that we can use the expression code execution predicate inside the
statement correctness proofs.

185
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Definition 9.1 (Execution of expression code) Let d and d’ be two as-
sembly configurations, il a list of assembly instructions, range. and range, the
code and address range, and ¢ a step number. We define the predicate execasm,
which states — for the context of the expression correctness proofs — that the
list of assembly instructions il is being executed from d to d'.

eTeCagm 1 (CONfosm X instr list x (N x N) x (N x N) x N X confasm) set

readinsty (d.mm, d.dpe, |il|) = il d.pcp = d.dpc + 4
d'.dpc = d.dpc + 4 - |il| d.pep=d.dpc+4 d =6L,.d
V' <t interruptfree(6L.

v d, range,, range,) A advancing(currinstr(8t,, (d)))
vt <t : unchngd

d.mm, 5. d.mm, fst(range.) + 4, snd(range,) + 4)

mem ( ? asm

(d,il, range,, range,, t,d') € execasm

9.2 Correctness Statement for Expressions

In this section, we define the correctness statement for the assembly code
which handles expression compilation. To give the reader a better intuition we
start top-down by first defining the correctness predicate using uninterpreted
predicates for pre and post conditions. Only then we give concrete definitions
for them.

Definition 9.2 (Correct compilation of expressions) Let ft be a function
table, te a type name environment, ¢ a C'0 configuration, addr,,x the maximum
address in the address space of the program, e an expression, and rf the flag
which specifies whether we evaluate the expression as right or left value.

Furthermore, let code, be the code which is generated for expression e,
destination register r4, and the list fregs of free registers. That is, code, =
codecxpr(te, gst(c.mem), Istyop(c.mem), rf , 74, fregs, ).

We define the predicate codecxpry/ Which checks whether e has been correctly
compiled. Correct compilation means here that for all assembly configurations,
allocation functions, destination registers, and set of free registers the precondi-
tion expr,,. implies that there exists a step number ¢ and a new configuration
such that the code for the expression is being executed in t steps and the
postcondition expr . holds.

Formally, we define codeexprv/(te, ft, c, range., addrmax, e, rf) to be true iff
the following implication is true for all assembly configurations d, allocation
functions alloc, destination registers 4, and lists of free registers fregs.

ELPT pre (d, te, ft, c, alloc, e, codee, rf , 74, fregs, range.., addrmax)

= 3t,d" : (d, codee, range,, (progbase, a),t,d") € execasm
Nexpryo (d,d', te, ¢, alloc, e, codee, range., addrmax, t, rf , 74, fregs)

In the following we give a formal definition of the precondition and postcon-
dition which are used above. Observe that the definition of the precondition
contains a lot of technical details. Most of these details can later — when we
use the expression correctness in the correctness proofs for statements — be
directly derived from the predicates for valid configurations and the compiler
consistency relation.
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To guide the reader to the important parts of the conditions we define them
in three steps. We start with an informal introduction of the most important
conditions, followed by an informal list of more technical requirements, and
finally we present the formal definition.

9.2.1 Precondition for Correct Execution of Expressions

We define the predicate expr,, which holds if all preconditions for the correct
execution of code for a given expression hold. The main requirements of the
predicate are (i) data consistency between ¢ and d (this is only required if the
expression is not a literal), (ii) that ¢ and d are valid configurations, (iii) that e
is a valid and translatable expression, (iv) that the evaluation of e does return
some value, (v) that the expression is a memory object if rf = false, and
(vi) that the expression is of elementary type and initialized if rf = true.

For literals we cannot assume data consistency because we use the code
generation for literals in intermediate steps of the execution of assignments for
aggregate literals (cf. Section 7.4.3 for the code generation and Section 10.6 for
the correctness proof). Initialization is mainly needed for the correctness of
division and modulo expressions where we need to know that the divisor is not
Zero.

Additionally, we have the following technical requirements: that there are
enough free registers, that the global and the top most local symbol tables
are translatable, that there is sufficient memory, i.e., that all memory objects
are allocated below 232, that the maximum address addrmax is a valid 32-bit
number, that program counters and code range fulfill some basic requirements,
that the code for expression e is located at the address referenced by the program
counters, and that the destination register and the list of free registers are ok.

Definition 9.3 (Expression code: preconditions) Let gst = gst(c.mem)
and Ist = Istyop(c.mem) be the global and local symbol tables. Then, the
predicate for correct expression evaluation is formally defined as

—is_lit(e) — consisq(te, ft, c, alloc, d) confasmy/(d)
¢ € conf+/(te, ft) e € validexp: (e, gst, lst) e € althloxpr(te, ft, gst, Ist)
rf — reval(te,c.mem,e) # None —rf — leval(te,c.mem,e) # None
enough,eqs(te, gst, lst, rf | fregs| , e) 2 - [asizes (gst,0)]s < 232
2 [asizeg (Ist,12)]4 < 232 availmem (addrmax, te, ft, c)
addrmax < 232 —rf — mobj(te, gst, lst, e)
rf — elem?(the(type(te, gst, lst,e))) rf — initialized(te, c.mem, e)
4|d.dpc d.pcp = d.dpc + 4 d.dpc + 4 - (|codeo| + 1) < 232
fst(range,) < d.dpc d.dpc + 4 - |codeo| < snd(range.)
snd(range,) + 4 < 2%2 readinsty (d-mm, d.dpc, | codee|) = codee
T4 € fregsi; distinct(fregs) AVr € fregs : fregs € fregs,y; rq & fregs

expT e (d, te, ft, ¢, alloc, e, codee, vf , 74, fregs, range.., addrmax))

9.2.2 Postcondition for Correct Execution of Expressions

The definition of the postcondition for correct expression execution is much
simpler than the definition of the precondition. The predicate expr,. states
that (i) the result of the expression has been correctly computed, (ii) only free

registers have been changed, (iii) the memory has not been changed, (iv) the
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special purpose registers have not been changed, and, finally, (v) that the new
configuration is a valid assembly configuration.

Before we give a formal definition of expr ., we have to define what it means
that the result of expression evaluation is correct.

Definition 9.4 (Correct expression result) Let te be a type name environ-
ment, ¢ a C0O configuration, and alloc an allocation function. Let furthermore e
be an expression and v.sy, :: Z a register content.

We define the predicate expr .. .+/ which tests whether the value of expres-
sion e in configuration ¢ and the value v,gy in the assembly machine match.

If e cannot be evaluated, we define the predicate to be true; this will later
slightly simplify our formulas and lemmas. Otherwise, let reval(te,c.mem,e) =
|vco| be the CO value of the expression and leval(te,c.mem,e) = |g]| the
g-variable which represents its address.

eTPT rosuit V. 3 Lenv X conf oo X (gvar — (N x N)) x expr x B x Z — B

For right expressions we require the assembly value to represent the value of the
expression; if the expression is not yet initialized, every assembly value is fine.

initialized (te, c.mem, e) — vmatchyyai(alloc, vceo(0), Vasm)

expr otV (L€, ¢, alloc, e, true, vasm)

For left expressions we require the assembly value to contain the allocated
address of the g-variable which represents the address of the expression.

121 (Vasm) = fst(alloc(g))

eTPT otV (1€, ¢, alloc, e, false, Vagm)

Definition 9.5 (Expression code: postconditions) Now, we can formally
define the predicate expr .. which formalizes the five requirements on the
previous page.

pos

ETPT result \/(te’ <) alloc, ¢, lrfa d’.gpr!rd)
Vr ¢ ({rq,r1,72,73} U fregs) : d.gpr!r = d’.gpr'r
d.mm=dmm  d.spr=d.spr confasmy/(d')

expr s (d, d', te, ¢, alloc, e, codee, range.., a, t, rf , va, fregs)

9.2.3 Compatibility

We present one of the lemmas which guarantee compatibility between the
predicates about the proper execution of expression code and the predicates
which are used for the statement correctness proofs in Chapter 10 (cf. the start
of Section 9.1).

Lemma 9.1 Let e be a valid, translatable, and correctly compiled expression,
let ¢ be a valid CO configuration, and (te, ft, gst) a translatable CO program.
Additionally, let gst = gst(c.mem) and Ist = lst,,p(c.mem) be abbreviations for
the global and local symbol tables. This implies, given that a lot of additional

technical requirements (which resemble essentially the predicates expr,,. and
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asmpre) are fulfilled (cf. below), that the expression code can be executed accord-
ing to the definitions in Section 6.4.1 with a result that is correct according to
Definition 9.4.

code egpr/(te, ft, ¢, Tange ., addr poz, €, 7f)

A e € validegp(te, gst, lst) A e € zltbl oppr(te, ft, gst, lst)
A c € confy/(te, ft) A (te, ft, gst) € xlthl,rog

A addr pmae < 2%% A avail e (addr pag, te, ft, c)

A —is_lit(e) — consisq(te, ft, ¢, alloc, d)

A enough,..(te, gst, Ist, rf, |fregs| , e)

A —rf — mobj(te, gst, lst, e)

A rf — (elem?.(the(type(te, gst,lst,e))) A initialized(te, c.mem,e))
A fregs # [ A distinct(fregs) AVr € fregs : fregs € fregs

A rf — reval(te,c.mem,e) # None

in

A —rf — leval(te, c.mem, e) # None
A asMpre(d, range ., code egpr(te, gst, Ist, rf, hd(fregs), tl(fregs), €))

t,d.dpc+4-csize.(e) d

— 3t,d: d

range,,range,,

Ad'.mm = d.mm

Ad'.spr = d.spr

AYr & fregs o [r1,72,73] : d'.gprlr = d.gprlr
NexPT oV (t€, ¢, alloc, e, rf  d.gpr!(hd(fregs)))

PrROOF We omit the lengthy proof of this lemma as it mostly just discharges
all the technical preconditions of expr,,.

9.3 Correctness Theorem

Using the definitions from Section 9.2 we can state the correctness theorem for
expression evaluation in a compact way. Note however, that a lot of additional
conditions are hidden in the predicates expr .. and expr .. from the previous
section.

pre pos
Theorem 9.2 (Correct compilation of expressions)
Let te be a type name environment, ft a function table, range, a code range,
addr e, the mazimum address in the address space, ¢ a CO configuration, and
e a CO expression.

Then, e is correctly compiled by the CO compiler for arbitrary right flags rf .
Formally the theorem states

Vrf : codeczpry/(te, ft, c, range ., addr pqz, €, 7f)

PRrROOF The correctness of the code generation algorithm for expressions has
been proved in Isabelle / HOL by induction on the expression’s structure.

In this thesis we will not give detailed proofs for the different induction
cases; instead, we highlight very briefly some interesting parts of the proof.
Detailed proof transcripts for some of the cases can be found in several bachelor
and master theses [Kre06, Pen06, Pen07]. q.e.d.
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We sketch some proof details which are not covered by the above theses:

e Hristo Pentchev presents in [Pen07] correctness proofs for signed multipli-
cation, division, and modulo. His proofs for signed multiplication relies on
the fact that (for C0) an assembly multiplication algorithm for unsigned
numbers can be reused for signed multiplication without change. To allow
this, the following lemma has been proved as part of this thesis.

Lemma 9.3 (Signed multiplication) Let a and b be natural numbers.
Then the signed multiplication of a and b interpreted as integers gives the
same result as first doing unsigned multiplication of a and b and then
interpreting the result as an integer.

0<a<2?A0<b<2®
= n2i(a) - n2i(b) mods 2°* = n2i(a - b mod, 2°%)

e The correctness of the equality test for pointers requires some special
argument.

In CO, equality or inequality of pointers is tested by comparing the
embedded g-variables. However, the code generation for equality tests
uses directly the corresponding instructions seq and sne of the VAMP
processor (cf. Section 7.3.5). Thus, we have to show that equality of
the register values (i.e., the allocated base addresses of the pointers)
implies equality of the pointers on the CO0 layer (i.e., both pointers are
null pointers or refer to the same g-variable). This sounds quite trivial,
but there are two hidden problems.

1. We have to show that no g-variable is allocated at address zero
because this would coincide with the register representation of null
pointers. However, this follows directly from the fact that g-variables
are allocated behind the code and that the program’s code is not
empty.

2. There exist indeed multiple valid g-variables which are allocated at
the same address on the target architecture. For example, let g be a
g-variable of type array. Then, g and gvar,,,(g,0) are both allocated
at the same address. However, only g-variables of different types
may be allocated at the same address and, for type correct equality
tests in C0, we know that both sub expressions have to be of the
same type.

We have proved the following lemma to discharge these proof obligations.

Lemma 9.4 Let ¢ be a CO configuration, alloc an allocation function,
p1 = guarU{L} and ps : gvarU{L} be CO pointers, and r1 and ro register
values. If ¢ is a valid configuration and consistent with alloc, both p;
and ps are reachable and of the same type, and p1 and py are proper
representations of r1 and ro, respectively, then we can show that equality
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of r1 and ry is equivalent to equality of p1 and po.

¢ € conf+/(te, ft)

A consis anioc(te, ft, ¢, alloc)

A p1 € reachablepi(c.mem) A pa € reachablepi(c.mem)

A vmatchpr(alloc, p1,7m1) A vmatchp(alloc, pa, 2)

A(p1 # L Aps # L = ty,(sc(c.mem),p1) = ty,(sc(c.mem), p2))
A=23 < < 280 A =23 <y < 23

= (ry =r2) = (p1 = p2)

e The correctness of the code for unsigned comparison (cf. Definition 7.23
on page 141) is not obvious. A correctness proof is given in [Pen06].






CuapTER 10

Correct Compilation of Statements

Contents
10.1 Control Consistency . . . . . . . ... ... ... ... .. 193
10.2 Auxiliary Lemmas for Data Consistency . . . . . . . . .. 199
10.3 Conditional . . . . . . . .. ... oo 208
10.4 Loop . . . . . o 210
10.5 Assignment . . . . . . ... 212
10.6 Assignment of Aggregate Literals . . .. ... ... ... 219
10.7 Allocation of Dynamic Memory . . . ... ... .. ... 222
10.8 Function Calls . . . . . . . . .. ... ... .. ... 229
10.9 Return . . . . .. oL oL 237

In this Chapter we prove the correct compilation of statements. We start in
Section 10.1 with a theorem which allows us to pull out a large part of the control
consistency proof from the correctness proofs for individual statements. In the
remaining sections of this chapter, we prove theorems about the code generation
for the different C0O statements. These theorem are used in the induction step
of the main compiler correctness theorem (cf. the proof of Theorem 8.3 on
page 183). Observe that we do not argue about compilation of Skip and Comp
here because they are treated in a special way in the proof of Theorem 8.3.

10.1 Control Consistency

The code for control statements (conditionals and loops) is fragmented, i.e., it
is not generated in a single piece but interrupted by sub statements. Figure 10.1
demonstrates this for conditional statements. The code which is generated for
the conditional starts with code for the test expression followed by a branch.
Then follows the code for the first sub statement s, a jump instruction, and
finally the code for the second sub statement s'.

During the execution of such fragmented code we run into situations where
we have to execute code (the jump instruction in the example) but the C0
statements for which this code has been generated has already been removed
from the program rest.

193
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8,8 code(s) code(s")

]
,,,,,,,,,,,,, L
loop code(e’) | b 3 IJ]; code(r)
conditional code(e) | b J
s,8 code(s) code(s")

Nop instructions are omitted in this figure

Figure 10.2: Fragmented Generation for Control Statements Cont.

We demonstrate this with the execution of the example code from Figure 10.1;
we assume that the condition evaluates to true. Initially, the program rest is
.prog = Ifte(e,s,s’);r and the program counter points to the start of code(e).
After one step of the C'0 machine, the conditional statement has been executed
and the program rest is ¢'.prog = s;r; now, the program counter of the assembly
machine points to the start of code(s). Given that the execution of statement
s terminates, we eventually reach a C0O configuration where s has just been
completely executed and the program rest is c¢’.prog = r. When we just have
executed the last instruction of code(s) the program counter points to the
address of the jump instruction which has been generated for the conditional
statement.

This means that after the execution of the code of a certain statement, e.g.,
the last statement in the if-part, we may have to execute code pieces from
other statements (in this example: the conditional) before we reach a control
consistent state; i.e., before the program counter reaches the start of code(r).

Figure 10.2 shows a slightly more involved example, where two control
statements are nested. In this example we would have to execute two old jump
instructions to reach a control consistent state after the execution of code(s).
In the following, we will call such separated jump instructions control code. In
general, such structures can be arbitrarily deeply nested.

The remainder of this section is divided into two parts.

1. In Section 10.1.1, we prove the correctness of the control code, i.e., that if
the program counter points directly behind the last instruction of code(s)
for some statement s we will eventually reach an assembly configuration in
which the program counter points to the first instruction of the successor
statement of s and the memory has not been altered.

2. In Section 10.1.2, we use Theorem 5.16 on page 92 to show that the first
statement in s2l,5(r) is the successor statement of the last statement in
$2l,s(s). This allows us, together with the lemmas from 1, to show that
we eventually reach a control consistent state.
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Observe that this method does not work for Return statements because they
do not have a unique successor statement but are followed by the successor
statement of the corresponding function call statement. Thus, we need the
special consistency invariant about return addresses (cf. Definition 8.13 on
page 177).

10.1.1 Correctness of the Control Code

We split the correctness proof of the control code into several cases. The first
and simplest case is the control code behind the last statement in a while loop.

Lemma 10.1 (Correct control code: loops) Let (te, ft, gst) be a translat-
able CO program, ¢ a valid CO configuration, d a valid assembly configuration,
range, = (progbase, progbase + 4 - csizeproq(te, gst, ft)) the code range of the
program, and range, = (progbase, addr ;) the address range. Furthermore, let
s be a statement which is the last statement in some loop body and let f be the
father statement of s. Finally, let the program counter of assembly configuration
d point behind the last instruction of code(s).

Then we will eventually reach an assembly configuration d' in which the
program counter points to the code base of f and meither the memory nor the
special registers have changed.

c € conf/(te, ft) A (te, ft, gst) € xltblprog A confosm/(d)
Ais_last'P (ft, s) A parent (s, ft) = | f] A consiscoqe(te, ft, c, d)
A d.dpc = the(cbases(te, gst, ft,s)) + 4 - the(csizes(te, gst, ft, s))
ANd.pcp = d.dpc + 4

t,the(cbases(te,gst,ft,f))

— 3t,d: d d

range,,range,
Ad'.mm = d.mm

Ad'.spr = d.spr

AVT € {rsbasev Thtops Tiframes 'rjal} : d/.gp’f'!’f' = dgp’/"T

PROOF We conclude from Definition 5.26 on page 88 that the parent statement
(and thus by Definition 5.33 also the successor statement) of s is a loop statement;
thus, let f = Loop(e,1b). From the code generation algorithm for statements we
can conclude that the code of statement s is followed by the jump instruction
which is generated at the end of code(f) (cf. Figure 7.7 on page 152). Thus,
we just have to show that the jump distance is correct. If we instantiate the
existential quantifiers with ¢t = 2 and d’ = §2,, (d) we have

asm
2
5asm

(d).dpc = d.pcp — 4 - (csizes(true, e) + csizes(1b) + 3)
= the(cbases(s)) + 4 - the(csizes(s)) + 4
— 4 - (csizeo(true, e) + csizes(lb) + 3) (precondition)
= the(cbases(f)) (Lemma 7.1 and correctness of displ,)
q.e.d.

Lemma 10.2 (Correct control code: conditionals) Let ¢ be a valid CO
configuration, (te, ft, gst) a translatable CO program, d a valid assembly configu-
ration, range, = (progbase, progbase + 4 - csizeprog(te, gst, ft)) the code range of
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the program, and range, = (progbase, addr,q,) the address range. Furthermore,
let s be a statement which is the last statement either in the if or in the else
part of a conditional statement, let i < cond (s, ft) be natural number which is
not greater than the condition nesting level of s, and let f be the i-th father of
s. Finally, let the program counter of assembly configuration d point behind the
last instruction of code(s).

Then we will eventually reach an assembly configuration d' in which the
program counter points behind the last instruction of code(f) and neither the
memory nor the special registers have changed.

c € conf/(te, ft) A (te, ft, gst) € xltblprog A confosm/(d)
Ads_last (ft,s) Ni < condyy(s, ft) A parent’(s, ft) = | f]

A consis code(te, ft,c,d) A d.pcp = d.dpc + 4

A d.dpc = the(cbases(te, gst, ft, 8)) + 4 - the(csizes(te, gst, ft, s))

t,the(cbases(f))+4-the(csizes(f)) d

= 3t.d: d

range,,range,
Ad'.mm = d.mm
Ad'.spr = d.spr
AVr € {stasa Thtops Tiframe; Tjal} s d'.gprlr = d.gprlr

PrOOF We prove this lemma by induction on .

For the induction start there is nothing to prove because we have s = f by
the Definition 5.27 and simply instantiate t = 0 and d’ = d.

For the induction step — from i to 7 + 1 — we know that there exists a t’
and some intermediate configuration d” such that the program counter after ¢’
steps points behind the code of the i-th father f* = the(parenti(s,ft)). So it
just remains to show that the control code behind the i-th father is correct and
that the program counter points behind the code of the i + 1-th father fi*!.
We distinguish two cases.

Case 1: f?is the last statement in an else part: is_last?*®(ft, f7)
This is the easy case: behind the last statement in the else part there
is no additional control code (at least not from the current conditional
statement). Thus, we can simply instantiate t = ¢’ and d' = d".

Case 2: fis the last statement in an if part: is_last” (ft, f%)
In this case we have to prove — similar to the proof of Lemma 10.1 that the
jump instruction between the if and the else part is correct (cf. Figure 7.8
on page 152). If we instantiate the existential quantifiers with ¢ = 2 and
d' = 62, (d") and assuming that the else part of the conditional statement
is 85 we have

62, (d").dpc = d".pep + 4 - (the(csizes(s2)) + 1)
= the(cbases(f")) + 4 - the(csizes(f")) + 4
+4 - (the(csizes(s2)) + 1) (induction hypothesis)

= the(cbases(f1)) + 4 - the(csizegs(fi1))
(from code structure)
q.e.d.
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Corollary 10.3 (Correct control code: conditionals) The correctness of
the control code for conditionals can be extended to the condition senior of s by
using i = cond (s, ft).

c € conf/(te, ft) A (te, ft, gst) € xltblprog A confosm/(d)
Ais_last™ (ft, s) A condsen(s, ft) = |sen| A consis coqe(te, ft, c, d)
A d.dpc = the(cbases(te, gst, ft, s)) + 4 - the(csizes(te, gst, ft, s))
Ad.pcp = d.dpc + 4

t,the(cbases(sen))+4-the(csizey(s))

— Jt.d': d d

range,,range,
Ad'.mm = d.mm
Ad'.spr = d.spr

AVT € {stasea Thtops T'iframe Tjal} : d/-ng!T = d.ng!T’
We combine Lemma 10.1 and Corollary 10.3 into the following theorem.

Theorem 10.4 (Correct control code)
Let (te, ft, gst) be a translatable CO program, ¢ a valid CO configuration, and d a
valid assembly configuration. Further denote by range,. = (progbase, progbase +
4 - csizeprog(te, gst, ft)) the code range of the program and its address range by
range, = (progbase, addr ,qz). Furthermore, let s be a non-structural statement;
we assume that s is not a Return statement. Finally, let the program counter
of assembly configuration d point behind the last instruction of code(s).

Then, after a certain number t of assembly steps, we reach a configura-
tion where the program counter points to the first instruction of the successor
statement of s and neither the memory nor important registers have been altered.

c € conf+/(te, ft) A (te, ft, gst) € xltblprog A confosm/(d)

A =8tmt spructural(s) A —is_Return(s) A suce(s, ft) = |s']

A consis code(te, ft,c,d) A d.pcp = d.dpc + 4

A d.dpc = the(cbases(te, gst, ft, s)) + 4 - the(csizes(te, gst, ft, s))

t,the(cbases(s’))
ki Shtattih S SAN

— Jt,d: d &'

range,,range,
Ad'.mm = d.mm
Ad'.spr = d.spr

AYT € {Tsbase; Thiops Tiframes Tjal} = d .gprlr = d.gprlr
PROOF We prove this theorem by case distinction.

Case 1: s is not a last statement: —is_lasts(ft, s)
In this case the code for the successor statement of s is directly placed
behind the code of s. Thus, we simply instantiate ¢t = 0 and d’ = d and
the proof is done.

Case 2: s is the last statement in a while body: is_last'°°P (ft, s)
In this case we use Lemma 10.1 to obtain ¢ and d’ for the instantiation.
From Definition 5.33 on page 91 we conclude that the successor of the last
statement in a loop is the loop statement itself. Thus, our instantiation is
correct and we are done with this case.
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Case 3: s is the last statement in a conditional: is_last"(ft, s)

This case is the most complicated one. Firstly, we have to use Corol-
lary 10.3 which argues about the correct ascent up to to the condition
senior sen of s. l.e., we know that there exists ¢ such that the program
counter after t assembly steps points directly behind code(sen).

However, sen itself can be the last statement in a loop. In this case we
have to argue as in the previous case that we correctly reach the beginning
of the loop statement.

If sen is not a last statement in a loop we know by Definition 5.33 the
successor statement of s is the successor statement of the condition senior.
And because sen is not a last statement, the code of its successor is placed
directly behind code(sen) in the code. Thus, the program counter already
points to the code base of the successor statement s’. q.e.d.

10.1.2 Proof of Control Consistency

We combine Theorems 5.16 and 10.4 to the following theorem which allows to
conclude that after reaching a data consistent state directly behind the code
of a statement we will eventually reach a state which is completely consistent.
This lemma will be used in the following sections to conclude from the local
correctness of certain statements (i.e., that they correctly manipulate memory
and registers) to the global correctness including the correct execution of
potentially present control code.

Theorem 10.5 (Control consistency)
Let (te, ft, gst) be a translatable CO program, ¢ a valid CO configuration, and d a
valid assembly configuration. Further, denote by range, = (progbase, progbase +
4 - csizeprog(te, gst, ft)) the code range of the program and its address range by
range, = (progbase, addr,q,). Furthermore, let ¢ be the next configuration
after one step of the C0 machine. Finally, let the first statement in the program
rest of ¢ not be a Return statement which will be executed completely in a single
CO step (i.e., not a loop with true condition, not a conditional with non-empty
branch, and not a function call statement) and let the program counter of
assembly configuration d point behind the code of that statement.

Then, — given that we have data and return address consistency between d
and ¢ — after a certain number t of assembly steps we reach a configuration
which is completely consistent with c'.

c € conf/(te, ft) A (te, ft, gst) € zltblprog A confosm/(d)

A consis coqe(te, ft, ¢, d) A consisq(te, ft, ¢, alloc,d) A consisqq(te, ft, ¢, d)

A 82l,s(c.prog) # [ A dcolte, ft,c) = || A s2l,s(c'.prog) = t1(s2l,s(c.prog))
A —is_Return(hd(s2l,s(c.prog))) A d.pcp = d.dpc + 4

A d.dpc = the(cbases(hd(s2l,s(c.prog)))) + 4 - the(csizes(hd(s2l,s(c.prog))))
— 3t,d ;4 — T

d/
range,,range,
Aconsis(te, ft, c,alloc,d")
Ad'.spr = d.spr
AYTr € {stasea Thtops Tiframe; Tjal} : d/~9p7'!T = dgp’f"’l“
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PrROOF We prove this theorem by case distinction on the length of the old
program rest.

Case 1: [s2l,s(c.prog)| =0
In this case the precondition s2ls(c.prog) # [] is violated.

Case 2: |s2ls(c.prog)| =1
In this case — which happens exactly when the C'0 program has terminated —
the proof of control consistency is simple because we have s2l,s(c’.prog) =
[] and thus there is nothing else to show (cf. Definition 8.14 on page 177).
We instantiate t = 0 and d’ = d and are done.

Case 3: |s2l,s(c.prog)| > 2
Here we use Theorem 10.4 with instantiation s’ = hd(s2l,s(c.prog)) to
show that we eventually reach the base of the code of the successor
statement. In order to discharge the last precondition of the lemma we
exploit that c.prog forms a valid program rest according to Definition 5.35
on page 92 and thus hd(s2hs(c’.prog)) is the valid successor statement.

Now, we just have to show that data consistency and return address
consistency are not destroyed by the control code. This holds because
the memory stays unchanged (data consistency) and because we do not
change the structure of Return statements in the program rest (return
address consistency). q.e.d.

10.2 Auxiliary Lemmas for Data Consistency

In this section we present several lemmas which will be used later in the
correctness proofs for the different C0O statements.

10.2.1 Basic Lemmas About Allocation Functions

We start with some basic properties of allocation functions. The proofs for most
of these lemmas are straightforward and will not be presented here.

Lemma 10.6 (Base address is multiple of four) Let ¢ be a valid CO con-
figuration which is allocation consistent with allocation function alloc. Then,
the first component of alloc(g) for any reachable g-variable g is a multiple of
four.

c € conf/(te, ft) A consisquoc(te, ft, ¢, alloc) A g € reachabley(c.mem)
= 4| fst(alloc(g))

Lemma 10.7 (Base address is behind the code region) Let ¢ be a valid
CO0 configuration which is allocation consistent with the allocation function alloc.
Then, the allocated base address of any reachable g-variable is behind the code
TEGLON.

c € conf+/(te, ft) A consisanoc(te, ft, ¢, alloc) A g € reachable 4(c.mem)
= fst(alloc(g)) > snd((progbase, progbase + 4 - csizeproq(te, gst(c.mem), ft)))
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Lemma 10.8 (Allocation below maximum address) Let ¢ be a valid CO
configuration which is data consistent with an assembly configuration d via
allocation function alloc. Further, assume that we have sufficient memory.
Then, any reachable g-variable is allocated completely below the mazimum
address.

c € conf+/(te, ft) A consisq(te, ft, c, alloc, d)
A a0l mem (addr pmaz, te, ft, ¢) A g € reachableg(c.mem)
= fst(alloc(g)) + snd(alloc(g)) < addrmas

The two previous lemmas can be easily combined in the following way.

Lemma 10.9 (Allocation inside the address range) Let ¢ be a valid CO
configuration which is data consistent with an assembly configuration d via
allocation function alloc. Further, assume that we have sufficient memory.
Then, any reachable g-variable is allocated completely in the address range.

¢ € conf+/(te, ft) A consisq(te, ft, ¢, alloc, d)
N a0l e (addT oz, te, ft, c) A g € reachableg(c.mem)

= alloc(g) C (progbase, addr,qz)

Lemma 10.10 (Allocation: no overlap with frame headers) Let ¢ be a
valid and allocation consistent CO configuration and let g be a reachable g-
variable. Then, the allocated memory region of g does mot overlap with any
frame header.

c € conf+/(te, ft) A consisquoc(te, ft, c, alloc)
A g € reachablegy(c.mem) A i < |c.mem.lm)|

= alloc(g) < (abaseyy(te, ft, sc(c.mem),i),12)

Lemma 10.11 (Elementary sub g-variables do not overlap) Let ¢ be a
valid CO configuration which is allocation consistent with the allocation function
alloc. Further, let g and g' be two reachable g-variables and assume that g is
an elementary g-variable which is not a sub g-variable of g'. Then, the allocated
range of g and g' does not overlap.

¢ € conf+/(te, ft) N consisqpoc(te, ft, ¢, alloc)

A g € reachablegy(c.mem) A g € reachable 4(c.mem)
A elem?(ty ,(sc(c.mem),g)) A g & suby(g')

= alloc(g) =< alloc(g")

PRroOOF First, we conclude from g being an elementary g-variable that ¢’ is
not a sub g-variable of g. In principle, they could be equal, but this would
contradict with g ¢ subg(g’). The only interesting remaining case is that g and
¢’ have a common ancestor; all other cases are trivial.

If g and ¢’ have a common ancestor let w.l.o.g. g be the ‘simpler’ one (i.e.,
the one with fewer recursive steps from its root g-variable). Then, we prove the
goal by induction on the structure of g. Eventually, we will reach the junction
where the ancestry of g and ¢’ split up. Here, it is easy to show that the
allocated ranges of the split sub trees do not overlap. q.e.d.
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Lemma 10.12 (G-variables do not overlap) Let ¢ be a valid CO configu-
ration which is allocation consistent with the allocation function alloc. Further,
let g and g' be two reachable g-variables which have the same allocated size.
Then, the allocated range of g and g’ either does not overlap at all or is identical.

c € conf+/(te, ft) A consisquoc(te, ft, ¢, alloc)
A g € reachable (c.mem) A g' € reachable 4(c.mem)
A asize(ty ,(sc(c.mem), g)) = asizey(ty ,(sc(c.mem), g'))

= alloc(g) =< alloc(g") V alloc(g) = alloc(g")

PROOF If g € subg(h) or h € subg(g), i.e., one is a sub g-variable of the other, a
simple induction proof following the structure of the sub g-variable shows that
both g-variables have the same displacement. Observe that they do not need to
be equal: imagine the case that g € subg(h) where h is a one-elementary array
and g is this one element. Obviously, g and h would be different but still would
have the same displacement.

If g and h are not sub g-variables the proof is trivial. q.e.d.

10.2.2 Consistency After Updating Memory

The statement correctness proofs in the following sections will often argue that
updating a g-variable g in the C'0 machine and simultaneously updating the
memory of an assembly machine at the allocated base address of g with the
corresponding assembly value preserves data consistency. In this section we will
prove several lemmas which state this formally.

First, we show that value and pointer consistency are preserved by updates
of g-variables. Then, we extend this to return address, frame header, and
allocation consistency. Finally, we combine those results to the preservation of
data consistency.

Value and Pointer Consistency

We start this section with proofs about value and pointer consistency when
updating a given g-variable g.

First, we present a lemma which shows that value and pointer consistency
are preserved for sub g-variables of the updated g-variable g.

Lemma 10.13 (Updated g-variables: consistency inside) Let ¢ be some
valid CO configuration which is allocation consistent with the allocation function
alloc, g; a reachable g-variable, and g a sub g-variable of g;. Further, let
value v match the value stored at the allocated address of g; in an assembly
configuration d' and be type correct with a given type t which matches the type
of g1 Finally, assume that updating g; with v is successful and gives a new CO
memory configuration m'.

Then, we know that — after the memory update — g is value and pointer
consistent with respect to the CO memory m/, the allocation function alloc, and
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the assembly configuration d'.

¢ € conf+/(te, ft) A consisauoc(te, ft, ¢, alloc)

A g1 € reachabley(c.mem) A g € suby(g:)

A memupd(c.mem, g;,v) = |m/|

A tyy/(te, sc(c.mem), v,t,0) A tmatchss(ty ,(sc(c.mem), gi),t)
A vmatch gyar(sc(c.mem), v, d', alloc, g, fst(alloc(gy)))

= consisi(m’, alloc,d’, g) A consis(m/, alloc,d’, g)
PrROOF We know from the definition of consis§ and consis§ that g is reachable —
and thus also valid — in memory m’ and of an elementary type; otherwise the
lemma is trivially true.

Finally, we have to show that the value vy, = valueg(m', g)(0) of g in m/
matches the value vl = cell2int(d'.mm(fst(alloc(g)) + 4)) which is stored
at the allocated base address of g in assembly machine d’. We can conclude
from the definition of vmatchgyar that the value veo = v[bag(sc(c.mem, gi) —
bag(sc(c.mem, g)] at the relative base address of g inside g in the old memory
c.mem matches the value cell2int(d .mm(fst(alloc(q)) + displ,o(sc,g1,9) +4))
at the allocated base address of g; plus the relative displacement of g inside g
in the assembly configuration d’. Using allocation consistency we can show that
this address corresponds to the allocated base address of g. Thus, we know that
vco matches vl Additionally, we can show from the semantics of memory

updates that vco equals the value v, which we read from m’ at the address of
g. q.e.d.

ISABELLE Observe that the preconditions tmatch,ss and ty+/ in the previous
and some of the following lemmas are merely needed for technical reasons: The
definition of vmatchyval (e.g., used inside vmatchgyar) makes a case distinction
based on the value of a memory cell (whether or not is_Pér(vcp)). In contrast,
the definition of consist and consisy require a certain type of the g-variable.
Thus, to relate the value and types of the g-variables we have to know that
type correctness holds. However, we can easily discharge these additional
preconditions using, e.g., Theorem 5.14 on page 87.

Similar, to the previous lemma we now prove value and pointer consistency
for g-variables outside the updated memory region.

Lemma 10.14 (Updated g-variables: value consistency outside) Letc
be an allocation consistent valid CO configuration, g; a reachable g-variable, v a
value which, again, is type correct with a matching type t, and m’ the updated
memory configuration. Now, in contrast to the previous lemma, g is not a sub
g-variable of g; and we require that g is value consistent with respect to ¢, alloc,
and assembly configuration d. Additionally, we require that the reachability of g
is mot changed during the update and that between assembly configurations d
and d' only that part of the memory has changed which is allocated to g;.
Then, we can show that g is value consistent with respect to CO memory m/’,



10.2. Auxiliary Lemmas for Data Consistency

203

allocation function alloc, and assembly configuration d’.

¢ € conf+/(te, ft) N consisquoc(te, ft, ¢, alloc)

A g; € reachableg(c.mem) A g & suby(g1)

A consisI(c.mem, alloc, d, g)

A memupd (c.mem, g;,v) = |m/|

A (g € reachable 4(c.mem) = g € reachable,(m’))

A tmatch oss(ty ,(sc(c.mem), g1), t)

A memchngd(d.mm,d .mm, fst(alloc(g;)) + 4, snd(alloc(g;)) + 4)

= consisd(m’, alloc,d’, g)

PrOOF This lemma is quite simple to prove. Basically, we have to show that
neither in the C'0 machine nor in the assembly machine the value of g is changed.
Additionally, we need to show that g was already initialized in the old configura-
tion ¢; otherwise, we could not use the precondition consis$(c.mem, alloc,d, g).

The second goal follows from the fact that memory updates of a g-variable g
in the C0 machine do not affect whether g ¢ subg(g1) is initialized or not. The
first goal has two parts. The C'0 value of g is constant because memory updates
of g do only affect values of g-variables which overlap with g;. Because g is an
elementary g-variable it would only overlap with g if g € subg(¢1) which does not
hold.! The allocated memory regions of g and g; are distinct by Lemma 10.11.
Thus, the assembly value of g is constant because the last preconditions ensures
that only memory which is allocated to g; has been altered between d and
d. q.e.d.

Corollary 10.15 The preceding lemma holds also for pointer consistency.

¢ € conf+/(te, ft) N consisqoc(te, ft, ¢, alloc)
A g; € reachableg(c.mem) A g & suby(g1)

A consis§(c.mem, alloc, d, g)

A memupd(c.mem, gi,v) = |m’ |

A (g € reachable 4(c.mem) = g € reachable,(m’))

A tmatch oss(ty ,(sc(c.mem), gi), t)

A memchngd(d.mm, d .mm, fst(alloc(g;)) + 4, snd(alloc(g;)) + 4)

= consisy(m’, alloc,d’, g)

ISABELLE In Isabelle, we have proved several corollaries from the preceding
lemmas which shorten some of the formal correctness proofs about code genera-
tion for statements. However, we will not present them here because they are
quite trivial combinations and / or extensions and can be explained inline in
the informal proofs.

Now, we know that updating a g-variable with content consistent values
preserves value and pointer consistency. The next step will be to show that
the value of a g-variable g is content consistent with ¢ if the corresponding

LObserve that a non-elementary g-variable ¢’ may overlap with g even if g’ & subg(g1),
namely if g € subg(g’).



204

Correct Compilation of Statements

C0 and assembly configurations are value, pointer, and allocation consistent
(cf. Lemma 10.16). Then, we will show in Corollary 10.17 that updating a
g-variable g, with the value of some other g-variable g both in the C'0 and in
the assembly configuration preserves value and pointer consistency.

Lemma 10.16 (valueg provides matching values) Let ¢ be an allocation
consistent valid CO configuration which is value and pointer consistent with
an assembly configuration d. Additionally, let g be a reachable and initialized
g-variable. Then, the value of g in configuration c is content consistent with g
in configuration d, i.e., the value which is stored in d at the allocated address of
g matches the value of g in the CO configuration.

¢ € conf+/(te, ft)
A consisy(c, alloc, d) A consis,(c, alloc, d) N consis qioc(te, ft, ¢, alloc)
A g € reachabley(c.mem) A initialized 4(c.mem, g)

= vmatch gpor(sc(c.mem), value (c.mem, g), d, alloc, g, fst(alloc(g)))

PRroOOF To prove content consistency we need to show for all elementary sub
g-variables ¢’ of g that their value at the proper offset in valueg(c.mem, g)
matches the value stored in d at address

a = fst(alloc(g)) + displ,. (sc(c.mem), g, g").

In the remainder of this proof we will concentrate on non-pointer values; the
proof for pointers is done likewise.

Let in the following ofs = bag(sc(c.mem),g’) — bag(sc(c.mem), g) be the
offset of ¢’ inside of g. We instantiate the all quantifier in the definition of value
consistency with ¢’ and get

vmatch(valueg(c.mem, g')(0), cell2int(d.mm(fst(alloc(g')) + 4)))
=vmatch(valueg(c.mem, g')(0), cell2int(d.mm(a + 4)))
(by correctness of displ,q)

=vmatch(valueg(c.mem, g)(ofs), cell2int(d.mm(a + 4)))
(by definition of ofs)

=vmatchyva (alloc, valueg(c.mem, g)(ofs), cell2int(d.mm(a + 4)))
(by Def. 8.8)
q.e.d.

Corollary 10.17 (Memory updates: value consistency) Let ¢ be an al-
location consistent valid CO configuration which is value and pointer consis-
tent with an assembly configuration d. Further, let g; and g, be two reach-
able g-variables whose types match and let m' be the CO memory config-
uration after a successful update of g; with the wvalue of g,.. Finally, let
Vasm = read doto(d.-mm, fst(alloc(g,)) + 4, snd(alloc(g,)) + 4) be the value of
gr in the old assembly configuration and let d’ be the new assembly configuration
after updating the allocated memory region of g; with v.sy,. Then, the CO
configuration ¢’ = c[mem := m’] after the update and the assembly configuration
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d’' are value and pointer consistent.

¢ € conf+/(te, ft)

A consis,(c, alloc, d) A consis,(c, alloc,d) A consis qoc(te, ft, ¢, alloc)
A gi € reachableg(c.mem) A g, € reachabley(c.mem)

A memupd (c.mem, g;, value ,(c.mem, g,)) = [m']

A tmatchqss(ty ,(sc(c.mem), gi), ty ,(sc(c.mem), g))

Ad' .mm = d.mm ([fst(alloc(g;)) = 4, snd(alloc(g,)) = 4] = Vasm)

= consis,(c, alloc,d’) N consis,(c', alloc,d")

PrROOF We prove this fact by a combination of the previous lemmas and
corollaries.

We have to show for all elementary g-variables ¢’ in ¢’ that they are value
and pointer consistent. From Lemma 10.16 we know that valueg(c.mem, g,) is
content consistent with g, in the old CO configuration. If ¢’ is a sub g-variable
of g1 this fact allows us to use Lemma 10.13. Otherwise, if ¢’ is not a sub
g-variable of g we use Lemma 10.14 and Corollary 10.15 to show value and
pointer consistency. q.e.d.

Return Address and Frame Header Consistency

In this paragraph we will present two lemmas which state that neither return
address nor frame header consistency are destroyed by updates of g-variables in
an assembly machine.

Lemma 10.18 (Memory updates: frame header consistency) Let ¢ be
an allocation consistent valid CO configuration which is frame header consistent
with assembly configuration d. Updating the allocated memory region of a
reachable g-variable g will not destroy frame header consistency.

¢ € conf+/(te, ft)

A consism(te, ft, c, alloc, d) A consisqioc(te, ft, ¢, alloc)
A g € reachableg(c.mem) A4 - |vl| = snd(alloc(g))

Ad .mm = d.mm ([fst(alloc(g) + 4, [vl]] := vl)

= consisp(te, ft,c, alloc,d")

PROOF The main idea of this proof is that — if allocation consistency is given —
the allocated memory regions of reachable g-variables and frame headers do not
overlap (cf. Lemma 10.10). Thus, updating the allocated memory regions of
reachable g-variables does no harm and it is easy to show that frame header
consistency is preserved. q.e.d.

Lemma 10.19 (Memory update: return address consistency) Let ¢ be
an allocation consistent valid CO configuration which is return address consistent
with assembly configuration d. Updating the allocated memory region of a
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reachable g-variable g will not destroy return address consistency.

¢ € conf+/(te, ft)

A consisqa(te, ft, e, d) N consisqoc(te, ft, ¢, alloc)
A g € reachabley(c.mem) A 4 - |vl| = snd(alloc(g))
Ad' .mm = d.mm ([fst(alloc(g) =+ 4, |vl|] := vl)
= consisqq(te, ft,c,d’)

PRrROOF As long as the program rest and the return addresses of the C'0 machine
are not changed return address consistency only depends on the return addressees
in the frame headers of the assembly machine. Thus, the proof of this lemma
follows the same arguments as the proof of Lemma 10.18. q.e.d.

Allocation Consistency

In this paragraph we will show that allocation consistency is preserved while
updating g-variables. These lemmas are simpler than those in the previous
paragraphs since allocation consistency does not argue about assembly config-
urations but only about the relationship between a C0 configuration and an
allocation function.

Lemma 10.20 (Memory update: heap allocation consistency) Letc be
a valid CO configuration which is heap allocation consistent with an allocation
function alloc. Furthermore, let g; be a valid g-variable and let m’ be the CO
memory configuration after a successful update of g; with value v which is type
correct with respect to a type t which matches the type of g;. Finally, we require
that all pointers in v point to reachable g-variables. Then, we can show that the
new configuration c[mem :=m'] is also heap allocation consistent with alloc.

¢ € conf+/(te, ft) A consis™ (te, ft, ¢, alloc)

A g1 € guarsy/(sc(c.mem)) A memupd(c.mem, g;,v) = [m/|

A tmatchss(ty ,(sc(c.mem), gi), t) A ty/(te, sc(c.mem),v,t,0)

A Vi < sizey(t) : reachable peen(c.mem,v(1))

heap

= consis, 0 (te, ft, c[mem :=m'], alloc)

PrROOF The first conjunct in the definition of consis?ﬁiﬁ does not depend on
the whole memory configuration but only on symbol configuration and recursion
depth which are not affected by memory updates.

The same holds for the second conjunct because the set of valid heap
g-variables is also not affected by memory updates.

Finally, for the third conjunct only the last part is of interest. There, we
have to show that the allocated memory region of two reachable heap g-variables
which do not have the same root g-variable does not overlap. Using Theorem 8.2
on page 172 we can show that both g-variables must have been reachable in
the old configuration as well. Thus, this goal follows from the precondition

. heap
consis o0 (te, ft, c, alloc). q.e.d.

Lemma 10.21 (Memory update: named allocation consistency) Let ¢
be a CO configuration which is named allocation consistent with the allocation
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function alloc. Updating the memory of ¢ preserves named allocation consis-
tency.

named

consishime®(te, ft, c, alloc) A memupd(c.mem, g;,v) = |m'|

—> consis"Em te, ft, c[mem = m’], alloc)
PrOOF This lemma follows directly from Definition 8.15 on page 178: named
allocation consistency does only depend on the symbol configuration which is
not altered by memory updates. q.e.d.

Data Consistency

In this paragraph we will combine the lemmas from the previous sections into
theorems which ensure that data consistency is preserved by memory updates.

Theorem 10.22 (Updating memory preserves data consistency)

Let ¢ be a valid CO configuration which is data consistent with assembly con-
figuration d via allocation function alloc. Furthermore, let g; be a reachable
g-variable and let m' be the CO memory configuration after a successful update
of g1 with value v which is type correct with respect to a type t which matches
the type of g;. Finally, let v be content consistent with g; in assembly configura-
tion d' which differs from d only in the allocated memory region of g; and in
non-special registers.

Then, the updated CO configuration is data consistent with d' via alloc.

¢ € conf+/(te, ft) A consisy(te, ft, ¢, alloc, d)

A gi € reachabley(c.mem) A memupd(c.mem, g;,v) = [m']

A ty+/(te, sc(c.mem),v,t,0) A tmatchass(ty ,(sc(c.mem), gi), 1)
AV < sizey(t) : reachablemcen(c.mem, v(i))

AT € {Tsbases Thtops Tiframe, Tjal} : d .gprir = d.gpr!r

A memchngd(d.mm, d' .mm, fst(alloc(g;)) + 4, snd(alloc(g;)) + 4)
A vmatch gyor(sc(c.mem), v, d’, alloc, g, fst(alloc(gy)))

= consisy(te, ft,c[mem = m’], alloc,d")

PRrROOF To prove this theorem we first unpack the definition of data consistency
and then apply the previous Lemmas 10.13, 10.14, 10.15, 10.18, 10.20, and 10.21.

For some of these lemmas we need to know that a g-variable g which is
reachable in ¢[mem := m’'] has also been reachable in ¢; we prove this using
Theorem 8.2.

The only remaining sub goal is to show that register consistency is preserved.
This is easy to show because (except for the reachability aspect from the previous
paragraph) register consistency only uses the symbol configuration which has
not been changed by the memory update. q.e.d.

Corollary 10.23 Let ¢ be a valid CO configuration which is data consistent
with assembly configuration d via allocation function alloc. Furthermore, let
g1 and g, be reachable g-variables with matching types and let m’ be the CO
memory configuration after a successful update of g; with the value of g, in
the old CO configuration. Finally, let d' be a new assembly configuration
which is updated in the memory region allocated to g; with the value vgsm =
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read gato(d.mm, fst(alloc(gy)) = 4, snd(alloc(g,)) +4) of gr in the old assembly
configuration.

Then, the new CO configuration c[mem := m/'] is data consistent with d’' via
alloc.

¢ € conf+/(te, ft) A consisg(te, ft, c, alloc, d)

A g1 € reachabley(c.mem) A g, € reachable(c.mem)

A memupd(c.mem, g, value ,(c.mem, g,)) = |m']

A tmatch oss(ty ,(sc(c.mem), gi), ty ,(sc(c.mem), g,))

Ad' .mm = d.mm ([fst(alloc(g;) + 4, snd(alloc(g,))] == Vasm)

= consisqg(te, ft,c[mem = m’], alloc,d")

PrOOF We prove this corollary using Theorem 10.22. The only difficulty is
that we have to discharge the last precondition

vmatchgyar (sc(c.mem), valueg(c.mem, g.), d’, alloc, g1, fst(alloc(qy))).
From Lemma 10.16 we can conclude
vmatchgyar (sc(c.mem), valueg(c.mem, g,), d, alloc, gy, fst(alloc(gy))).

So, looking into the definition of vmatchgyar, it remains to show that the
allocated region of g, in d’.mm contains the same values as the allocated region
of g, in the old assembly memory d.mm. This is trivially true by the precondition
on d'.mm. q.e.d.

10.3 Conditional

For the correctness proofs of the different C'0 statements we usually argue
in two levels. At the lower level we argue that the generated assembly code
manipulates memory and registers in a certain way. These proofs use the
verification methodology from Section 6.4. We will mostly omit these proofs
here and just mention the statement of the corresponding lemmas. At the upper
level we then show that the low-level behavior of the assembly code achieves
consistency.

In this section we will exemplarily present the statements of the low-level
lemmas in details. Later, we will handle these as briefly as possible. Even in
this section, we will omit the proofs of the low-level lemmas. In the following
sections we will mostly just summarize these kind of lemmas in the proofs of
the top-level lemmas.

Lemma 10.24 (Conditionals low-level: true case) Let the CO configura-
tion ¢ and the assembly configuration d be consistent with respect to the allocation
function alloc. Furthermore, let the first statement in the program rest of ¢ be
a conditional statement and let the value of its condition e be true.

Then, given that some low-level preconditions hold, we will eventually reach
an assembly configuration d' in which the program counter points behind the
code of the first nop instruction, i.e., to the start of the code for the if-part
(cf. Figure 7.8 on page 152 which illustrates the code generation for conditional
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statements). Formally, this is stated by the following formula.

consis(te, ft, c,alloc,d) A c € conf+/(te, ft) A (te, ft, gst) € zlthlyrog
A hd(s2l(c.prog)) = Ifte(e, s1, s2) A dcolte, ft,c) = ||
A addr ez < 2% A avail e (addr g, te, ft, ¢)
A asmpre(d, range.,, code smi(hd(s2l(c.prog))))
A reval(te, mc, e)(0) = Bool(true)
. Ht,d/ . d t,the(cbases(hd(s2l(c.prog))))+4-csize.(e)+8
Ad' .mm = d.m;;ngemmngea
Ad'.spr = d.spr
AYT € {Tsbase; Thtops Tiframes Tjai} = d .gprlr = d.gprlr

d/

Lemma 10.25 (Conditionals low-level: false case) Let the CO configura-
tion ¢ and the assembly configuration d be consistent with respect to the allocation

function alloc, let the first statement in the program rest of ¢ be a conditional,
and let the value of condition e be false.

Then, given that some low-level preconditions hold, we will eventually reach
an assembly configuration d' in which the program counter points behind the

code of the second nop instruction, i.e., to the start of the code for the else-part
(¢f. Figure 7.8 on page 152).

consis(te, ft, ¢, alloc,d) N c € conf+/(te, ft) A (te, ft, gst) € zltbl, g
A hd(s2l(c.prog)) = Ifte(e, s1, s2) A dcolte, ft,c) = ||

A addr ez < 252 A avail e (addr e, te, ft, c)

A asmypre(d, range ., code gymi(hd(s2l(c.prog))))

A reval(te, me, €)(0) = Bool(false)

— Ht,d/ - d t,the(cbases(hd(s2l(c.prog))))+4-csize.(e)+8+4-the(csizes(s1))+8

range,,range,

J
Ad'.mm = d.mm

Ad'.spr = d.spr

AVr € {rsbasey Thtops T'iframe rjal} : d/.ng!T = d.gp?“!?“

Theorem 10.26 (Correctness of conditionals)
Let (te, ft, gst) be a translatable CO program, and let the valid CO configuration ¢
and the valid assembly configuration d be consistent with respect to the allocation
function alloc. Let the head of the current program rest s = hd(s2l(c.prog)) be
a conditional statement. Furthermore, assume that there is sufficient memory
and that the preconditions for the execution of codesimi(s) are fulfilled.

Then, we will eventually reach an assembly configuration d' which is consis-
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tent with the next CO configuration c’.

consis(te, ft, c,alloc,d) A c € conf+/(te, ft) A (e, ft, gst) € zltblprog

Nis_Ifte(s) A doo(te, ft,c) = | ]

A addr pmas < 232 A avail em(addr maq, te, ft, c)

A asmpre(d, range.., code symi(s))

—3d: d—E g

’ ’ range.,range,

Nconsis(te, ft, ', alloc, d")
Ad'.spr = d.spr

PROOF We prove this theorem by case distinction on the value of e. For
both cases, the only interesting proof goal is to show control consistency; data
consistency is preserved because neither the C'0 machine nor the assembly
machine alter their memory.

Case 1: reval (te, mc, €)(0) = Bool (true)
In this case we use Lemma 10.24 to show that eventually the program
counter points behind the first nop instruction (cf. Figure 7.8 on page 152).

If the if branch of s is not empty we are mostly done; we just have to
show that the code for the first statement in this branch starts directly
behind the first nop instruction.

If the if branch is empty we first show that the jump instruction behind
the if branch works correctly, i.e., that the program counter eventually
points directly behind the code of s. Then, we use Theorem 10.5 to derive
control consistency.

Case 2: reval (te, me, €)(0) = Bool (false)

In this case we use Lemma 10.25 to show that eventually the program
counter points behind the second nop instruction (cf. Figure 7.8 on
page 152).

If the else branch is not empty we are mostly done; the arguments are
similar to the corresponding case of the if branch.

If the else branch is empty we apply Theorem 10.5 to show that we
eventually reach the code base of the successor statement and can derive
control consistency. q.e.d.

10.4 Loop

Similar to the previous section we divide the correctness proof for Loop state-
ments into two levels. Two lemmas argue about the low-level correctness of
the code in case that the condition is true or false, respectively. The top-level
theorem then combines this into a statement that the code for loops preserves
the simulation relation.

Lemma 10.27 (Loops low-level: true case) Assume that the CO configu-
ration ¢ and the assembly configuration d are consistent with respect to the
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allocation function alloc. Further, let the first statement in the program rest of
¢ be a loop Loop(e,lb), and let the value of the loop condition e be true.

Then, given that some low-level preconditions hold, we will eventually reach
an assembly configuration d’ in which the program counter points to the first
instruction of the loop body:

t,the(cbases(hd(s2l,(1b))))

d,t: d d

range,,range,,
Ad'.mm = d.mm
Ad'.spr = d.spr

AVT € {rsbasea Thtops T'iframe Tjal} : d/.ng!T = d.gpr!r

Lemma 10.28 (Loops low-level: false case) With the same preconditions
as in the previous lemma except that the value of the loop condition e is false we
will eventually reach an assembly configuration d’ in which the program counter
points directly behind the code of the loop.

t,the(cbases(hd(s2l,s(1b))))+4-csizes(Loop(e,lb))

A t: d &'

’rangem’rangea,
Ad'.mm = d.mm
Ad'.spr = d.spr
AVr € {stasey Thtops T'lframe Tjal} : d’.gpr!r = d.gp’l"!’r’

Theorem 10.29 (Correctness of loops)
Let (te, ft, gst) be a translatable CO program, and let the valid CO configuration ¢
and the valid assembly configuration d be consistent with respect to the allocation
function alloc. Let the head of the current program rest s = hd(s2l(c.prog)) be
a loop statement. Furthermore, assume that there is sufficient memory and that
the preconditions for the execution of codesymi(s) are fulfilled.

Then, we will eventually reach an assembly configuration d' which is consis-
tent with the next CO configuration c'.

consis(te, ft, c,alloc,d) A c € conf+/(te, ft) A (te, ft, gst) € zlthlyrog

N is_Loop(s) A dco(te, ft,c) = ||

A addr ez < 232 A avail pem(addr g, te, ft, c)

A asmpre(d, range.., code simi(s))

— Jtd 4t g

’ ’ range,,range,

Aconsis(te, ft, c, alloc,d")
Ad'.spr = d.spr

PROOF We prove this theorem by case distinction on the value of e. For all cases,
the only interesting proof goal is to show control consistency; data consistency
is preserved because neither the C'0 machine nor the assembly machine alter
their memory.

Case 1: reval (te, mc, €)(0) = Bool (true)
In this case we use Lemma 10.27 to show that eventually the program
counter points to the beginning of the code of the first statement in the
loop body. From the definition of the C'0 transition function we know
that hd(s2lys(c’.prog)) = hd(s2l,s(1b)). Thus, we have control consistency
between ¢’ and d'.
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Case 2: reval (te, mc, €)(0) = Bool (false)

In this case we use Lemma 10.28 to show that eventually the program
counter points directly behind the code of the loop. Then, we apply
Theorem 10.5 to show that we eventually reach the code base of the
successor statement of the loop. This proves control consistency between
¢ and d'. q.e.d.

10.5 Assignment

The low-level correctness proofs for assignments are split into two groups. In
Section 10.5.1 we handle assignments of basic values which fit into processor
registers. In Section 10.5.2 we argue about the correct assignment of larger
values. Finally, in Section 10.5.3 we combine both results to the high-level
correctness of assignments.

ISABELLE In Isabelle, normal assignments (Ass) and assignments of aggregate
literals (Assay,) share the same constructor. There, the correctness proof for
assignments is split into three parts and there exists only a single top-level
theorem for all three kinds of assignments. Here, we present the correctness
proof about assignments of aggregate literals separately in Section 10.6.

10.5.1 Low-Level: Assigning Basic Values

Lemma 10.30 (Correct storage of basic values) Let rq4 and rs be regis-
ters different from rl and let i2n(d.gpr'rq) + ofs be a valid destination address,
e.g., it must be inside the address range but not inside the code range. Further,
assume that the preconditions for the execution of codesiore(n, rd,7s, 0fs) hold
in configuration d.

Then, we will eventually reach an assembly configuration d' in which the
value of register rs has been written to the memory at address i2n(d.gpr'rq)+ ofs.

asmpre(d, range.., codesiore(n, 74, s, 0fs))

Arg#rlArg #rl

A i2n(d.gpr'rq) + ofs < 232 A4 i2n(d.gprirg) + ofs

A (i2n(d.gprlrq) + ofs,4) C range, A i2n(d.gprirq) + ofs ¢ range,
A 4| fst(range,) A 4| snd(range,) A0 < ofs < 232

t,d.dpc+4-|codesiore(n,7d,7s,0fs)

— 3t,d: d L
range,range,

Ad'.mm = d.mm [(i2n(d.gpriry) + ofs) + 4 := int2cell(d.gpr!rs)]
Ad'.spr = d.spr
AYr ¢ {rl} : d'.gprlr = d.gprir

10.5.2 Low-Level: Big Assignments

The code template for big assignments (cf. Figure 10.1) contains a loop which
slightly complicates the low-level verification. In Isabelle, the proof is partitioned
into several lemmas. Here, we just give a brief overview on these lemmas; only
for the last lemma we will additionally present a formal statement.
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1. big_assignment_code_aux_loop_correct_common
This lemma argues about the effect of the loop body (the highlighted part
in Figure 10.1). It proves that a single word has been copied and that the
destination register r4 and the auxiliary register r1 have been updated
correctly.

2. big_assignment_code_aux_loop_correctl
This lemma argues about one execution of the loop (all instructions except
the initial addi) in case that the branch will not be taken, i.e., when we
have i2n(d.gpr!rl) = 4. In this case only a single word has to be copied
and we will eventually reach a configuration d’ where the program counter
points behind codecpy (74, 75,1, 0), the correct word has been updated in
the memory, and only registers in {rl,r2,r4, 75} have been changed.

3. big_assignment_code_aux_loop_correct2

This lemma argues about one execution of the loop in case that the
branch will be taken, i.e., i2n(d.gpr!rl) > 4. In this case we show that
we eventually reach a configuration d’ where the program counter points
to the load instruction at offset 4, the correct word has been updated in
the memory, the destination register r4 has been incremented by 4, the
destination and source registers rq and rs have both been incremented
by 4, the auxiliary register 1 has been decremented by 4, and no other
registers except r2 have been altered.

4. big assignment_code_aux_loop_correct

This lemma proves the overall correctness of the loop by induction on the
number ¢ of words which have to be copied (assuming i2n(d.gpr!rl) =4-i
and ¢ > 0). Depending on the value of i2n(d.gpr!rl) we use the previous
two lemmas to verify the induction step. We prove, that we eventually
reach a configuration where the program counter points directly behind
the code template and i word have been copied from and to the right
addresses.

5. big_assignment_code_aux_correct
This lemma adds the initial add instruction to the correctness proof.

6. big_assignment_code_correct
Finally, this lemma adds the correctness of the offset computation (cf.
Definition 7.28 on page 150). Below, we present this lemma in more detail.

Lemma 10.31 (Correct copying of memory regions) Let n be the num-
ber of bytes to be copied (a multiple of four), let rq and rs be proper destination
and source registers, and let i2n(d.gpr!rs) and i2n(d.gpr'ry) + ofs be valid?
source and destination addresses, respectively. Further, assume that the precon-
ditions for the execution of codecpy(ra, s, n, ofs) hold in configuration d.

Finally, we require that either the source and destination regions do not
overlap at all or that they are exactly identical.’

2i.e., properly aligned, inside the address range, etc.

3We need this requirement to show that no parts of the source region which have not yet
been copied are being overwritten. Strictly speaking, it would be sufficient to require that
the start address of the destination region is not greater than the start of the source region
or that it is greater than the last address of the source region ((i2n(d.gpr!rq) + ofs) +4 <
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addi(rl,r0,n)
lw(r2,7s,0)

8 sw(r2,rq,0)
12 subi(rl,rl,4)
16  addi(rq,rq,4)
20 bnez(rl, —20)
24 addi(rs,rs,4)

loop

Listing 10.1: Code for Copying Memory Regions: codeg (7d,7s,7)

Then, we will eventually reach an assembly configuration d' in which the
content data = read garo(d.mm, i2n(d.gprlry) +4,n + 4) of the source memory
region has been copied to the destination region ((i2n(d.gprlrq) + ofs) +~4,n=4).

asmpre(d, range., code cpy (14, 75,1, 0fs))

A3 <rg<32ATs € fregs,,; ANrs #1a A0 < ofs < 232
A41i2n(d.gprirg) + ofs A4|i2n(d.gprirs) Nd|nAd<n <2
A (i2n(d.gpr'rq) + ofs,n) C range, A (i2n(d.gprlrs),n) C range,
Ai2n(d.gprirs) +n < 232 Ai2n(d.gprirg) + ofs +n < 232

A (i2n(d.gprlrq) + ofs,n) < (i2n(d.gprirs),n)
V i2n(d.gprlry) + ofs = i2n(d.gpr'rs))

A 4| fst(range,) A4 |snd(range,) N4 < snd(range,) < i2n(d.gpr'ry) + ofs

tad~dpc+|00d5cpy(Td7rs;n70fs)|

— 3t.d: d d
range.,range,

A .mm = d.mm ([(i2n(d.gprry) + ofs) + 4,n + 4] := data)
Ad'.spr = d.spr

AYr & {rl,r2,r3,rq, s} : d'.gprlr = d.gprlr

N(ofs £0 — d'.gprlrg = d.gpriry)

10.5.3 High-Level Correctness

The high-level correctness proof for assignments is divided into four parts.

1. In Lemmas 10.32 and 10.33 we show that — given a lot of technical
preconditions — the assignment code from Definition 7.29 on page 150
preserves allocation, value, and pointer consistency. We have split this
into two lemmas here: one about elementary assignments and one about
big assignments. In Isabelle both lemmas are merged into a single one.
These lemmas are independent from assignment statements. We will later
reuse them in the correctness proofs for function calls and returns.

2. In Lemma 10.34, we specialize the previous lemmas to prove that, starting
from data consistent configurations, the execution of the assignment code

2n(d.gprlrs) =4V i2n(d.gprirs) + 4+ n +4 < (i2n(d.gpr'ra) + ofs) + 4). However, for big
assignments of C'0 programs we can show the stronger assumption from the lemma.
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(without the code for expression evaluation) eventually reaches an assembly
configuration which is data consistent with the next C0 configuration and
in which return addresses have not been messed up. In this lemma we
assume the expression evaluation to be done correctly.

3. In Lemma 10.35, we combine this lemma with the correct evaluation of
the left and right expression of the assignment.

4. In Theorem 10.36, we add a proof for control consistency.

We start with a general lemma about the high-level correctness of the
assignment code code,gs for the case of elementary assignments. This lemma is
general because it is not fixed to assignment statements but will be reused in
the proofs for function call and return statements.

Lemma 10.32 (Correct assignment code: elementary values) Let ¢ be
a valid CO configuration which is value, pointer, and allocation consistent with
assembly configuration d via the allocation function alloc and assume that the
preconditions for the execution of the assignment code are fulfilled. Moreover,
assume that source register rs and destination register rq are valid, that the CO
value v matches the content of rs, and that rq plus an offset ofs is the allocated
address of a reachable elementary g-variable g; with a type t. Finally, let the
content of v be type correct with respect to t and contain only reachable pointers.

Then, the assembly machine will eventually reach a configuration d' in which
the the allocated address of g; has been updated with the content of rs, where the
program counter points directly behind the assignment code, and which is value,
pointer, and allocation consistent with the new configuration where a memory
update of g; with value v has happened. Furthermore, only auziliary registers
and rs and (if ofs = 0) rq have been changed.

c € conf+/(te, ft) A memupd(c.mem, g;,v) = |m’|

A consis,(c, alloc, d) A consis,(c, alloc,d) N consis quoc(te, ft, ¢, alloc)

A asmpre(d, range,., code 4s5(false, rq, rs, asize,(t), ofs))

ATs € fregs:

A(ofs =0 — 14 € fregs,,; U{r3}) A(ofs #0 — 3 <1y < 32)

A tmatchqss(ty ,(sc(c.mem), gi), t) A vmatcha(alloc, v, d.gpr'rs)

A g € reachable4(c.mem) A (fst(alloc(g;)), asizes(t)) C range,

A i2nd.gprirq + ofs = fst(alloc(g;))

A tyy/(te, sc(c.mem),v,t,0) AVi < size(t) : reachablemcen(c.mem, v(i))

A4 |d.dpe A fst(alloc(gr)) < 2°2 A0 < ofs < 232

— Et,d, . d t,d.dpc+4-| code 45 d
range,,range,
Nconsis,(c[mem := m/], alloc, d")
Aconsis,(c[mem = m/], alloc, d’)
Aconsis aioc(te, ft, c[mem :=m’], alloc)
Amemchngd(d.mm,d" .mm, fst(alloc(g;)) + 4, snd(alloc(g;)) + 4)
Ad'.spr = d.spr
AVr & {r1,r2,r3,rq,rs} : d .gprlr = d.gpr!r
Nofs £ 0 — d'.gprlrg = d.gpr'ry
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ProOF To prove this lemma we have to apply the low-level Lemma 10.30.
For this, we have to discharge numerous preconditions. After applying the
low-level assignment lemmas, we know that the correct memory region of the
assembly machine has been updated with the correct value without messing up
the registers.

To prove value and pointer consistency we use Lemmas 10.13, 10.14, and
Corollary 10.15. This proves that all elementary g-variables (inside and outside
of the updated region) are value and pointer consistent after the update.

Finally, we have to show that only the correct part of the assembly memory
and only the right registers have been altered. This follows directly from the
low-level correctness. q.e.d.

The next lemma is similar to the previous one except that it argues about
big assignments.

Lemma 10.33 (Correct assignment code: big values) Assume the same
preconditions as in Lemma 10.32 with the exception that the value to be copied
s not elementary. Thus, rs does not contain the value but the allocated address
of a g-variable g, whose content will be copied.

Then, the assembly machine will eventually reach a configuration d' in
which the the allocated address of g; has been updated with the content at the
allocated address of g, where the program counter points directly behind the
assignment code, and which is value, pointer, and allocation consistent with
the new configuration where a memory update of g; with value of g-variable
gr. Furthermore, only auziliary registers and rs and (if ofs = 0) rq have been
changed.

c € conf+/(te, ft) A memupd(c.mem, g;,v) = |m']

A consisy(c, alloc, d) A consis,(c, alloc,d) N consis quoc(te, ft, ¢, alloc)
A asmpre(d, range.., code gss(true, rq, rs, asize,(t), ofs))

ATs € fregs,:

A (ofs =0 — 14 € fregs;,; U{r3}) A(ofs 0 — 3 <1y < 32)

A tmatchqss(ty ,(sc(c.mem), gi), t)

A gi € reachableg(c.mem) A (fst(alloc(g;)), asize«(t)) C range,,

A gr € reachable(c.mem) A (fst(alloc(gr)), asizes(t)) C range,

A i2nd.gprirqg + ofs = fst(alloc(gr)) A i2nd.gprlrs = fst(alloc(gy))
A4 |d.dpc A fst(alloc(gr)) + asizey(t) < 232 A fst(alloc(g,)) + asizey(t) < 232
A0 < ofs < 232 A —215 < asizes(t) < 2V A rg # 1

A v = valueg(c.mem, g,) A initialized y(c.mem, g,)

— E't,d/ . d t,d.dpc+4-|code 455 d/

range,,range,

Aconsis,(c[mem = m'], alloc,d")
Aconsis,(c[mem = m/'], alloc, d’)
Aconsis qoc(te, ft, c[mem := m/'], alloc)
Amemchngd(d.mm,d .mm, fst(alloc(g1)) + 4, snd(alloc(g1)) +~4)
Ad'.spr = d.spr
AYr ¢ {r1,r2,r3,rq,rs} : d' .gprlr = d.gprlr
Nofs £0 — d'.gprlrg = d.gprlry
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PrOOF To prove the lemma for big assignments we use Lemma 10.31. Besides
this, we argue similarly to the previous lemma. q.e.d.

Now, we combine the general lemmas about elementary and big assignments
and specialize them for the case of assignment statements. Many of the pre-
conditions from the previous lemmas are now implicitly given by more general
preconditions; thus, the list of preconditions is much shorter than before.

Lemma 10.34 (Assignments: data consistency) Let the valid CO config-
uration ¢ be data and return address consistent with assembly configuration d
via the allocation function alloc and let the head of the current program rest be a
translatable assignment statement. We abbreviate the type of the left expression
by

t; = the(type(te, gst(c.mem), Istiop(c.mem), e;))

and the code which is generated for the assignment by
il = codeqss(—elem?:(t;), hd(fregs,,,), hd(tl(fregs,,;)), asize.(lt),0).

Furthermore, assume that there is sufficient memory, that the next transition
of the CO machine does not fail, that the preconditions for the execution of
code simi(hd(s2l(c.prog))) are fulfilled, and that expressions e; and e, have al-
ready been correctly evaluated into the registers hd(fregs,,;) and hd(tl(fregs;,.)),
respectively.

Then, the assembly machine will eventually reach a configuration where the
program counter points directly behind the assignment code and which is data
and return address consistent with c’. Furthermore, the special Tegisters have
not been altered.

¢ € conf+/(te, ft) A consisq(te, ft, ¢, alloc, d) N consisy,(te, ft, ¢, d)
A hd(s2l(c.prog)) = Ass(er, er) A dcolte, ft,c) = ||
A addr ez < 232 A avail pem(addr maq, te, ft, ¢)
A Ass(ey, er) € xltblgmi(te, ft, gst(c.mem), Istiop(c.mem))
A expr, .oy (te, ¢, alloc, ey, false, d.gpr!(hd(fregs,,;)))
A expr ooy (Te, ¢, alloc, e, elem?,(t;), d.gpr!(hd(t(fregs,,;))))
A asmpre(d, range,, il)
3 d t,d.dpc+a-|il|

d/
Tllngec,’rangea
Aconsis(te, ft, ¢, alloc,d’)
Aconsis(te, ft, c/,d")
Ad'.spr = d.spr
AVT € {rsbasev Thtops Tiframes /rjal} : d/ong!T = dgp’f"T

PRrROOF Before we actually start with the proof we apply Lemma 5.1 on page 69
which allows us to unfold the definition of the C'O transition function without
agonizing over leading Skip statements.

Then, depending on whether we assign elementary or big types we use
either Lemma 10.32 or 10.33. In both cases we have to discharge numerous
preconditions; e.g., we use Theorem 8.1 to show that the g-variables are reachable
which allows use to prove — using Lemma 10.6 — that their allocated base address
is a multiple of four.
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After applying these lemmas we have value, pointer, and allocation consis-
tency; not for the new configuration ¢’ but for some auxiliary configuration
c[mem := '.mem], e.g., consisy(c[mem := ¢'.mem], alloc,d"). This is not ex-
actly what we need. However, value and pointer consistency does not depend
on the program rest, so we are done for these.

It remains to prove register, frame header, and return address consistency.
For return address consistency we first apply Lemma 10.19 which ensures
consisya(te, ft, c,d’). However, the successors of return statements in the pro-
gram rest as well as the recursion depth have not changed between ¢ and ¢’, thus
we can conclude consisy,(te, ft, ¢’,d"). With the same arguments we conclude
frame header consistency from Lemma 10.18.

To prove register consistency we mainly need to show (besides the fact that
the special registers are not changed) that every reachable g-variable is allocated
below the top heap address:

nameless

Vg € reachable,

(c'.mem) :

fst(alloc(g)) + snd(alloc(g)) < i2n(d.gpr!Thiop)-

Since neither the allocation function nor the top heap address have changed
in-between d and d’ we just need to show that all g-variables g which are
reachable in ¢’ have also been reachable in c¢. This follows from Theorem 8.2
and allows us to conclude the property from register consistency in the old
configuration c. q.e.d.

Lemma 10.35 (Assignment including expression evaluation) Let ¢ be
a valid CO configuration which is consistent with assembly configuration d via
allocation function alloc, let (te, ft, gst) be a translatable CO program, and let
the head of the current program rest s = hd(s2l(c.prog)) be an assignment
statement. Again, we assume that there is sufficient memory, that the next
transition of the CO machine does not fail, and that the preconditions for the
execution of codesimi(s) are fulfilled.

Then, the assembly machine eventually reaches a configuration d’ where the
program counter points directly behind the code of the assignment statement and
which is data and return address consistent with ¢’. Furthermore, the special
registers have not been altered between d and d'.

c € conf/(te, ft) A consis(te, ft, c, alloc, d) A (te, ft, gst(c.mem)) € ltblprog
Nis_Ass(s) Adco(te, ft,c) = ||

A addrpmas < 232 A avail pem(addr maz, te, ft, c)

A asmpre(d, range ., code gme(te, ft, gst(c.mem), lstiop(c.mem), s))

t,the(cbases(s))+4-the(csize(s)) d

= 3dt,d: d
range,,range,
Nconsisq(te, ft, ¢, alloc, d")
Aconsis(te, ft,c,d")
Ad'.spr = d.spr
AT € {rsbasea Thtops T'lframes rjal} : d/~gp7"!7” = dgp?""l’

PrOOF First, we have to show — using Theorem 9.2 and Lemma 9.1 — that the
evaluation of the left and right expression works correctly.
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Now, we combine the execution of both expressions using Lemma 6.9 on
page 118 and obtain a new (intermediate) assembly configuration d” in which
the results of both expressions are stored in registers. Using Lemma 6.13 we
conclude that in d” the precondition asmyye for the actual assignment code
holds.*

Next, we apply Lemma 10.34 which provides us with an assembly configura-
tion d’ for the existential quantifier in the proof goal (additionally, we instantiate
t with the sum of the step numbers for the execution of both expressions and
the assignment code). This completes the proof of data and return address
consistency and shows that no registers are unexpectedly changed.

It remains to combine using Lemma 6.9 the execution from d to d” with the
execution from d”’ to d'. q.e.d.

Theorem 10.36 (Correctness of assignments)
Let (te, ft, gst) be a translatable CO program, let the valid CO configuration ¢ be
consistent with assembly configuration d with respect to the allocation function
alloc, and let the head of the current program rest s = hd(s2l(c.prog)) be an
assignment statement. Assume that there is sufficient memory, that the next
transition of the CO machine does not fail, and that the preconditions for the
execution of codesymi(s) are fulfilled.

Then, the assembly machine eventually reaches a configuration d' which is
completely consistent with ¢’. Furthermore, the special purpose registers have
not been altered.

c € conf+/(te, ft) A consis(te, ft, c, alloc, d) A (te, ft, gst(c.mem)) € zltbl, g
Nis_Ass(s) A doolte, ft,c) = | ]

A addrmar < 2%2 A avail pem (addr pmag, te, ft, c)

A asmpre(d, range.., code symi(te, ft, gst(c.mem), lst,op(c.mem), s))

d'.d
— d: d— L@
range,,range,,
Aconsis(te, ft, ¢, alloc,d’)
Ad'.spr = d.spr

PrOOF We start by applying Lemma 10.35 which proves data and return
address consistency. So, we are left with control consistency which depends on
the correctness of control code (from conditionals or while loops) that possibly
follows codestms(s).

The correctness of this kind of control code has already been verified in
Section 10.1.2. Thus, using Theorem 10.5, we can easily conclude that we
will eventually reach an assembly configuration which is additionally control
consistency with ¢’. q.e.d.

10.6 Assignment of Aggregate Literals

The high-level parts of the correctness proof for assignments of aggregate literals
are similar to those for normal assignments. The low-level proof, however, is

4 These fine-grained arguments about execution of assembly machines should give the
reader some impression about (hidden) work in the formal proof system. In the following
proofs we will not mention the usage of lemmas from Section 6.4.3 in as much detail as here.
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completely different. The following lemma proves that the execution of the
code which is generated for assignments of aggregate literals stores values in
the assembly memory which are content consistent with the original C0 literal.

The code generation for aggregate literal assignments works by recursion on
the structure of the literal (cf. Section 7.4.3 on page 151). Thus, the lemma
has been verified by structural induction. However, the code generation is not
defined by a single recursive function, but by two mutual recursive functions.’
To prove properties of mutual recursive functions it is necessary to do the proof
simultaneously for all of them. Thus, the claim of the lemma needs a separate
part for each function to be inductive. These parts are very similar but differ in
some details (e.g., for a structural literal we need to keep track of the additional
offset i. However, as we will not give details of this proof, we present here only
the main statement for codeg;s.

Lemma 10.37 (Aggregate assignments: low-level) Let ¢ be a valid CO
configuration and let the assembly code preconditions hold for the code which is
generated for an assignment of the valid aggregate literal | to the destination
address i2n(d.gpr'ry) + ofs. Additionally, let the usual low-level preconditions
hold and abbreviate with t = type ,;;,(1) the type of L.

Then, we will eventually reach an assembly configuration d' in which the
destination memory region is content consistent with the CO wvalue of 1 for
arbitrary g-variables g whose type matches the type of the aggregate literal.
Besides the intended change in the destination memory region and two auxiliary
registers, no parts of the assembly machine have been changed between d and d'.

c € conf+/(te, ft) Arq € fregs,,, N4|i2n(d.gprirq) + ofs
A snd(range,) < i2n(d.gpriry) + ofs A addr e, < 22
A asmpre(d, range.., code qiit(rq, ofs, 1)) Al € valid gy

A (i2n(d.gprlrq) + ofs, asizey(t)) C range,
t,d.dpc-+|code s (ra,ofs,1)|

= 3t,d' : d

d/
range,range,
AVg : tmatchqss(ty ,(sc(c.mem), g),t)
= vmatchgyar(reval giit(1), d', alloc, g, i2n(d.gpr'rq) + ofs)
Amemchngd(d.mm,d .mm, (i2n(d.gpriry) + ofs) + 4, asize(t) + 4)
AYr ¢ [r1,72] - d'.gprlr = d.gprlr A d'.spr = d.spr

PrROOF We prove this lemma by induction on the structure of the literal. For
the induction start we combine the correctness of the code for (basic) literal
expressions with Lemma 10.30.

Observe that we do not have data consistency during the induction step due
to the fact that only a part of the aggregate literal has been copied. There is no
corresponding (data consistent) C0O configuration for this situation. Although
we need data consistency for all other kinds of expressions (cf. Definition 9.3), it
is not required for literals and the absence of data consistency poses no problem.
The reason for this is simply that the evaluation of literals does not access the

memory.
The remaining details of this proof are not interesting, so we omit them
here. q.e.d.

5In Isabelle, there are four such functions.
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Lemma 10.38 (Aggregate assignments: high-level) Let (te, ft, gst) be a
translatable CO program, let the valid CO configuration ¢ be consistent with
assembly configuration d via allocation function alloc, and let the head of the
current program rest s = hd(s2l(c.prog)) be an assignment of an aggregate
literal. Assume that there is sufficient memory, that the next transition of
the CO machine does not fail, and that the preconditions for the execution of
codesimi(s) are fulfilled.

Then, the assembly machine eventually reaches a configuration d’ where the
program counter points directly behind the code of the assignment statement and
which is data and return address consistent with ¢’. Furthermore, the special
registers have not been altered between d and d'.

c € conf/(te, ft) A consis(te, ft, c, alloc,d) A (te, ft, gst(c.mem)) € xltblprog
Nis-Assar(s) Adcolte, ft,c) = ||
A addr pae < 2% A avail e (addr o, te, ft, ¢)

A asmpre(d, range.., code symi(te, ft, gst(c.mem), lst,op(c.mem), s))

— E't7d/ . d t,the(cbases(s))+4-the(csizes(s)) d

range,,range,

Nconsisq(te, ft, ¢, alloc, d")

Aconsisq(te, ft, ¢, d)

Ad'.spr = d.spr

NS {stasea T'htops Tiframe; Tjal} s d'.gprlr = d.gprlr

PrOOF We start out as in Lemma 10.35 by proving that the left expression le
of s is correctly compiled and that its allocated address is stored in register
hd(fregs;,;).- Then, we apply Lemma 10.37 — instantiating ofs = 0 and r4 =
hd(fregs;,;) — which gives a step number ¢ and a new assembly configuration d’.
Instantiating the g in the lemmas claim with leval(te, c.mem,le) we obtain

vmatchgyar (revalag (1), d', alloc, leval(le), fst(alloc(leval(le))).

It remains to prove return address and data consistency. Data consistency
follows directly from Theorem 10.22. For return address consistency we use
Lemma 10.19. q.e.d.

We combine this lemma with control consistency in exactly the same way
as for normal assignments.

Theorem 10.39 (Correctness of assignments of aggregate literals)
Let (te, ft, gst) be a translatable CO program, let the valid CO configuration ¢ be
consistent with assembly configuration d with respect to the allocation function
alloc, and let the head of the current program rest s = hd(s2l(c.prog)) be an
assignment statement. Assume that there is sufficient memory, that the next
transition of the CO machine does not fail, and that the preconditions for the
execution of codesymi(s) are fulfilled.

Then, the assembly machine eventually reaches a configuration d' which is
completely consistent with ¢’. Furthermore, the special purpose registers have
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not been altered.

c € conf/(te, ft) A consis(te, ft, c, alloc, d) A (te, ft, gst(c.mem)) € zltblprog

Nis_Assar(s) Adcolte, ft,c) = ||

A addrpas < 232 A avail pem(addr maq, te, ft, c)

A asmypre(d, range ., code gme(te, ft, gst(c.mem), Istiop(c.mem), s))

— 3t,d: d—2T% g

range,range,

Nconsis(te, ft, ', alloc,d”)
Ad'.spr = d.spr

10.7 Allocation of Dynamic Memory

In this section we prove the correct compilation of PAlloc statements. For the
low-level correctness, we present in Section 10.7.1 only the two most important
lemmas; in Isabelle, there are several more Lemmas which argue separately
about the correctness of codelSt'., code,eronn, and code’Sto.. The correctness
proofs for high-level correctness are given in Section 10.7.2.

10.7.1 Low-Level Correctness

We present two low-level lemmas about the correctness of the code for memory
allocation on the heap. The first lemma comprises the case that allocation
fails because of insufficient heap memory. The second lemma argues about the
correctness of successful allocation. For both lemmas we omit the proofs.

Lemma 10.40 (Low-level correctness: failure) Let n be the allocated size
of the newly allocated g-variable, let register rq contain the address where the
new pointer should be stored (i.e., the address of the left side expression), and
let the preconditions for the assembly execution of the heap allocation code hold
for configuration d. Additionally, assume that registers rq and Thiop contain
multiples of four, and that the allocated memory region for the left side expression
is properly located in the memory (e.g., does not overlap with the code region).
Finally, assume that allocation fails, i.e., that d.gpr!ryep + [n]a exceeds the
mazimum heap address.

Then, we will eventually reach an assembly configuration d' in which the
program counter points directly behind the heap allocation code, the memory at
address d.gprlrq has been updated with a null pointer, and no registers besides

6 Observe that we align n to multiples of four to ensure that the top heap address is
properly aligned for all types (cf. Section 7.4.6).
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the auxiliary registers have been changed.

asmpre(d, range ., codeffﬁf)c(n, r2) o codeZ5o (n,1q,72))

A41i2n(d.gpriThiep) A 4| i2n(d.gprira) A0 < [n]y < 232
A snd(range,) < i2n(d.gpriry) < 232
A (i2n(d.gpr'rq),4) C range, Arq € fregs,,;

A [nls < abasepeap + asizeppg, A0 < abasepeap + asizeyuy, < 232

max

N i2n(d.gpr'Thiop) + [1n]a > abaseneap + asizep gy,

t,d.dpc+64
— 3t,d': d LLEetot

d/
range,,range,
AVr & [r1,72,r3] : d'.gprlr = d.gprlr
Ad' .mm = d.mm [i2n(d.gprirq) + 4 := int2cell(0)]
Ad'.spr = d.spr

Lemma 10.41 (Low-level correctness: success) Let, as in the previous
lemma, n be the allocated size of the newly allocated g-variable, let rq contain
the destination address, and let the preconditions for the assembly execution of
the heap allocation code hold in configuration d. Assume that registers rq and
Thtop contain multiples of four, and that the allocated memory regions for the left
side expression and for the newly allocated variable are properly located in the
memory (e.g., they do not overlap with the code region). Finally, assume that
allocation succeeds, i.e., that d.gpr!rhep + [1]a does not exceed the mazimum
heap address.

Then, we will eventually reach an assembly configuration d' in which the
program counter points directly behind the heap allocation code, the heap top
register has been incremented by [n]s, and the memory has been updated in
two steps. First, address d.gpr!rqy has been updated with a pointer to the
newly allocated heap variable. We abbreviate this intermediate memory with
mm' = d.mm [i2n(d.gprirq) + 4 := int2cell(d.gpr!rhiop)]. Second, the allocated
region of the new heap variable has been initialized with zeroes. Finally, no
registers besides Thiop and the auziliary registers have been changed.

fjfﬁc(n, r2) o code’go.(n,1q,72))

alloc

A4 i2n(d.gprirhiop) A 4] i2n(d.gprirg) A0 < [n]y < 232
A snd(range,) < i2n(d.gpriry) < 2%2

asmpre(d, range.., code

A (i2n(d.gprirq),4) C range, A (i2n(d.gpr!rhiop), [7]4) C Tange,
A snd(range,) < i2n(d.gpr!rhiop) A d.gpr!rhiep 7 0

A i2n(d. gpr!Thep) + [n]a < 232

max < 232

N0 < abasepeap + asizey gy,

Arq € fregs

ini

A i2n(d.gpr!Thiop) + [N]a < abasepeqp + asize] ooy

heap
d/
range,,range,
A .spr = d.spr AT & [Thiop, 71,72,73] - d'.gprlr = d.gpr!r
Ni2nd' . gpr!rhiop = 12nd.gpr!Thiop + [1]a
Ad' .mm =
mm/ ([i2nd.gpririep + 4, [n]4] = replicate([n]4, int2cell(0)))

t,d.dpc+64
— 3,4 4L,



224

Correct Compilation of Statements

10.7.2 High-Level Correctness

For the high-level correctness of allocation we need to extend the allocation
function with an entry for the new heap variable which contains its allocated
base address and size (cf. Definition 10.1).

Using this new allocation function, we will then show in Lemma 10.44 data
and return address consistency. For the case that allocation is successful, the
proof depends on Lemma 10.42 which argues that sub g-variables of the new
heap variable are value and pointer consistent if they are properly initialized
with zeroes. Finally, in Theorem 10.45, we add control consistency as in the
correctness proof for assignments by using the results from Section 10.1.

Definition 10.1 (Extended allocation function) We define the function
allocyt :: (gvar — (N x N)) x symbolconf x N x N — (gvar — (N x N))
which extends a given allocation function with values for the newly allocated
g-variable.

Let te be a type environment, sc a symbol configuration, alloc the old
allocation function, i the index of the new heap g-variable (i.e., the number of
variables in the old heap), and b the allocated base address of the new heap
variable. Then, we define the new allocation function by

allocys (alloc, sc,i,b)(g) =

(b+ displ,(g), asizer(ty,(9))) it rooty(g) = guary,(i)
alloc(g) otherwise

The following auxiliary lemma shows that sub g-variables of the newly
allocated heap variable are value and pointer consistent with the new C0 config-
uration if they are properly initialized with zeroes in the assembly configuration.

Lemma 10.42 Let d be an assembly configuration, t a valid type, and c a valid
CO0 configuration in which we have sufficient heap memory for the additional
allocation of a variable of type t. Further, let g be a sub g-variable of this new
heap variable, let g; be a valid elementary g-variable which does not overlap
with g, and assume that the value at the allocated address of g in assembly
configuration d is 0.

We abbreviate the CO memory configuration after heap extension with
m' = extend peqp(aVailpeqp, c.mem, t) and the extended allocation function with
alloc’ = alloc,(alloc, sc(m’), |hst(c.mem)|,b). Finally, we assume that updat-
ing g; in CO memory configuration m' with a pointer to the newly allocated
g-variable is successful and gives a new memory configuration m” .

Then, g is value and pointer consistent is configuration d with respect to C0
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. . /
memory m'” and allocation function alloc’.

c € conf+/(te, ft) A rooty(g) = gvary,, (|hst(c.mem)|)

A validy(te, t) A availpeqp(c.mem, t)

A g1 € goarsy/(sc(m')) A sizey(ty ,(sc(m'), g1)) = 1

A —overlap ,(sc(m’), g1, )

A cell2int(d.mm(fst(alloc'(g)) +4)) =0

A memupd(m’, gi, [Ptr(gvary,,(|hst(c.mem))|))]) = |m”
— consis)(m”, alloc’, d, g) A consisd(m”, alloc’,d, g)

PRrROOF The main effort of this proof is to show that the value of g in m”
corresponds to the init value of g, i.e., that

valueg(m”, g)(0) = initya(ty,(sc(m”), g))!0.

Then we know, because 0 matches the init values of all elementary types, that
g is value and pointer consistent.
The former is proved as follows.

valueg(m”, g)(0)
valueg(m', g)(0) (9 and g do not overlap)
valueg(m', rootg(g))(bag(sc(m’), g) — bag(sc(m’), g1))

= initya(tyg(sc(m”), rootg(g)))!(bag(sc(m’), g) — bag(sc(m’), g1))
(correct initialization during extendneap)

initya (ty,(sc(m”), g))!0 (correctness of inityay)
q.e.d.

Now, we present a lemma which shows that g-variables which are reachable
after allocation are either sub g-variables of the newly allocated variable or have
already been reachable in the old configuration. Similar to Theorem 8.2 on
page 172, this lemma will be very important in the proof of Lemma 10.44 where
we show that reachable g-variables which have not been altered are still value
and pointer consistent: we can conclude from the lemma that these variables
must have been reachable — and thus consistent — also in the old configuration
and because they have not been altered we know that they are still consistent.

Lemma 10.43 (Reachable g-variables after allocation) Let the program
rest of the valid CO configuration ¢ start with an allocation statement and
assume that the CO transition function gives a new configuration ¢, i.e., that
there are no runtime errors. Then, given that g is a reachable g-variable in ¢,
it either has also been reachable in the previous configuration c or it is a sub
g-variable of the newly allocated g-variable.

c € conf+/(te, ft) A hd(s2l(c.prog)) = PAlloc(e,tn) A dco(te, ft,c) = ||
A g € reachable (¢’ .mem) A root,(g) # guary,,(|hst(c.mem)|)
= g € reachable(c.mem)

PrROOF We prove this lemma in two steps. The easy part is to show that
g € reachableg(extendneap(availheap, c.mem,t)) implies that g has also been
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reachable in ¢. This can be proved in a similar way as Theorem 8.2 via
induction about the definition of reachable g-variables.

For the second part, we abbreviate with g = leval(te,c.mem,e) the g-
variable which gets assigned a pointer to the new heap variable, i.e., the left
value of the left expression of the allocation statement. We have to prove that
every reachable g-variable in the new configuration ¢’ has also been reachable
in an intermediate configuration where only the heap has been extended but
the pointer assignment has not yet happened; formally: g € reachableg(c’.mem)
implies g € reachableg(extendneap(availpeap, c.mem,t)). Here, the idea is to
show that every reachable g-variable outside the newly allocated variable is
reachable via a path which does not contain g;. Then, the remaining proof is
just a simple exercise because changing a g-variable which is not needed for the
reachability should not affect it.

However, to prove formally that g is reachable in ¢’ without going over g is
not so easy: e.g., to make the arguments inductive in Isabelle, we are required to
introduce a strengthened version of reachability: reachable nameless_gvars_
strong. We will not introduce the formal definitions here because the main
idea is quite obvious and can be given in a few words: in ¢/, the g-variable g
points to the newly allocated g-variable and all pointer g-variable inside the
new one are initialized with null pointers. Thus, the inductive definition of
reachability finds its end here. This means that no g-variable outside the new
one is reachable via g.

As g is not such a sub g-variable of g, it must be reachable without going
through ¢;. Thus, it must have been reachable already in c. q.e.d.

However, observe that there might be g-variables which have been reachable
in the old configuration ¢ (via g;) but are not reachable in ¢’ anymore.

Lemma 10.44 (Data consistency) Let (te, ft, gst) be a translatable CO pro-
gram, let the valid CO configurtion ¢ be consistent with assembly configuration
d wvia allocation function alloc, and let the head of the current program rest
s = hd(s2l(c.prog)) be an allocation statement. Further, assume that there is
sufficient memory, that the next transition of the C0 machine does not fail, that
the mazimum heap size is a meaningful number, and that the number of return
statements in the program rest corresponds to the recursion depth. Finally, we
require that the preconditions for the execution of codesymi(s) are fulfilled.

Then, the assembly machine eventually reaches a configuration d' which is
data and return address consistent with the next CO configuration ¢ via some
(new) allocation function alloc’.

c € conf/(te, ft) A consis(te, ft, c, alloc, d) A (te, ft, gst(c.mem)) € zltbl,rog
A s = PAlloc(e,tn) A dco(te, ft,c) = | ]

N abasepeap + aSi2€}cqy, < AddT e < 232 A avail pem(addr maq, te, ft, c)

A F#retiop(s2l(c.prog)) + 1 = |c.mem.lm]|
A asmopre(d, range ., code syme(te, ft, gst(c.mem), Ist op(c.mem), s))
t,the(cbases(s))+4-the(csizes(

— 3t,d, alloc’ : d D,
range,,range,
Aconsis g(te, ft, ', alloc’,d') A consis,q(te, ft, ', d')

Ad'.spr = d.spr
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PROOF Let in the following ¢ denote the type of the newly allocated variable, and
g1 = leval(te, c.mem, e) the g-variable which corresponds to the left expression.
We split the correctness proof of this lemma into two cases: either there is
enough free heap memory and the allocation succeeds or there is not enough
memory and it fails.

Before we start with the case distinction we show using Theorem 9.2 and
Lemma 9.1 that the evaluation of e is correctly compiled, i.e., that we reach an
assembly configuration d’ in which the allocated base address of g; is stored in
register hd(fregs;,;)-

Case 1: —availheap(c.mem,t)
In this case allocation fails: this makes the proof quite simple because
there is only a single memory update with a null pointer and the heap
memory remains unchanged.

We use Lemma 10.40 to show that we eventually reach an assembly
configuration d” in which the assembly memory at address fst(alloc(gr))
has been set to zero. The numerous preconditions of the lemma can be
proved using lemmas similar to the ones from Section 10.2.1; we omit the
details. This proves the first and the last goal of the theorem. It remains
to prove data and return address consistency.

Data consistency follows from Theorem 10.22. Among others, this theorem
requires us to prove that g is reachable; this follows from Theorem 8.1.
We also have to show that the right value of the memory update is type
correct and contains only reachable pointers; in this case this is obvious
because we update with a null pointer.

For return address consistency we first conclude consis,,(te, ft, ¢, d’) using
Lemma 10.19. That we have consisy,(te, ft, ¢/, d’) finally follows from the
fact that neither the Return statements in the program rest nor the return
destinations in the stack have changed between configurations ¢ and ¢'.

Case 2: availpeap(c.mem, t)

In this case allocation succeeds and we have to use an extended allocation
function alloc’ = allocy (alloc, sc(m'), |hst(c.mem)|, d.gpr!rptop). Addi-
tionally, we have to deal with the zero initialization of the new heap
variable.

We start using Lemma 10.41 to show that we eventually reach an assembly
configuration d” in which the heap top register has been incremented by
[n]4 and where the assembly memory at address fst(alloc(gy)) has been
set to the allocated base address of the new heap variable, which itself has
been initialized with zeroes. Again, we use lemmas from Section 10.2.1
and similar ones to discharge the numerous preconditions. This proves
the first and the last goal of the theorem and we are, as before, left with
data and return address consistency.

In the following, we present only the main ideas of the proof, in order not
to distract the reader from the important arguments.

In the previous case we could simply use Theorem 10.22 to prove data
consistency. Now, this is harder because we have to simultaneously
consider two memory updates: the update of the left side expression with
a pointer to the new heap variable and the zero initialization of the new
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heap variable. The first update makes the new heap variable reachable;
thus, data consistency can only hold if all its sub g-variables are value
and pointer consistent. This does not hold before the second memory
update is done. So, we have to prove preservation of data consistency in
this case in one big-step for both memory updates.

We unpack the definition of data consistency and do the proof bit-by-bit.

e First, we have to show for all reachable elementary g-variables ¢ in
the new configuration ¢’ that they are value and pointer consistent.
We distinguish three cases.

If the considered g-variable g is the just updated left side expression,
i.e., g = g1, we have to show that the update in the assembly machine
correctly sets mm(fst(alloc(gl))) to the address of the new heap
variable. This follows directly from Lemma 10.41.

If g is a sub g-variable of the newly allocated g-variable, value and
pointer consistency follows from Lemma 10.42.

In the third case, i.e., if g is nothing special, we first have to show that
g was also reachable in the old C'0 configuration c¢; this follows from
Lemma 10.43. Then, we can conclude that g was value and pointer
consistent in ¢ and we use Lemma 10.14 and Corollary 10.15 to show
that the memory update of g has not destroyed this consistency.
It remains to show that the initialization has done no harm to the
consistency of g. This is easy to do because the allocated memory
region for the new heap variable cannot overlap with the allocated
region of any g-variable which was reachable (and thus valid) in the
old configuration.

e For frame header consistency, register consistency, and allocation
consistency there are no special or interesting proof goals. Thus, we
omit the proof details here.

q.e.d.

ISABELLE The last requirement of the previous lemma is rather technical. For
some proof details we need to know that all return destinations are valid g-
variables. We can derive this from the predicate rdesty/ (which is part of valid
configurations), but only if there is a return statement in the program rest for
every return destination, i.e., if the number of return statements equals the
number of return destinations.

Observe, that the (similar) requirement about the number of return state-
ments which is included in the conf/ predicate only requires that there are
not more return statements than return destinations. This weaker condition
was chosen to simplify the equivalence proof between big-step and small-step

semantics; however, it is not strong enough to formally prove the lemma in
Isabelle / HOL.

Now, it remains to combine the data consistency from the previous lemma
with control consistency.

Theorem 10.45 (Correctness of allocation)
Assume the same preconditions as in the previous Lemma 10.44. Then, the
assembly machine eventually reaches a configuration d' which is completely
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consistent with the next CO configuration ¢’ and in which the special purpose
registers have not been altered.

c € conf/(te, ft) A consis(te, ft, c, alloc,d) A (te, ft, gst(c.mem)) € zltblprog
A is_PAlloc(s) A dcolte, ft,c) = ||

A abasepeap + aSi2€L0q, < addT ey < 232 N avail e (addr gz, te, ft, c)

A asmpre(d, range.., code symi(te, ft, gst(c.mem), lst,op(c.mem), s))
N Fretiop(s2l(c.prog)) + 1 = |c.mem.Im]|
— 3, d', alloc’ . d —bLe

d/
range,,range,,
Aconsis(te, ft, ¢, alloc’, d")
Ad'.spr = d.spr

PROOF For the proof of this theorem we combine Lemma 10.5 and 10.44 in the

same way as in the proof of Theorem 10.36. q.e.d.

10.8 Function Calls

In this section, we prove that SCall statements are compiled correctly. We do
not strictly separate low-level and high-level proofs here but split up the proofs
similar to the structure of the generated code (cf. Section 7.4.7). We start the
proofs in Section 10.8.1 by showing that parameter passing works correctly and
preserves value and pointer consistency. We continue in Section 10.8.2 with a
low-level correctness proof for the code which sets up the new stack frame and
conclude in Section 10.8.3 with a combination of the partial results.

Before we start with the actual proofs we define a function which adjusts an
allocation function to a given stack. When extending the runtime stack during
function calls we have to adapt the allocation function. We have to extend the
domain for the local g-variables in the new stack frame.

Definition 10.2 (Updated allocation function) We introduce a function
allocypa :: (gvar — (N x N)) x functableT x tenv x symbolconf — (gvar —
(N x N)) which updates a given allocation function with regards to a given
symbol configuration. This means that we set the allocation function for named
g-variables to their allocated base address and allocated size, respectively, and
we leave it unchanged for heap g-variables. This adapts the allocation function
to changes in the stack and in the global symbol table. However, we use it only
for the extension of the stack during function calls.

Let ft be a function table, te a type environment, sc a symbol configuration,
and alloc the old allocation function. Then, we define the updated allocation
function by

allocypa(alloc, ft, te, sc)(g) =

alloc(g) if memg(g) = hm
(abaseg(te, ft, sc, g), asizey (ty,(sc,g))) otherwise

10.8.1 Parameter Passing

The formal verification of parameter passing was somewhat complicated. The
main reason for this are the strong preconditions of Lemmas 10.32 and 10.33
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which are used to verifiy the correct transfer of a single parameter. These
lemmas have to be used inside an induction proof to derive the correctness of
parameter passing of all parameters. Thus, we have to keep the neccessary
preconditions available during the induction which requires us to keep track of
them inside the induction invariant. This makes the invariant rather verbose.

In the following Lemma 10.46 we present the actual correctness lemma for
parameter passing, including the complex induction invariant. To make the
lemma inductive we simultaneously argue about two CO configurations ¢ and
c’. Configuration c is the initial configuration before the parameter passing
has started. Configuration ¢’ is an intermediate C'0 configuration in which a
certain prefix of the parameters has already been copied. According to the C0
semantics of function calls (cf. Section 4.4.3 on page 64) all function parameters
are evaluated in the old configuration c¢. In order to be able to apply the
correctness theorem for expression evaluation we require data consistency for
the old configuration c¢ in addition to value, pointer, and allocation consistency
for the intermediate configuration ¢'.

We will prove Lemma 10.46 by induction on the number of parameters.
But instead of using the fized parameter list from the function table we will
use a variable pl which initially equals the parameter list from the function
table. This allows to consume the list of parameter expressions el (from the
function call statement) and the list of parameters pl synchronously during the
induction. Figure 10.3 illustrates the different C0 and assembly intermediate
configurations and their relation.

Lemma 10.46 Let (te, ft, gst) be a translatable CO program and let the valid
CO configurtion ¢ (the original configuration before start of the parameter
passing) be data consistent with assembly configuration d via allocation function
alloc. Assume that extending the memory configuration of ¢ with a new frame
nlm (whose symbol table is the function symbol table for f) gives the memory
of ¢. Let the intermediate CO configuration ¢’ (after a certain prefiz of the
parameter list has already been copied) be valid and value, pointer, and allocation
consistent with assembly configuration d via the updated allocation function
alloc’ = allocypa(alloc, ft, te, sc(c’.mem)). Further, assume that the types of the
expression list el match the types of the parameter list pl, and that copying all
parameters gives a new CO memory configuration m’.

We require all elements of the parameter list to be present in the parameters
of the function f (i.e., that pl is a sub list of the parameter list of f). We
require for all parameter expressions that they are valid and translatable, that
there are enough registers for their evaluation, and that the allocated size of
their type is not too large. Finally, we assume the usual requirements regarding
sufficient memory and the preconditions for execution of the generated code.

We abbreviate with fs,,,, = [asizesi(lst, 12)]4 the allocated size of the cur-
rent frame and with gst and lst the symbol tables of the global memory and
the top most local memory of ¢, respectively. Additionally, we abbreviate by
il = codepassing(te, f, gst, lst, tU(fregs n;), 18 cur €1, map(fst, pl)) the code which is
generated for parameter passing.

Then, we will eventually reach an assembly configuration d' which is value,
pointer, and allocation consistent with the CO memory configuration m’ (i.e.,
after copying all parameters) and in which the memory outside the new stack
frame has not been changed. Additionally, d’ is data consistent with the old CO
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configuration ¢ (this is neccessary to make the statement inductive).

c € conf+/(te, ft) A" € conf+/(te, ft) A consisa(te, ft,c, alloc, d)
A consis,(c, alloc’, d) A consis,(c, alloc’,d) A consis aoc(te, ft, ¢, alloc”)
A .mem = c.mem[lm := c.mem.lm o nlm A nlm.st = st (f)
A tmatchpere(map(type(te, gst, Ist), el), map(snd, pl))
A €COPY para(c'.mem, map(the(reval (te, mc)), el), pl) = [m’|
AVp € pl:p € stam(f)
AVe € el : e € validegpr(te, gst, lst)
Ne € zltbloppr(te, ft, gst, Ist)
Nenough,...(te, gst, lst, elem?(type(te, gst, lst, €)), | fregs ;| — 2, €)
A — 215 < asize,(type(te, gst, Ist,e)) < 215
A (te, ft, gst) € altblprog A 4| d.dpc
A addr pmae < 2%% A avail e (addr pag, te, ft, ¢) A avail gqen(te, ft, c')
A asmpre(d, range,, il)

t,d.dpc+4-|il|
—_

= 3t,d :d d

range.,range,
A consisg(te, ft, c, alloc, d)
A consis,(c'[mem :=m/], alloc’, d’)
A consis,(c [mem = m'], alloc’, d")
A consis aoc(te, ft, ' [mem = m'], alloc’)
A unchngd o, (d.-mm, d'.mm, 0, abase,(sc(c’.mem), |c.mem.lm|) + 4)
A unchngd e, (d.-mm,d' .mm, abasepeqp = 4, i2n(d.gprirpep) + 4)
Nd .spr = d.spr
AT € hd(fregs ;) #{T sbases Thtops Tiframe, Tjar} = d -gprr = d.gprir
PROOF We prove this lemma by induction on the list el of parameter expressions

and simultaneously strip down the list pl of function parameters.

Case 1: induction start: el =[] and pl = []
This case is trivial. We instantiate ¢ = 0 and d’ = d and are done.

Case 2: induction step: el = e#el’ and pl = p#pl’
For the induction step we have to

1. show that copying the first parameter works correctly and

2. combine this with the induction hypothesis which argues that copying
the remaining parameters also works correctly.

Figure 10.3 illustrates the different intermediate configurations.

We first show using Theorem 9.2 that the first parameter e is correctly
evaluated. Then we apply Lemmas 10.32 and 10.33 to prove that the
assignment of this parameter works as expected. We instantiate among
others ¢ with ¢’ and alloc with the extended allocation function alloc’. We
USe Tframe as destination register and fs,,,, + displ, (12, Ist, p) as offset. To

apply these lemmas we have to discharge a lot of low-level preconditions.

We present the most involved ones.
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e For non-elementary parameters we have to show that their C'0 value
and reachability does not change between configurations ¢ and ¢’; this
allows to inherit most of the necessary preconditions from properties
of expression evaluation in c.

e For elementary parameters we have to show that their value v fits
the register value from expression evaluation. We conclude

vmatchyvar (alloc, v, d.gprhd (t1(fregs;y;))) (Theorem 9.2)
= vmatchyyai(alloc’, v, d.gpr'hd(tl(fregs;y;)))-

This conclusion is correct because we know from the definition
of allocypq and from allocation consistency that the allocated base
address of all g-variables which have been reachable in ¢ is unchanged.

e We have to show that the destination region of the assignment is
contained inside the new frame. This follows from the instantiation
of riframe as destination register and fs.,, + displ, (12, Ist,p) as offset
and from the definition of the allocated range of the new frame.

We conclude from these two lemmas and the correctness of expression
evaluation via Lemma 6.9 on page 118 that we eventually reach an assembly
configuration d” which is value and pointer consistent with the C0 memory
m' = the(memupd(c'.mem, guar,,,(|c.mem.lm|, p), reval(c.mem, e)) after
copying the first parameter e (cf. Definition 4.34 on page 64). Additionally,
we know that between d and d” only the allocated region for the new
frame has been changed in the assembly memory.

Now, we instantiate the induction hypothesis with ¢ = ¢/[mem := m"],
d=4d", el =el', and pl = pl’. After some easy proof steps, including
the proof that we have data consistency consisq(te, ft, ¢, alloc,d’”) and
allocation consistency consisaioc(te, ft, ¢'[mem := m'], alloc") with these
instantiations, we are able to conclude that passing the remaining param-
eters works as expected. This shows that we eventually reach an assembly
configuration d’ in which — among others — the following holds

consisq(te, ft, c, alloc, d’)
consisy (' [mem = m’], alloc’, d")

consisp (' [mem :=m’], alloc’, d’)

Now, it only remains to instantiate ¢ in the lemma’s statement with the
corresponding step number to complete the proof of this lemma. q.e.d.

To simplify later the usage of the previous lemma we remove those precon-
ditions which are only used for the induction proof and obtain the following
corollary.

Corollary 10.47 Let (te, ft, gst) be a translatable CO program, let the valid CO
configuration ¢ be data consistent with assembly configuration d via allocation
function alloc, and let the head of the current program rest s = hd(s2l(c.prog))
be a function call statement. Further, assume that the function (fn, f) is defined
in the function table, that the types of the expression list el match the parameter
types of f, and that extending the stack with a frame for f gives a new CO
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Figure 10.3: Correctness of Parameter Passing: Induction Step

memory configuration m’'. Finally, we require the same properties for the list of
expressions and the same abbreviations as in the previous lemmas and some

more technical conditions.

To keep formulas readable, we abbreviate the code for parameter passing by
il = codepassing(te, f, gst, Ist, t1(fregs;pn:), fS curs €1, map(fst, f.params)).

Then, we will eventually reach an assembly configuration d' which is value,
pointer, and allocation consistent with the CO memory configuration m' (i.e.,
after copying the parameters) and in which the memory outside the new stack

frame has not been changed.

¢ € conf+/(te, ft) A consisq(te, ft, c, alloc,d) A (fn, f) € ft

A hd(s2l(c.prog)) = SCall(vn, fn, pl)

A Tp: s2l(p) = s2l(f.body) o ti(s2l(c.prog))

A tmatchpar(map(type(te, gst, Ist), el), map(snd, f.params))
A extend siocr(te, c.omem,vn, f,el) = |m']

AVe € el : e € validegpr(te, gst, Ist)
Ne € ltbl eppr(te, ft, gst, Ist)

Nenough,..(te, gst, Ist, elem?(type(te, gst, lst, €)), | fregs ;| —

A — 215 < asize,(type(te, gst, Ist,e)) < 215
A (te, ft, gst) € altblprog A4 | d.dpc

A addrmaz < 22 A avail pem (addr pmag, te, ft, ¢) A avail gaer(te, ft, c')

A asmpre(d, range,, il)

t,d.dpc+4-|il
— 3, g LAty

range,,range,
A consis,(c[mem :=m’], alloc’, d")
A consis,(c[mem :=m'], alloc’,d’)

A consis aoc(te, ft, c[mem := m'], alloc”)

A unchngd,,.,,(d.-mm,d'.mm,0, abase,(sc(c'.mem),|c.mem.lm|) = 4)

A unchngd o, (d-mm,d' .mm, abasepeqp = 4, i2n(d.gprirpiep) + 4)

Ad .spr = d.spr A d'.gpr'hd(fregs,,;) = d.gpr'hd(fregs,,;)

AVr € {stasea Thtops Tiframe; Tjal} : dl'gPT!T = dng"’I"

g
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10.8.2 Setting up the New Stack Frame

In this Section we present a lemma about the low-level correctness of the code
which sets up the new stack frame and jumps to the beginning of the called
function.

Lemma 10.48 Let ¢ be a valid CO configuration and let the preconditions
for the execution of codepeysr hold in assembly configuration d. Besides some
additional (technical) preconditions, abbreviate with s = SCall(vn, fn,pl) the
function call statement, with fs,,, and fs,.,, the allocated size of the cur-
rent and the new stack frame, respectively, with f = the(map-of (ft,fn)) the
called function, with dist = distscqu(te, ft, gst(c.mem), lst,op(c.mem), s) the rel-
ative jump distance to its start address which itself is abbreviated with cb =
the(cbases(hd(s2l,s(f.body)))). Finally, let foase,, ., = i2n(d.gpr'"iframe) + 15 cur
denote the base address of the newly created stack frame.

Then, the execution of codenecuwsr(fSpew: fScur ) Tesults after t steps in a new
assembly configuration d' in which the rifrqme register has been correctly updated,
the frame header fields of the new frame are properly initialized, and the special
TegiSters Tspase aNd Thiop have not been changed.

¢ € conf/(te, ft) A asmpre(d, range.., codenewfr(fS news 5 curs 5))

AO L[5 e < 252 A fs e > AN0 < fs, 0, < 232

A4 fs cur N 4] i20(d-gpr!Tiframe)

A 820 (d-gpr! T igrame) + f5 oy + 12 < 272

A (12n(d.gpr!Tiframe) + fS gurs 12) C range,, A snd(range,) < i2n(d.gpr'riframe)
Acb € range, A cb < 232 Nd.dpc + 4 - |code e (f5 pews [5 curs 8)| + dist = cb

cur new

—tdd—2 g

range,,range,,
A i2n(d . gpr!riframe) = fbase,, .,
Ad' .mm =
(fbase,,ey) + 4 = int2cell(n2i(d.dpc + 4 - | codepnewsr|)),
d.mm | (fbase, ., +4) + 4 := int2cell(d.gpr'hd(fregs,,;)),
(fbase, ey + 8) + 4 = int2cell(d.gpr!Tiframe)

—_ =

ANd . gpr!rspase = d.gprTspase A d.gpr\Thiop = d.gpT\Thtop
Ad .spr = d.spr

PROOF We omit the straightforward proof of this lemma.

10.8.3 Putting it All Together

In this section we combine the results from the previous sections to a complete
correctness proof for function call statements. We start with a lemma which
shows that function calls do not create new reachable heap g-variables. Then,
we prove that the code for function calls preserves data and return address
consistency. We conclude with Theorem 10.51 which shows that the code for
function calls preserves consistency.

Lemma 10.49 Let ¢ be a valid CO configuration and let the head of the program
rest be a function call to some existing function f. Further, assume that
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extending the stack for this function call succeeds and gives a mew memory
configuration m’.

Then, all heap g-variables which are reachable in m' have already been
reachable in the old memory configuration c.mem.

l
;Lame ess (m/)

Ac € conf+/(te, ft) N (fn, f) € ft
A hd(s2l(c.prog)) = SCall(vn, fn, pl)
A dp: s2l(p) = s2l(f.body) o tl(s2l(c.prog))

A extend siaer(te, c.omem,vn, f,el) = |m']

g € reachable

nameless

= g € reachable,

(c.mem)

PROOF We present only the main idea of the proof. We proceed in two steps.
First we show that extending the stack with a new frame does not create new
reachable heap variables. Intuitively, this holds because all local variables are
uninitialized and cannot be on the reachability path for some g-variables. In
the second step we prove using Theorem 8.2 on page 172 by induction on
the number of parameters that copying the parameters does not create new
reachable g-variables. q.e.d.

Lemma 10.50 Let (te, ft, gst) be a translatable CO program, let the valid C0O
configuration c be consistent with assembly configuration d via allocation function
alloc, and let the head of the current program rest be a function call statement
which calls function f = the(map-of (ft,fn)). Further, assume that there is
sufficient memory, that the next transition of the CO machine does not fail,
that the number of Return statements in the program rest corresponds to the
recursion depth, and, finally, that the preconditions for the execution of the
compiled code for the function call statement are fulfilled.

Then, the assembly machine will eventually reach a configuration d' which
is data and return address consistent with the next CO configuration ¢’ via some
(new) allocation function alloc’.

c € conf/(te, ft) A consis(te, ft, c, alloc, d) A (te, ft, gst(c.mem)) € zltbl,rog
A s2l(c.prog) = SCall(vn, fn, pl) A dco(te, ft,c) = ||

A addr ez < 22 A avail pem(addr pmag, te, ft,¢) A avail sgqen(te, ft, c')

A asmpre(d, range.,, code smi(te, ft, gst(c.mem), lst,op(c.mem), s2l(c.prog)))

A F#retiop(s2l(c.prog)) + 1 = |c.mem.lm|

— 3t7d/7 a”OC, . d t’the(Cbases(hd(sglns(f-body)))) d/

range,,range,
Aconsis g(te, ft, ¢, alloc’, d")
Aconsisq(te, ft,c/,d")
Ad'.spr = d.spr

PRrROOF The code for function call statements consists of three parts: the
evaluation of the return destination, code for parameter passing, and code to
set up the new stack frame and jump to the called function (cf. Section 7.4.7
on page 154). Thus, the proof is also divided into three parts.

First, we apply Theorem 9.2 to show that the allocated address of the
return variable is corrected computed in register hd(fregs;,;). Then, we apply
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Corollary 10.47 to show that parameter passing works as expected. This gives us
an intermediate assembly configuration d’ which is value, pointer, and allocation
consistent with the new C0 configuration ¢/. Finally, we apply Lemma 10.48 to
prove that we correctly set up the new stack frame and jump to the start of
the code of function f. Combining these three steps gives us a new assembly
configuration d” and a step number ¢ which we use to instantiate the existential
quantifiers for d” and t. We instantiate the existential quantifier for alloc’ with
allocypa(alloc, ft, te, se(c.mem)).

It remains to show that d’ is data and return address consistent with ¢’ via
alloc’. We easily prove that only memory inside the new stack frame has been
modified in-between the original assembly configuration d and configuration d”.
We prove the five components of data consistency separately.

Allocation consistency does not depend on the program rest; thus we can
directly conclude allocation consistency for ¢’ from Corollary 10.47. Value
and pointer consistency for d” follow from value and pointer consistency for d’
because only memory inside the frame header of the new stack frame has been
changed in between; thus, assembly values of g-variables have not changed.

For frame header consistency consiss, (te, ft, ', alloc’, d") we have to show
for all 0 < i < |¢/.mem.lm| that previous stack pointer and return destination
fields in the frame header of the i-th frame are correct. For the new frame, i.e.,
i = |c.mem.lm|, this follows from Lemma 10.48 and for all other frame from
consism (te, ft, ¢, alloc, d) as neither the frame headers nor the allocated base of
the frames or the allocated address of the return destinations have changed.

We know from the precondition that consis,(te, ft,c, alloc,d) holds and
have to show consis,(te, ft,c, alloc’,d"). There is only one demanding goal
here: to show that all reachable heap g-variables in ¢’ are allocated below
i2n(d"”.gpr!ritop). Because i2n(d”.gpriruop) = 12n(d.gpr!rhop) We just have to
show that the set of reachable heap g-variables has not been extended from ¢
to ¢’ which follows from Lemma 10.49.

This completes the proof of data consistency and the only remaining proof
goal is to show return address consistency consisy,(te, ft,c’,d’). For return
address consistency (cf. Definition 8.13 on page 177) we have to show for all i <
|¢.mem.lm| that there exists some function call statement s such that the succes-
sor statement of s follows the i-th return statement Return(re) in the program
rest of ¢’ and the return address fh,,(te, ft, sc(c'.mem),d .mm,|c’.mem.lm| —
(¢ + 1)) points directly behind the code of s. We distinguish here between the
return address of the newly created frame (i = 0) and the return addresses in
the old frames.

For i = 0 we instantiate the existential quantifier in the definition of consis,,
with the return statement which we just execute. We know from Lemma 10.48
that the return address in the new stack frame correctly points behind the
code of this statement. Additionally, we conclude from ¢ € conf+/(te, ft)
that successorsy/(s2lys(c.prog), ft) holds, which implies that the function call
statement is followed by its successor statement. The C0 transition function
puts the body of f in front of this statement; thus, the first return statement
is followed by the successor of the current function call and return address
consistency for ¢ = 0 is proved.

For ¢ > 0 return address consistency holds because neither the frame header
of the i-th frame nor the structure of the program rest behind the first return
statement have been changed. q.e.d.
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Theorem 10.51

Assume the same preconditions as in the previous lemma and abbreviate the
current head of the program rest by b = hd(s2l(c.prog)). Then, the assembly
machine will eventually reach a configuration d' which is completely consistent
with the next CO configuration c'.

c € conf/(te, ft) A consis(te, ft, c, alloc,d) A (te, ft, gst(c.mem)) € zltblprog
Nis_SCall(s) A dcolte, ft,c) = || A addrer < 232

A @00l mem (ddT g, te, ft, ¢) A #retiop(s2l(c.prog)) + 1 = |c.mem.lm)|

A asmpre(d, range.., code symi(te, ft, gst(c.mem), lst,op(c.mem), s))

— 3t,d', alloc’ . d —2Le

dl
range.,range,

Aconsis(te, ft, ¢, alloc’,d') A d'.spr = d.spr

PrOOF The extension of Lemma 10.50 to complete consistency is for function
calls easier than for most other statements. Function calls jump directly to the
beginning of the first statement in the called function. We know from the C0
semantics of function calls that this statement will be the head of the program
rest in the new configuration ¢’. Thus, there is no need to execute additional
control code and to apply lemmas from Section 10.1.

The last proof obligation is code consistency, i.e., we have to show that the
program code has not been modified. This follows directly from the definition
of assembly code execution (cf. Definition 6.15 on page 114). q.e.d.

10.9 Return

The induction step for Return statements is relatively simple such that we can
omit special low-level lemmas. We prove in a single lemma the preservation of
data and return address consistency and add in a second step control consistency.

Lemma 10.52 (Data counsistency) Let (te, ft, gst) be a translatable CO pro-
gram, let the valid C'0 configuration c be consistent with assembly configuration
d wvia allocation function alloc, and let the head of the current program rest
s = hd(s2l(c.prog)) be a return statement. Further, assume that there is suffi-
cient memory, that the next transition of the CO machine does not fail, that the
number of Return statements in the program rest corresponds to the recursion
depth, and, finally, that the preconditions for the execution of codesyni(s) are
fulfilled.

Then, the assembly machine will eventually reach a configuration d' which
s data and return address consistent with the next CO configuration c'.

c € conf+/(te, ft) A consis(te, ft, c, alloc,d) A (te, ft, gst(c.mem)) € altblproq
A hd(s2l(c.prog)) = Return(re) A dco(te, ft,c) = ||

A addr pmae < 2%% A avail e (addr o, te, ft, c)

A asmpre(d, range ., code symi(te, ft, gst(c.mem), Ist op(c.mem), Return(re)))

N F#retiop(s2l(c.prog)) + 1 = |c.mem.lm|

t,fh,.(te,ft,sc(c.mem),d.mm,|c.mem.lm|—1))

— 3t,d: d d
range,,range,

Nconsis g(te, ft, ¢, alloc,d") A consis,(te, ft,c,d’)
AConsis code(te, ft, ¢ d') N d' .spr = d.spr
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PrROOF We present only the main idea of this proof. We divide the execution
of the return code into three phases: the expression evaluation, the assignment
of the return value, and the update of the stack.

Observe that allocation consistency is preserved from c to ¢’ because all valid
g-variables in ¢ have also been valid in the original configuration” and their
(C0) address and size has not changed by execution of the return statement.

The correctness of expression evaluation follows from Theorem 9.2.

We prove for the code which copies the return value that it preserves value
and pointer consistency and that the frame headers are not changed. We name
the memory configuration after assignment of the return value (but before the
removal of the top most stack frame) m’. We combine the low-level correctness
lemma for load word instructions® with Lemmas 10.32 and 10.33 where we
instantiate ofs = 0 and (if the return expression is not elementary) g, = leval(re).
For the preconditions of this lemma we argue that the types of expression and
return destination match because the predicate rdest./ holds in configuration c.
For the same reason we know that the return destination is a valid g-variable.
That the assembly destination address corresponds to the allocated address
of the return destination follows from frame header consistency. Finally, we
conclude from correct expression evaluation (cf. Theorem 9.2 on page 189) that
the correct value (for elementary return expressions) or the correct address (for
big return expressions) of the right expression is stored in the source register.
The lemma guarantees value, pointer, and allocation consistency of m’ with the
new assembly configuration. Simple arguments show that these are preserved
also after removing the top most stack frame. The lemma also ensures that
the memory of the frame headers is not changed during the update because
allocated region of valid g-variables and frame headers do not overlap.

Finally, it remains to show that we correctly update register rigame with
the value from the frame header of the previous frame and that we correctly
jump to the return address. Assume, that the corresponding code executes
from assembly configuration d’ to d’. We get from the low-level correctness of
the code

& .mm = d'.mm

d’.dpc = n2i(fh,,(te, ft, sc(c.mem), d*.mm, |c.mem.lm| — 1))

& .pep = & .dpe + 4

. gpr'Pitrame = n2i(fh,sp (te, ft, sc(c.mem), d*.mm, |c.mem.lm| — 1))
Value and pointer consistency have not changed between d* and d’ or by

removing the top most frame from the stack because we have not created new
reachable g-variables (thus, we have for all current g-variables value and pointer
consistency also in ¢) and have also not updated there value in the assembly or

C0 machines.
We ensure the remaining properties of data consistency in the following way.

e Register consistency consis, requires mainly the correctness of 7ifame
which follows from consisg,. The rest follows from consis, in the old

7Observe that the reverse is not true because the local variables from the current stack
frame in ¢ are not valid any more after the return statement has been executed

8The corresponding lemma is in the style of Lemma 6.7 on page 116. Its concrete
formulation is not used here, so we omit it.
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configuration and the fact that the set of reachable heap variables has not
been extended.

e For frame header consistency consisg, we just have to show that abasejy
and frame headers have not changed from c to ¢’.

e Return address consistency consis,, holds because the first return of
c.prog and the corresponding entry in the stack have been removed; for
all other return addresses in the frame headers, the situation has not
changed. q.e.d.

Theorem 10.53 (Correctness of returns)

Assume the same preconditions as in the previous lemma. Then, the assembly
machine will eventually reach a configuration d' which is completely consistent
with the next CO configuration ¢ .

c € conf+/(te, ft) A consis(te, ft, c, alloc,d) A (te, ft, gst(c.mem)) € altblproq
A hd(s2l(c.prog)) = Return(re) A dco(te, ft,c) = ||

A addr pmae < 2%% A avail pem (addr pag, te, ft, c)

A asmpre(d, range ., code symi(te, ft, gst(c.mem), lst op(c.mem), Return(re)))
A F#retop(s2l(c.prog)) + 1 = |c.mem.lm|

d'.dpc
— 3t d: d—2LP g
range,range,
Nconsis(te, ft, ¢, alloc, d”)
Ad'.spr = d.spr

PrOOF The main part of the theorem follows from Lemma 10.52. It only
remains to prove control consistency.

From Lemma 10.52 we know that the program counters point to the address
ra which was stored in the return address field of the old frame header. We
instantiate return address consistency consis;(te, ft,c¢’,d") with ¢ = 0. Then,
we know that there exists some function call statement s such that the successor
statement of s follows then original return statement Return(re) in the program
rest of ¢ and the return address ra points directly behind the code of s. Now,
we can apply Theorem 10.5 — instantiating with the function call statement and
not with the original return — to show that we will finally reach the beginning
of the next statement in the program rest. q.e.d.






CHAPTER 11

Implementation Correctness

In this chapter we briefly sketch the correctness proof of the compiler im-
plementation which has been done by E. Petrova in [Pet07]. The goal of
this presentation is to give the reader some intuition how the combination of
Petrova’s result with our simulation theorem fits the Verisoft context.!

Roughly speaking, Petrova has proved that her compiler implementation and
our compiling specification produce for a given C0 program the same assembly
code. This is illustrated in Figure 11.1.

More formally speaking, she proves that the diagram in Figure 11.2 com-
mutes, i.e., that when starting in the left upper corner both ways gives the
same result, namely codes(absco(p)) = absasm(code;i(p)). In this diagram

e code; represents the compilation via the compiler implementation,
e codey represents the compiling specification from Chapter 7, and

o abscp and abs,sm are so-called abstraction functions (cf. [MNO03]) which
abstract C'0 and assembly programs which are represented as C0 data
structures in the memory of the compiler implementation to corresponding
C0 and assembly programs in Isabelle / HOL where they are represented
by abstract data types.

Petrova’s verification of the compiler implementation has been finished
roughly one year before the verification of the simulation theorem from this
thesis had been completed. However, the code generation algorithm has been
improved to some extent after her final version. Restricted project resources
have prevented us from adapting her large proofs to the current version of the
code generation algorithm. Instead, we have proved the simulation theorem in
two versions: one for the old code generation algorithm (which perfectly fits
Petrova’s results) and one for the new algorithm.

In this thesis we have presented the new code generation algorithm. However,
differences to the old version are restricted to just a few places.

e Code generation for unary operators, address-of, and dereferencing of
pointers has been slightly improved and needs fewer assembly instructions.

1 This combination of both results has been formalized recently by E. Petrova.
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[ p: C0 source J

code

compiling compiler
specification implementation

?

[ codes(p) j

[ code;(p) J

Figure 11.1: Correctness of the Compiler Implementation

absco
p » absco(p)

code;
codeg

absasm

code; (p) codes(absco(p))

Figure 11.2: Correctness Theorem for the Compiler Implementation

We have filled a delay slot in the center code for lazy binary operators
with useful code instead of a nop instruction.

A deprecated field in the frame headers has been removed.

The code generation for assignments has been improved and unified. In
particular, assignments, returns, and function calls can now all use the
same code templates.

The semantics of heap allocation have been improved. Now, the code
returns a null pointer in case that there is no more heap memory available.
In the old version, this run-time failure was not observable by the C0
program. For this reason, the new simulation theorem uses a meaningful
instantiation for the availheap predicate (cf. Section 8.3 on page 181) while
the old version just used the predicate which always returns true.



CHAPTER 12

Summary and Future Work

We have presented in this thesis the formal verification of a simple, non-
optimizing compiler for the C-like language C0; this includes the definition of a
small-step semantics for the C'0 language. All results have been formalized and
mechanically checked in the interactive theorem prover Isabelle / HOL.

In contrast to most related work, the work presented in this thesis is geared
to usage in the context of pervasive system verification. Accordingly, the C0
language has been designed to be powerful enough to implement system software
while remaining ‘neat’ to allow for efficient formal verification of medium sized
applications. Additionally, both the C'0 semantics and the compiler correctness
proof have been done in a small-step manner, allowing for the application of
the compiler correctness theorem also for interleaving and non-terminating
programs.

Furthermore, our compiler correctness theorem shows total correctness of
the compiled code. That is, for every state of the source program’s computation,
the target machine will eventually reach a corresponding state, in which the
values of all reachable C'0 variables are properly represented. Without a total
correctness theorem, it would not be possible to transfer functional correctness
properties of source programs down to the compiled code. The correctness
theorem also includes lifting resource restrictions from the target layer to the
C0 layer. If these resource restrictions have been discharged at the CO0 layer,
we can be sure that they also hold for the compiled code.

To the best of our knowledge, our work is the first compiler correctness result
which simultaneously proves a small-step simulation theorem between source
programs in a non-toy input language and compiled code for a realistic target
architecture, considers resource restrictions and other special requirements of
pervasive verification, and argues about the complete compilation chain from
source to target language (both represented by abstract data types in the
theorem prover) instead of focusing on just a few parts of the compiler (like
optimization patterns).

Our results have been successfully used as basis for several other pieces of work
in the Verisoft project. We sketch the most important examples.

e As noted in Section 4.4.3, the small-step compiler correctness theorem
is being used for the integration of (verified) inline assembly code into
(verified) CO applications. Without such a ‘semantics’ for inline assembly
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code, the system layer software in Verisoft (and the libraries which allow
invocation of operating system services from user applications) could
not have been implemented in a high-level programming language as
C0. In [STO8], the authors give several examples for the verification of
so-called CVM primitives which combine C'0 and inline assembly code.

e The property transfer from abstract to concrete system layers according
to the Verisoft approach to system verification heavily depends on the
compiler correctness theorem. The formal pervasive verification of a paging
mechanism gives a concrete example of this approach [ASS08]. This result
provides strong confidence that our notion of compiler correctness is
indeed appropriate for the targeted field of application.

e The simulation theorem from this thesis and the correctness theorem about
the compiler implementation from [Pet07] have been formally combined
by E. Petrova.

Finally, we discuss possible directions of future work.

Integration of a Garbage Collector. The compiler correctness theorem
presented in this thesis only argues about reachable memory objects. This
simplifies the integration of a garbage collector like the copying garbage collector
which has been verified by E. Petrova using the C0 Hoare logic environment.

The compiler correctness theorem and the correctness statement for the
garbage collector have not yet been formally combined. However, this is a
interesting direction of future work as no formally verified integration of a
garbage collector into a verified compiler is known to us.

Memory Usage in the Presence of a Garbage Collector. Pavlova ana-
lyzes in [BPS05] heap memory consumption by counting how many memory
objects are being allocated. In this thesis we sketched ideas how this idea can
be realized using our compiler correctness theorem and the CO verification envi-
ronment from [Sch06]. However, both methods ignore deallocation of memory
(regardless of whether this is done manually or using a garbage collector).

Without a garbage collector, a heap overflow occurs once the size of all
allocated heap objects exceeds the heap size. In the presence of a garbage
collector, a heap overflow only occurs if the size of the reachable heap objects
exceeds the heap size.

At the layer of the C'0 small-step semantics, we can easily track the reachable
heap objects because all stack frames (and thus all root pointers for the reacha-
bility analysis) are visible. Here, we can precisely analyze heap usage even in
the presence of a garbage collector. However, formally proving at the small-step
layer that a program never uses too much heap memory would be quite costly
because a lot of work from the program’s functional verification in the C0O
Hoare logic would have to be repeated. The same holds for proofs regarding
the maximum recursion depth of a program (which is closely connected to its
maximal stack usage).

The development of a methodology to discharge these kinds of properties
already at the Hoare logic layer is interesting future work. Obviously, such a
methodology has to keep track of the program’s recursion depth and of the
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root pointers for the reachability analysis. How exactly this information is best
represented and how the results can be transferred down the semantic stack
has to be elaborated.

Unified Framework for Verified Optimizing Compilers. The Verifix
project [GZ99] and Leroy’s Clight compiler [BDLO06, Ler06] present nicely
structured frameworks for compiler verification. However, their work is not
completely compatible with the requirements of pervasive verification. In
contrast, our work matches these requirements, while it does not address the
issue of layered compilation or optimization.

We propose! to establish a standardized framework for compiler verification
which allows to separately verify different parts of compilers (optimization
patterns, front end, instruction selection, ...) and is able to deal with different
notions of correctness (adjusted to different fields of application). To make
the latter manageable it is obviously necessary to develop a (small) set of
standard correctness statements and to make sure that all components which

are verified with respect to a given correctness statements fit seamlessly together.

By building a compiler from components which all respect such a correctness
statement one could obtain a compiler which also respects this correctness
statement.

Such a framework could considerably increase the impact of formally verified
compilers because efforts invested by different groups into the verification of
different parts of a compiler could be easily integrated into a complete product.

Linspired by discussions with Andrew Appel and Helmut Seidl
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ApPENDIX A

Concrete C0O Syntax

In this appendix we print the grammar for the concrete C0 syntax. Section A.1
lists the C0 grammar based on these tokens. In Section A.2 you can see the
rules used by the C'0 lexer to map sequences of characters to tokens.

A.1 CO Grammar

The start rule of the C0 grammar is translation_unit.

translation_unit:
external_declaration
| translation_unit external_declaration

external_declaration:
function_definition
| function_declaration
| EXTERN function_declaration
| declaration

declaration:
var_declaration
| EXTERN var_declaration
| type_definition
| struct_id_definition

function_definition:
type_specifier function_name ’(’ parameter_list ’)’ function_body
| type_specifier function_name ’(’ ’)’ function_body

function_declaration:
type_specifier function_name ’(’ parameter_list ’)’ ’;’
| type_specifier function_name ’(’ ’)’ ’;’

function_name:
1D
I I % ID

function_body:
;{; )}}
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| °’{’ statement_list ’}’
| °{’> var_declaration_list ’}’
| ’{’ var_declaration_list statement_list ’}’

compound_statement:
7{) J})
| °’{’ statement_list ’}’

var_declaration_list:
var_declaration
| var_declaration_list var_declaration

statement_list:
statement
| statement_list statement

type_definition:
TYPEDEF type_specifier identifier ’;’

struct_id_definition:
STRUCT ID ’{’ var_declaratiomns ’}’ ’;’
| STRUCT ID ’;°

struct_type:
STRUCT ID

identifier_list:
identifier
| identifier_list ’,’ identifier

identifier:
identifier2
| ’%’ identifier

identifier2:
ID
| identifier2 ’[’ numeric_constant_expression ’]°

parameter_spec:
type_specifier identifier

parameter_list:
parameter_spec
| parameter_list ’,’ parameter_spec

type_declaration:
type_specifier identifier_list ’;’

constant:
TRUE
| FALSE
| NIL
| NUMERIC_CONSTANT
| UNSIGNED_NUMERIC_CONSTANT
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| CHAR_CONSTANT
struct_literal:
.7 ID ’=’ complex_literal

| >.? ID ’=’ rexpression

numeric_constant_expression:

’-’ numeric_constant_expression jprec UNARY_MINUS

| numeric_constant_expression ’+’ numeric_constant_expression

| numeric_constant_expression ’*’ numeric_constant_expression

| numeric_constant_expression ’-’ numeric_constant_expression

| numeric_constant_expression SHIFTLEFT numeric_constant_expression

| numeric_constant_expression SHIFTRIGHT numeric_constant_expression
I

|

|

I

NUMERIC_CONSTANT
UNSIGNED_NUMERIC_CONSTANT
CHAR_CONSTANT

>(’ numeric_constant_expression ’)’

struct_literal_list:
struct_literal
| struct_literal_list ’,’ struct_literal

constant_list:
rexpression
| constant_list ’,’ rexpression

complex_literal:
’{’ complex_literal_list ’}’
| ’{’ constant_list ’}’
| °{’ struct_literal_list ’}’
| STRING_LITERAL

complex_literal_list:
complex_literal
| complex_literal_list ’,’ complex_literal

statement:
lexpression ’=’ rexpression ’;’
| lexpression ’=’ complex_literal ’;’
| lexpression ’=’ NEW ’(’ type_specifier ’)’ ’;’
| lexpression ’=’ ID ’(’ rexpr_list ’)’ ’;’
| lexpression ’=’ ID (> ’)’ °’;’
| ID °(° rexpr_list ’)’ ’;’
I ID )(J ))J );7
| WHILE ’(’ rexpression ’)’ compound_statement
| FOR ’(’ lexpression ’=’ rexpression ’;’
rexpression ’;’
lexpression ’=’ rexpression
});

compound_statement
RETURN rexpression ’;’
if_statement
ASM ’{’ asm_instruction_list ASMEND

).
>
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if_statement:
IF > (’ rexpression ’)’ compound_statement

| IF °(’ rexpression ’)’ compound_statement ELSE compound_statement
| IF ’(’ rexpression ’)’ compound_statement ELSE if_statement

rexpr_list:
rexpression

| rexpr_list ’,’ rexpression

rexpression:

basic_rexpr %prec BASICREXPR
| constant
rexpression ’|’ rexpression

|

| rexpression ’&’ rexpression

| BITWISENEGATION rexpression

| rexpression SHIFTLEFT rexpression
| rexpression SHIFTRIGHT rexpression
| rexpression XOR rexpression

| rexpression LOGICALOR rexpression
| rexpression LOGICALAND rexpression
| rexpression EQUALS rexpression

| rexpression NOTEQUALS rexpression
| rexpression ’<’ rexpression

| rexpression ’>’ rexpression

| rexpression LE rexpression

| rexpression GE rexpression

| rexpression ’+’ rexpression

| rexpression ’-’ rexpression

| rexpression ’*’ rexpression

| rexpression ’/’ rexpression

| rexpression ’J’ rexpression

| ’-’> rexpression %prec UNARY_MINUS
| ’1’ rexpression

| &’ lexpression %prec ADDRESSOF

| INT ’(’ rexpression ’)’

| UNSIGNED ’(’ rexpression ’)’

| CHAR ’(’ rexpression ’)’

lexpression:
ID

| ’%> lexpression %prec DEREFERENCE
lexpression ’[’ rexpression ’]’
lexpression ’.’ ID

lexpression ARROW ID

>(? lexpression ’)’

basic_rexpr:
ID

| %’ lexpression Jprec DEREFERENCE
| basic_rexpr ’[’ rexpression ']’

| basic_rexpr ’.’ ID

| basic_rexpr ARROW ID

| >’ rexpression ’)’
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type_specifier:
elementary_type
| struct_type
| ID

elementary_type:
INT
| BOOL
| UNSIGNED INT
| CHAR

var_declarations:
var_declaration
| var_declaration var_declarations

var_declaration:
type_declaration

asm_gpr:
RO | R1L | R2|R3|RA|R5 | R6 | R7 | R8I R9
| R10 | R11 | R12 | R13 | R14 | R15 | R16 | R17 | R18 | R19
| R20 | R21 | R22 | R23 | R24 | R25 | R26 | R27 | R28 | R29
| R30 | R31

asm_spr:
SR | ESR | ECA | EPC | EDPC | EDATA | RM
| IEEEF | FCC | PTO | PTL | EMODE | MODE

asm_constant:
’-’ asm_constant
| NUMERIC_CONSTANT
| UNSIGNED_NUMERIC_CONSTANT
| CHAR_CONSTANT

asm_immediate:
asm_constant
| ASM_SIZEOF °’(’ rexpression ’)’
| ASM_OFFSET ’(’> ID ’)’
| ASM_OFFSET_LO ’(’ ID )’
| ASM_OFFSET_HI °(’> ID )’

asm_instruction_list:
asm_instruction

| asm_instruction_list asm_instruction

asm_instruction:

ASM_ADD ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’

| ASM_ADDI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
| ASM_SUB ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’

| ASM_SUBI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
| ASM_AND ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’

| ASM_ANDI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
|

ASM_OR °(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
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/\/\/\

[ comment j normal [asmcomment]

\/\/&/

t*/7

Figure A.1: Operation Modes of the C'0 Lexer

ASM_ORI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
ASM_XOR ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ °’;’
ASM_XORI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’

ASM_BNEZ ’(’ asm_gpr ’,’ asm_immediate ’)’ ’;’
ASM_BEQZ ’(’ asm_gpr ’,’ asm_immediate ’)’ ’;’
ASM_TRAP ’(’ asm_immediate ’)’ ’;’

ASM_MOVI2S ’(’ asm_spr ’,’ asm_gpr ’)’ ’;’

ASM_MOVS2I ’(’ asm_gpr ’,’ asm_spr ’)’ ’;’

ASM_LW ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)°’ ’;’
ASM_SW > (’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
ASM_SEQ ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’

ASM_SGE ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SGR ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SLE ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SLS ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SNE °(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SLSI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)°’ °’;’
ASM_SLL °(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SLLI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)’ ’;’
ASM_SRL ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_gpr ’)’ ’;’
ASM_SRLI ’(’ asm_gpr ’,’ asm_gpr ’,’ asm_immediate ’)°’ °’;’
ASM_RFE *(* ?)° 7

A.2 CO0 Lexer

The CO0 lexer distinguishes four modes of operation: normal for normal C0
code, asm for inline assembly code, comment for multi-line comments, and
asmcomment for multi-line comments in inline assembly code. If the lexer
encounters an ASM token in normal mode it switches to asm mode; it switched
back to normal mode when hitting a closing brace (cf. Figure A.1). The
character sequence ‘/*’ starts a multi-line comment in assembly or normal
mode. Multi-line comments end with the following ‘*/’.

A double slash introduces a comment which ends with the current line.
White spaces (space, new line, tabulator) are ignored by the lexer except of
course for detecting token boundaries.s

In Table A.1 you see the regular expressions which match complex tokens
like identifiers. In Tables A.2 and A.3 we list the mapping of characters to
tokens in normal and assembly mode, respectively.
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Table A.1: Regular Expressions for Some Complex Tokens

Regular Expression Token

AN\ [T\n" ] %) x" STRING_LITERAL

[a-zA-Z] [a-zA-Z0-9_1* ID

(01 ([1-91[0-91%)) NUMERIC_CONSTANT

(01 ([1-9]1[0-9]1%))u UNSIGNED_NUMERIC_CONSTANT
> CHAR_CONSTANT

’A\\[0-3] [0-71{2}" CHAR_CONSTANT

Table A.2: Mapping of Characters to Tokens in Normal Mode

Character String Token

int INT

unsigned UNSIGNED
bool BOOL

char CHAR
typedef TYPEDEF
struct STRUCT
NULL NIL

if IF

else ELSE

for FOR

while WHILE

true TRUE

false FALSE
return RETURN

new NEW

extern EXTERN

-> ARROW

<= LE

>= GE

== EQUALS

1= NOTEQUALS
&& LOGICALAND
[ LOGICALOR
<< SHIFTLEFT
>> SHIFTRIGHT
- BITWISENEGATION
- XOR

asm ASM
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Table A.3: Mapping of Characters to Tokens in Assembly Mode

Character String Token

emode EMODE

mode MODE
asm_sizeof ASM_SIZEOF
asm_offset ASM_OFFSET

asm_offset_lo
asm_offset_hi
addi
add
andi
and
subi
sub
xori
x0T
seq
sge
sgr
sle
sls
sne
slsi
sll
slli
srl
srli
rfe
ori
or

1w

swW
bnez
beqz
trap
movi2s
movs2i
ST
esr
eca
epc
edpc
edata
rm
ieeef
fcc
pto
ptl
r0

r31

ASM_OFFSET_LO
ASM_OFFSET_HI

ASM_ADDI
ASM_ADD
ASM_ANDI
ASM_AND
ASM_SUBI
ASM_SUB
ASM_XORI
ASM_XOR
ASM_SEQ
ASM_SGE
ASM_SGR
ASM _SLE
ASM_SLS
ASM_SNE
ASM_SLSI
ASM_SLL
ASM _SLLI
ASM _SLE
ASM_SRLI
ASM_RFE
ASM_ORI
ASM_OR
ASM_LW
ASM_SW
ASM_BNEZ
ASM_BEQZ
ASM_TRAP
ASM_MOVI2S
ASM_MOVS2I
SR

ESR

ECA

EPC

EDPC
EDATA
RM

IEEEF
FCC

PTO

PTL

RO

R31
ASMEND
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Mapping to Lemmas in Isabelle / HOL

This section gives a mapping from lemmas, corollaries, and theorems in this
thesis to the corresponding formal proofs in the Isabelle theories.

Name Page Name in Isabelle

Lemma 5.1 69 delta_first_statement_executes_invariant
Lemma 5.2 79 eval_lval_get_dataslice_correct
Lemma 5.3 84 type_correct_aux_base_transform
Lemma 5.4 84 type_correct_aux_invariant
Lemma 5.5 84 type_correct_memory_invariant
Lemma 5.6 84 type_correct_heap_invariant
Lemma 5.7 84 init_value_type_correct_aux
Lemma 5.8 85 initialize_content_type_correct_aux
Corollary 5.9 85  initialize vars_type_correct
Lemma 5.10 85 apply_unop_type_correct

Lemma 5.11 85 get_dataslice_type_correct_aux
Lemma 5.12 86 eval_prim_val_type_correct
Lemma 5.13 86 eval_complex_val_type_correct
Theorem 5.14 87  eval_type_correct

Theorem 5.14 87 eval_content_valid_ptrs

Lemma 5.15 92 stmt_in_proctable_valid_successors
Theorem 5.16 92  delta_aux_valid_programrest
Theorem 5.17 96  delta_valid_conf

Axiom 6.1 103  data2cell2data

Axiom 6.2 103  cell2data2cell

Lemma 6.3 104  instr2cell2instr

Lemma 6.4 105  intwd2natwd2intwd

Lemma 6.5 105 natwd2intwd2natwd

Lemma 6.6 108  ASMcore_consis

Lemma 6.7 116  addi_execution woi

Lemma 6.8 117  beqz_addi_execution2 woi
Lemma 6.9 118 asm_executes_woi_append

Lemma 6.10 118  asm_exec_precond woi_take
Corollary 6.11 119  asm_exec_precond woi_hd
Corollary 6.12 119  asm_exec_precond_woi_append?2
Lemma 6.13 119  asm_exec_precond_woi_append
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Name Page Name in Isabelle

Corollary 6.14 119  asm_exec_precond_woi_tl

Lemma 7.1 127  relative_code_base_of_sub_stmt

Lemma 7.2 131 asize_type_dvd 4

Lemma 7.3 134  abase_correct_local_global

Theorem 8.1 171  eval_lval_reachable_gvars

Theorem 8.2 172  mem_update_reachable nameless_gvars_subset

Theorem 8.3 183  compiler_correct

Lemma 9.1 188  correctly_compiled_expression_asm_
executes

Theorem 9.2 189  expression_correctly_compiled

Lemma 9.3 190 unsigned mult_eq_signed mult

Lemma 9.4 190  eq-regs_same_eq_ptr

Lemma 10.1 195  control_code_last_in_while_correct

Lemma 10.2 195  control_code_last_stmt_in_cond_aux

Lemma 10.3 197  control_code_last_stmt_in_cond

Theorem 10.4 197  control_code non return_correct

Theorem 10.5 198  control_consistency no_return

Lemma 10.6 199  fst_alloc_dvd 4

Lemma 10.7 199  fst_alloc_ge_code_range

Lemma 10.8 200 reachable_gvars_allocated_in_mem

Lemma 10.9 200  alloc_address_range_range_contains

Lemma 10.10 200 g_vars_frame_header not_overlap

Lemma 10.11 200 elementary_gvar_no_sub_gvars_not_range_
overlap

Lemma 10.12 201 gvar_not_range_overlap_or_same_alloc

Lemma 10.13 201 content_consistent_mem update_gvar_e p_
consistent_invariant_inside

Lemma 10.14 202 content_consistent_mem update_gvar_e_

consistent_invariant_outside
Corollary 10.15 203  content_consistent mem update_gvar_p_
consistent_invariant_outside

Lemma 10.16 204 get_dataslice_content_consistent

Corollary 10.17 204 mem part_word_update_e_p_consistent_
invariant

Lemma 10.18 205 mem_part_word_update_gvar_fh_consistent._
invariant

Lemma 10.19 205 mem_part_word update_gvar_ra consistent_
invariant

Lemma 10.20 206 mem_update_heap_consistent_invariant

Lemma 10.21 206 mem_update_ws_consistent_invariant

Theorem 10.22 207 content_consistent mem update_d_
consistent_invariant
Corollary 10.23 207 mem_part_word_update_d_consistent_

invariant
Lemma 10.24 208 ifte_correct_true_case
Lemma 10.25 209 ifte_correct_false_case

Theorem 10.26 209  ifte_correct
Lemma 10.27 210 loop_correct_true_case
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Name Page Name in Isabelle

Lemma 10.28 211  loop-_correct_false_case

Theorem 10.29 211  loop-correct

Lemma 10.30 212  write_to_memory_code_behavior_correct_aux

Lemma 10.31 213 big_assignment_code_correct

Lemma 10.32 215  part of assignment_code_correct_aux

Lemma 10.33 216  part of assignment_code_correct_aux

Lemma 10.34 217 assign_assignment_code_correct

Lemma 10.35 218 assign_correct_aux

Theorem 10.36 219  assign_correct

Lemma 10.37 220  complex_val_assign_code_correct; the induc-
tive version of the lemma is complex val assign_
code_correct_aux

Lemma 10.38 221  integrated into assign_correct_aux

Theorem 10.39 221  integrated into assign_correct

Lemma 10.40 222 heap_alloc_code_correct_failure

Lemma 10.41 223  heap_alloc_code_correct_success

Lemma 10.42 224 combination of palloc_gvar_e_consistent new_
hm_var and palloc_gvar_e_consistent new_hm_
var

Lemma 10.43 225 delta_palloc_reachable_gvars_subset

Lemma 10.44 226  combination of palloc_correct_aux_failure
and palloc_correct_aux_success

Theorem 10.45 228 palloc_correct

Lemma 10.46 230 parameter_passing code_correct_aux

Corollary 10.47 232  parameter_passing code_correct

Lemma 10.48 234  SCall misc_code_correct

Lemma 10.49 234  extend_stack reachable nameless_gvars_
subset

Lemma 10.50 235 scall_correct_aux

Theorem 10.51 237 scall_correct

Lemma 10.52 237 return_correct_aux

Theorem 10.53 239 return_correct
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