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Motivation

Lots of apps on smartphones…
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Prior Work
…in different contexts concentrated mainly on:

● Machine Learning using

– Supervised learning, 
e.g. a friend list labeled with permissions [1]

– Unsupervised learning based on a large online app 
permission database (4.8M users) and a user‘s previous 
sharing settings [2]

– User feedback as additional input [3]

● Crowdsourcing [4] 
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Prior Work
… none of them:

● Solved the cold start problem

● Tried to draw a connection between personality, privacy attitude 
and app permission choice
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Idea

● Capture user‘s personality

● Predict permission settings for all apps, based on the captured 
personality scores

How to capture personality?

Is there a correlation between personality and permission choice?

How can I do a good prediciton? Which data do I use?
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Capturing Personality

… the simple way: Questionnaire

● Big Five of Personality (NEO-PI-R) [5] → General personality measures

● Westin Scales [6] → General privacy attitude

● IUIPC [7], CFIP [8] → Privacy attitude regarding (online) companies
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Capturing Personality

… the simple way: Questionnaire

● Explicit feedback

● No side-effects

● Easy to implement

● Lots of existing questionnaires
for specific domains

● Additional user burden

● Boring
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Extraction
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Capturing Personality

Extract personality measures out of written text [9] 

Blogs

E-Mails

Social network posts
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Capturing Personality

… the harder way: Extraction

● No additional user burden ● No perfectly precise results

● Only possible for 
   some questionnaires
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Capturing Personality

… what we did: BOTH

– IUIPC to capture precise domain-specific privacy 
attitude 

– Big five to capture the general personality
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Capturing Personality

… what we did: BOTH + X

– IUIPC to capture precise domain-specific privacy 
attitude 

– Big five to capture the general personality

– Two extra questions:
„How often do you give wrong information?“

„Have you been target of a privacy invasion frequently?“
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Predictability
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Predictability

Is there a correlation between personality and permission choice…?

→ Online study

● 100 participants

● Procedure:
● IUIPC, TIPI („Big five“) + extra questions
● Permission settings of ten MRU apps
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Predictability

Big differences between permissions!
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Predictability

Is there a correlation between personality and permission choice…?

→ it is!
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Predictability

Is there a correlation between personality and permission choice…?

→ it is!

How can I do a good prediction? 
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Predictability

Is there a correlation between personality and permission choice…?

→ it is!

How can I do a good prediction?

→ Machine Learning 
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Prediction

 

Input:

Answers to the privacy questionnaires:

● IUIPC

● Personality (Big Five)

● Additional measures

+ app category

Output:

Classification (deny/allow) for each app permission
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Prediction

 

Baseline:

Random probabilistic model based on the frequency of permission denial

→ If a permission was denied in 80% of the cases in the study, the random 
probabilistic model decides with a probability of 80% to deny the permission
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Prediction

 

Input:

Answers to the privacy questionnaires:

● IUIPC

● Personality (Big Five)

● Additional measures

+ app category

Output:

Classification (deny/allow) for each app permission
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Prediction

 
Study results

Training set Test set

Feature selection ValidationTraining

80% 20%

50% 50%100%

100 times with shuffled data
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Prediction - Results
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Prediction – Second approach

 Instead of predicting all settings in advance

→ Why not actively support user during his decision process?
→ „Dynamic settings prediction“
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Dynamic settings prediction

 

How ?
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Dynamic settings prediction

 
● All settings initially set to „allow“

● User traverses permission list

● Whenever user chooses to 
deny a permission

→ Denied permission and all 
previous permissions used to 
predict remaining permissions
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Dynamic settings prediction

 
● Using only previous permissions

● Permissions + IUIPC

● Permissions + Personality

● Permissions + Additional measures

● Everything together
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Dynamic settings prediction - Evaluation

 
● Same data splitting technique as for previous approach

● For each app setting in 
   validation set, a user 
   interaction is simulated

● Amount of „clicks“ needed 
   is recorded

● Compared to clicks needed 
   without dynamic prediction
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Dynamic settings prediction - Evaluation

● Using all features, 91.89% require less or equal amount of clicks

● 24.66% require less clicks

● Precision decreases with decreasing amount of features
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Discussion

● Static prediction lead to significantly better results 
than random method

● Still, training set is small (100 users)

● Dynamic prediction often needed same amount of 
clicks
→ 33% of settings: Only one denied permission
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Future work

● Test both approaches on users in a user study
→ Is dynamic approach accepted?
→ Which one performs better?

● In the wild study with a large user base and training 
set

● Explore integration of context factors into approach
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Conclusion

● Setting app permission settings is cumbersome

● Two approaches for recommending permission settings:

– Static approach using a questionnaire to predict all app 
settings a priori

– Dynamic approach supporting the user during the decision 
process

● Both outperform the reference implementation

● Performance could be improved using a larger database

● Approaches still have to be evaluated in a user study
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