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Motivation

Lots of apps on smartphones...
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Motivation

...and even more permissions
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Motivation

...and even more permissions

On average 95 apps
X
S permissions per app

475 settings
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Prior Work

...1n different contexts concentrated mainly on:

e Machine Learning using

— Supervised learning,
¢.g. a friend list labeled with permissions [1]

— Unsupervised learning based on a large online app
permission database (4.8M users) and a user‘s previous
sharing settings [2]

— User feedback as additional input [3]

e Crowdsourcing [4]




Prior Work

... none of them:

e Solved the cold start problem

e Tried to draw a connection between personality, privacy attitude
and app permission choice




Idea

ﬁ How to capture personality?
e Capture user‘s personality

e Predict permission settings for all apps, based on the captured
personality scores

Ny

Is there a correlation between personality and permission choice?

How can | do a good prediciton? Which data do | use?




. the simple way: Questionnaire

» Big Five of Personality (NEO-PI-R) [5] — General personality measures

» Westin Scales [6] — General privacy attitude

 lIUIPC [7], CFIP [8] — Privacy attitude regarding (online) companies
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. the simple way: Questionnaire ®
o 0 o0
e’ o
 Explicit feedback  Additional user burden
* No side-effects  Boring

« Easy to implement

* Lots of existing questionnaires
for specific domains 10
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Capturing Personality

Extract personality measures out of written text [9]

Social network posts

oy R BB |
. é Linked u% \.“10“‘““
E-Mails % foursclUl

Blogs
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Capturing Personality

. the harder way: Extraction

o 0 o 0
S o
* No additional user burden * No perfectly precise results

* Only possible for
some questionnaires
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Capturing Personality

.. what we did: BOTH

— IUIPC to capture precise domain-specific privacy
attitude

— Big five to capture the general personality
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Capturing Personality

... what we did: BOTH + X

— IUIPC to capture precise domain-specific privacy
attitude

— Big five to capture the general personality
- Two extra questions:

., How often do you give wrong information? “

., Have you been target of a privacy invasion frequently? “
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Predictability

Analytics

Straight Ahead T 1
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Predictability

Is there a correlation between personality and permission choice...?

— Online study
* 100 participants
* Procedure:

» IUIPC, TIPI (,Big five“) + extra questions
» Permission settings of ten MRU apps

18




Predictability

Permission % denied

Purchase 18.4
History 17.6
Cellular 9.5
Identity 26.6
Contacts 36.3
Calendar 16.7
Location 34.6
SMS 37.2
Phone 28.6
Photos 30.9
Camera 28.9
Microphone 25.1
Wifi 12.8
Bluetooth 5.0
ID 31.0
Other 17.9

Table 2. Percentages of denies for each app permission.

Big differences between permissions!
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Predictability

Is there a correlation between personality and permission choice

?

L A
) ) ,
— It IS!
Purchase History Cellular Identif Contacts Calendar Location SMS Phone Photos Camera Microphone Wifi Bluetooth Wearables 1D Other
Spearman's rho  control Correlation Coefficient ,096 ,107 ,213 -,025 ke ,020 ,105 ,087 6 ,057 ,021 ,108 -,007 ,094 -,022
Sig. (2-tailed) ,150 ,108 ,029 ,599 ,204 779 ,035 ,364 ,652 241 ,535 ,101 ,565
N 228 227 105 433 120 196 595 255 462 119 43 306 666
awareness Correlation Coefficient ,084 ,078 ,205 112 ,113 FH ;108 JOTT ,108 ,083 ,113 -,004
Sig. (2-tailed) ,206 ,107 ,024 ,016 ,116 ,815 ,094 ,100 ,242 ,599 ,049 ,915
N 228 433 120 457 196 255
collection Correlation Coefficient
Sig. (2-tailed)
N
Extraversion Correlation Coefficient ,026 136 ,048 119 ,028 -,073
Sig. (2-tailed) ,693 ,041 ,630 ,013 ,594 117
N 228 227 105 433 377 457
Agreeableness Correlation Coefficient ,088 ,098 -,169 ,000 -,046 -,106 AT -,056
Sig. (2-tailed) ,184 141 ,086 ,993 ,371 ,250 ,017 ,433 ,062 ,037 ,037 ,607 ,390 ,990 ,904 ,425 ,026
N 228 227 105 433 377 120 457 196 196 595 370 255 462 119 43 306 666
Conscientousness  Correlation Coefficient ,063 ,121 -,122 -,034 -,039 -,110 ,029 ,024 ,003 ,013 -,029 -,021 ,056 ,108 -,079 -,074
Sig. (2-tailed) ,343 ,068 214 ,482 ,453 ,230 ,690 742 945 1800 1649 1490 169 056
N 228 227 105 433 377 120 196 196 595 370 255 43 306 666
Emotional_Stability Correlation Coefficient ,114 -,082 -,077 ] 07 ,016 ,017 ,080 ,044 ,029 -,017 ,089 ,105 ,009 ,046
Sig. (2-tailed) ,087 ,633 1436 ,027 752 ,851 262 1538 477 741 158 1501 1880 1233
N 228 227 105 433 377 120 196 196 595 370 255 43 306 666
OpenExperiences  Correlation Coefficient L1588 = A7 -,143 -,059 -,115 -,162 BNk -,058 -,087 -,037 ,186 =27 ,088
Sig. (2-tailed) 042 010 146 219 026 ,078 ,011 159 093 558 233 1026 1023
N 228 227 105 433 377 120 196 595 370 255 462 119 43 306 666
invasionfrequency  Correlation Coefficient ,094 119 ,055 ,121 ,039 ,151 ,098 ,193 ,046 ,083 016 124 -,044 -,016 ,033 ,017
Sig. (2-tailed) 187 ,106 ,625 ,020 ,499 ,145 ,057 ,015 574 1069 774 071 401 884 862 1799
N 199 186 81 367 306 94 374 157 155 485 305 214 374 85 30 237
falsify Correlation Coefficient ,100 -,123 -,276 ,044 134 ,118 ,043 113 101 124" ,066 ,095 -,046 Sigii3 ,054 ,055
Sig. (2-tailed) ,159 ,094 ,013 ,398 ,019 ,256 1403 ,160 211 1030 335 067 674 092 404 197
N 199 186 81 367 306 94 374 157 155 305 214 374 85 30 237 558

**. Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).




Predictability

Is there a correlation between personality and permission choice...?

How can I do a good prediction?
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Predictability

Is there a correlation between personality and permission choice...?

How can | do a good prediction?

— Machine Learning
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Prediction

N

Machine Learning

Unsupervised Learning Supervised Learning
Clustering Classification Regression
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Prediction

Machine Learning

AN

Unsupervised Learning Supervised Learning
Clustering Classification Regression
SvVC / \ SGD
KNeighbors Naive Bayes
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Prediction

Machine Learning

AN

Unsupervised Learning Supervised Learning
Clustering Classification Regression
KNeighbors Naive Bayes
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Prediction

Input:

Answers to the privacy questionnaires:

* [lUIPC
* Personality (Big Five)
* Additional measures

+ app category

Output:

Classification (deny/allow) for each app permission
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Prediction

Baseline:

Random probabilistic model based on the frequency of permission denial

— If a permission was denied in 80% of the cases in the study, the random
probabilistic model decides with a probability of 80% to deny the permission

Permission % denied

Purchase 18.4
History 17.6
Cellular 9.5
Identity 26.6
Contacts 36.3
Calendar 16.7
Location 34.6
SMS 37.2
Phone 28.6
Photos 30.9
Camera 28.9
Microphone 25.1
Wifi 12.8
Bluetooth 5.0
ID 31.0
Other 17.9

Table 2. Percentages of denies for each app permission.
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Prediction

Input:

Answers to the privacy questionnaires:

* [lUIPC
* Personality (Big Five)
* Additional measures

+ app category

Output:

Classification (deny/allow) for each app permission
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Prediction

d data
) ith Sthﬂe
[ Study results ] 100 times wi

80% 20%

[ Training set ] Test set

100% 50% 50%

Training [ Feature selection ] [ Validation ]
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Prediction - Results

Permission  Random IUIPC Personality Additional
All 59.64  70.92 69.37 70.34
Purchase 59.37  78.13 67.50 74.37
History 65.88  72.94 78.82 78.82
Cellular 7875  92.50 91.25 90.00
Identity 51.87  68.44 60.62 63.44
Contacts 48.88  55.18 64.44 64.07
Calendar 70.00  80.00 81.11 77.77
Location 45.15  53.33 58.48 56.36
SMS 5437  50.00 57.50 63.12
Phone 5333 67.33 58.66 60.67
Photos 4731  63.65 62.44 59.27
Camera 53.92  60.00 61.07 62.5
Microphone 52.50  74.00 69.00 68.00
Wifi 68.82  86.47 78.82 81.77
Bluetooth 84.44  96.66 93.33 93.33
ID 56.08  64.78 58.70 60.00
Other 63.55 71.33 68.22 72.00

Table 4. Prediction accuracy (in percent of correct predictions) for the
prediction with the Random Probabilistic Model (Random), and predic-
tion using the IUIPC questionnaire, the Big Five Personality test, or our

additional questions.
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Prediction — Second approach

Instead of predicting all settings in advance

— Why not actively support user during his decision process?
— ,,Dynamic settings prediction*




Dynamic settings prediction

How ?

Purchase i Cellular i Contacts Calendar Location Photos Camera Microphone Bluetooth

Spearman's rho  Purchase Correlation Coefficient
Sig. (2-tailed)
N
History Correlation Coefficient
Sig. (2-tailed)
N
Cellular Correlation Coefficient
Sig. (2-tailed)
N
Identity Correlation Coefficient
Sig. (2-tailed)
N
Contacts Correlation Coefficient
Sig. (2-tailed)
N
Calendar Correlation Coefficient
Sig. (2-tailed)
N
Location Correlation Coefficient
Sig. (2-tailed)
N
SMs Correlation Coefficient
Sig. (2-tailed)
N
Phone Correlation Coefficient
Sig. (2-tailed)
N
Photos Correlation Coefficient
Sig. (2-tailed)
N
Camera Correlation Coefficient
Sig. (2-tailed)
N
Microphone Correlation Coefficient
Sig. (2-tailed)
N
Wifi Correlation Coefficient
Sig. (2-tailed)
N
Bluetooth Correlation Coefficient
Sig. (2-tailed)
N
ID Correlation Coefficient
Sig. (2-tailed)
N
Other Correlation Coefficient
Sig. (2-tailed)
N
**. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed). 32




Dynamic settings prediction

 All settings initially set to ,,allow*

» User traverses permission list

Kalender

* Whenever user chooses to
deny a permission

Kamera

Kontakte ’) &
Mikrofon @

Speicher

— Denied permission and all
previous permissions used to
predict remaining permissions

Standort

{'OI@IIIIE)DE’

Telefon

33




Dynamic settings prediction

* Using only previous permissions
 Permissions + IUIPC

* Permissions + Personality
 Permissions + Additional measures

* Everything together

{'OI@IIIIE)D@

Kalender
Kamera

Kontakte
Mikrofon
Speicher
Standort

Telefon
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Dynamic settings prediction - Evaluation

e Same data splitting technique as for previous approach

- - : # traverse all the user settings
FOrl'gafh apptsettmg In for each user_settg Iin testset:
valldation set, a user
interaction is simulated # initially , all settings are

# set to "allow"
pred=allow_all

« Amount of ,clicks® needed

is recorded f{')I' each perm in user_sn?ttg: |
if user_settg[perm]|!=pred[perm]:

e Compared to clicks needed ﬁ predr';fi']nn was wrong, |
without dynamic prediction user Rac to change the Serting

# —> predict remaining settings

pred [perm]=user_settg [ perm |
predict_settings_below ()
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Dynamic settings prediction - Evaluation

» Using all features, 91.89% require less or equal amount of clicks

» 24.66% require less clicks

 Precision decreases with decreasing amount of features

Input Won % Draw % Lost % Clicks (supported) Clicks(unsupported)
Only Permissions 23.49 59.40 17.15 1.91 2.22
IUIPC 25.76 60.60 13.63 1.83 2.21
Personality 26.58 59.30 14.12 1.70 2.10
Additional 24 .48 59.90 15.62 1.84 2.14
All 24.66 67.23 8.11 1.58 2.00

Table 5. Results of the dynamic settings prediction, using only the previously selected permissions, or the permissions in addition to the IUIPC question-
naire, the Big Five Personality Score, our additional questionnaire or all previously mentioned questionnaires together.
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Discussion

e Static prediction lead to significantly better results
than random method

e Still, training set 1s small (100 users)

* Dynamic prediction often needed same amount of
clicks
— 33% of settings: Only one denied permission

37




Future work

* Test both approaches on users 1n a user study
— Is dynamic approach accepted?
— Which one performs better?

 In the wild study with a large user base and training
set

e Explore integration of context factors into approach

38




Conclusion

e Setting app permission settings is cumbersome

 Two approaches for recommending permission settings:

— Static approach using a questionnaire to predict all app
settings a priori

— Dynamic approach supporting the user during the decision
process

e Both outperform the reference implementation
e Performance could be improved using a larger database

e Approaches still have to be evaluated 1n a user study

39
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